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1 Introduction
The relevant objective is given below:
	Study the following aspects of network-controlled repeater management
· Identification and authorization of network-controlled repeaters [RAN2, RAN3]

NOTE2: Coordination with SA3 may be needed.


This document summarizes the proposals in agenda “8.1 network-controlled repeaters” and focus on the aspects which are related to above objective. In summary, for NCR identification and authorization, the paper summarizes five solutions based on company contributions: 

· Solutions without NG-C impact:

· Quasi-legacy UE based solution

· OAM based solution

· Solutions with NG-C impacts:

· IAB-like solution

· RedCap-like solution

· V2X-like solution
2 Discussion  
2.1 General aspect
Issue 1: Which entity (NCR-MT, NCR-Fwd) is considered in NCR management? 
	Source
	Relevant proposals

	Intel
[R2-2207123]
	Proposal 1: NCR-MT is provided with a authorization by the network to operate as a network-controlled repeater.

	ZTE
[R2-2208110]
	Proposal 1: 
RAN2 should focus on the control link (i.e. NCR-MT) when discussing the NCR management strategies.

	Samsung
[R2-2207691]
	Proposal 2:
There is no need to independently identify/address NCR-Fwd.


Based on the proposals and the observations from other contributions, it is clear that NCR-Fwd acts like normal RF-repeaters, there is no need to do identification or authorization on NCR-Fwd. 

So for RAN2 related objective, we can focus on NCR-MT when discussing the solutions for NCR management.
Proposal 1: To only consider NCR-MT in NCR identification and authorization, no need to identify or authorize NCR-Fwd. 
Based on the comments received over RAN2 reflector, the Proposal 1 is updated as below:

Proposal 1: The NCR-MT performs NCR identification and authorization on behalf of the entire NCR.

2.2 Discussion on candidate solutions for NCR management
According to [2], 4 main candidate solutions are provided. Based on company contributions, companies have provided their understanding for some of the solutions and their preference. In this section, we mainly summarize the details of each solution based on companies’ inputs. 

2.2.1 Quasi-legacy UE based solution

The draft TP from SI rapporteur is shown below:
	Extracted from draft TP [2]

8.1.1 Quasi-legacy UE based solution
In Quasi-legacy UE based solution, the identification and authorization/validation of NCR device are done at RAN side. The general procedure of the quasi-legacy UE based solution is illustrated in below figure:
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Figure 8.1.1-1 Call flow for Quasi-legacy UE based solution
Detailed description of this solution: 

1. The NCR firstly accesses to RAN and CN as a normal UE, the CN authorizes the NCR based on IMSI/IMEI number, no additional impact to NG-C interface. If operator wants, it can allocate specific slice for NCR, and further identify the NCR based on the slice information. 
2. NCR identification can be implemented by reporting a NCR indicator in Msg5 or by reporting a NCR indicator in UE’s radio capability signaling.

3. NCR validation is used to further check the validity of NCR device. After AS security is established between the gNB and the NCR device, the NCR sends assistance information to the gNB via RRC message (e.g. UAI). The assistance information can be RACS ID or a device serial number which are pre-allocated by the operator. After receiving the assistance information, the gNB or its OAM validates the NCR device by checking its local stored information.


Based on company contributions, in [3](Intel), company also proposes the similar approach (see Option 3 in [3]) and provides the following call flow to illustrate the gNB authorization procedure (The below figure can be considered as one possible procedure of NCR validation in the draft TP[2]).
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Figure Call flow of Option 3 in [3]

In addition, RAN based identification/authorization (without NG-C impact) is also proposed in [8](Apple), [15](ZTE), [20](CMCC), [21](Vivo). In [8], the company proposes the following high-level procedure flow for NCR management/configuration, the long-term NCR ID/credential can be used for NCR identification and authorization. 
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Figure High-level procedure diagram in [8]
In [18](MTK), the company suggests to apply normal UE authorization for NCR because the NCR does not perform function like routing, flow control feedback signalling, BH RLF notification as IAB-DU does (without additional RAN validation procedure). 
Based on the contributions, rapporteur see the interests in supporting Quasi-legacy UE based solution, which allows the UE to access CN as a normal UE, so the whole procedure can be done without NG-C impact. Regarding the NCR validation procedure between NCR-MT and gNB, it can be done based on the pre-configured NCR ID/credential, how the information is configured can be further discussed in RAN3. 
According to the latest RAN3 conclusion, the NCR validation procedure is optional. Moreover, based on the offline comments received from email thread [701], companies propose to explore the security-protected NCR validation procedure in RAN2, this may not only limited to the NCR ID/credential based authorization, so the proposal is further updated as below. 
Proposal 2: To capture Quasi-legacy UE based solution in the TR. Detailed procedure includes:

· NCR accesses the network and CN as a normal UE, CN authorizes the NCR based on Rel-15 procedures;
· NCR is identified by RAN via Msg5 or UE radio capability;

· Optionally, RAN can further validate the NCR device over Uu interface
· , detailed procedure can be explored in RAN2 with the assumption that it is security-protected, and it will be check with SA3 via the LS sent by RAN3. 
Based on the comment received over RAN2 reflector, the Proposal 2 is updated as below: 
Proposal 2: Solution 1 includes:

· NCR-MT accesses the network as a legacy UE, and CN authenticates the NCR-MT based on Rel-15 procedures;
· NCR-MT indicates NCR-support via Msg5 or UE radio capability;

· Secure NCR validation by RAN may be considered based on SA3 reply to RAN3 LS.

2.2.2 OAM based solution

The draft TP from SI rapporteur is shown below:

	Extracted from draft TP [2]

8.1.2 OAM based solution

In OAM based solution, the NCR is identified at RAN side and the authorization/validation are performed by local RAN OAM. The general procedure of the OAM based solution is illustrated in below figure:
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Figure 8.1.2-1 Call flow for OAM based solution

Detailed description of this solution: 

1. NCR establishes RRC connection based on legacy signaling procedure (Msg1~Msg5), but the gNB will not establish NG-C interface for the NCR.
2. NCR is identified via Msg5, i.e. by including an explicit NCR indicator in Msg5.
3. Different from normal NR UEs, an OAM container is included in Msg5 and there is no NAS container. After receiving Msg5, the gNB will forward the OAM container to OAM.

4. The NCR authorization and validation is then performed between OAM and NCR. The security of OAM traffic can be provided by application layer security mechanism, such as SSH/TLS between the NCR and OAM. (Note that, the procedure for authorization/validation in OAM can be either specified or left to implementation)


Based on company contributions, [3](Intel) also propose OAM based solution (see Option 1), but for the Option 1 in [3], all procedures can be managed by operators offline before NCR is deployed, and there is no specification impact. In [12](Lenovo), [15](ZTE) and [22](China Telecom), OAM based solution is also proposed to reduce the cost and to avoid CN impact. While in [5](Qualcomm), company thinks authorization via OAM needs to be further investigated by RAN3. 
From rapporteur point of view, there are interests to support OAM based solution, but the detailed procedure can be further discussed, e.g. whether the UE needs to support RRC and/or NAS, and parts of the procedure (e.g. OAM related) are to be discussed in RAN3.
Proposal 3: To capture OAM based solution in the TR. Detailed procedure includes:  
· NCR establishes RRC connection based on legacy signaling procedure (Msg1~Msg5) and OAM container is included in Msg5, the NCR is identified via Msg5.
· The gNB forwards the OAM container to OAM without establishing NG-C interface for the NCR.
· NCR authorization is performed between OAM and the NCR, then OAM provides authorization results to the gNB (details can be up to RAN3).
Based on the comments received over RAN2 reflector, the proposal 3 is updated as below:
Proposal 3: Solution 2 includes: 

· NCR-MT establishes RRC connection based on legacy Uu procedure, where the RRC connection is not security-protected.
· NCR-MT indicates NCR-support via Msg5 or UE radio capability;

· NCR-MT exchanges OAM traffic over RRC (details of OAM traffic is not in RAN2 scope)
· Secure NCR validation by OAM may be considered based on SA3 reply to RAN3 LS. 
2.2.3 IAB-like solution

The idea of this solution is to completely reuse the mechanism defined for IAB, the signalling procedure of this solution is given below: 
	Extracted from draft TP [2]

8.1.3 IAB based solution
In this solution, NCR identification is done at RAN side, and NCR authorization is done at CN side. The general procedure of the OAM based solution is illustrated in below figure:
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Figure 8.1.3-1 Call flow for IAB based solution

Detailed description of this solution: 
1. During NG-C setup procedure, the AMF should inform the gNB whether it supports NCR, e.g. by including “NCR-supported” indicator in NG SETUP RESPONSE message.

2. NCR establishes RRC connection and includes NCR indicator in Msg5, after receiving the indicator, the gNB selects an AMF which supports NCR function and forwards the NCR indicator to the AMF.

3. AMF and other CN entities do further authorization, and the AMF provides authorization response to the gNB. 


In addition, IAB-like solution is also proposed in [4](Nokia), [6](NEC), [9](HW), [13](Sony), [17](Kyocera), [21](Vivo), [23](Rakuten Mobile). Since IAB based solution is already specified, several companies think the same mechanism can be applied for NCR to avoid specification impact. However, as indicated in other contributions, the disadvantage of IAB-like solution is that it requires specification impact in SA/CT and the operators need to upgrade the core network in order to deploy the NCR. 
In any case, IAB-like solution is one feasible solution for NCR management, based on the contributions, rapporteur suggests to capture this solution in TR. 

Proposal 4: To capture IAB-like solution in the TR. Detailed procedure includes:

· During NG-C setup procedure, the AMF should inform the gNB whether it supports NCR, e.g. by including “NCR-supported” indicator in NG SETUP RESPONSE message.
· NCR establishes RRC connection and includes NCR indicator in Msg5, after receiving the indicator, the gNB selects an AMF which supports NCR function and forwards the NCR indicator to the AMF.
· AMF and other CN entities do further authorization, then the AMF provides authorization response to the gNB.
Based on the comments received over RAN2 reflector, the Proposal 4 is updated as below:

Proposal 4: Solution 3 includes:

· NCR-MT accesses the network as a legacy UE, and CN authenticates the NCR-MT based on Rel-15 procedures;
· NCR-MT indicates NCR-indication via Msg5;

· Secure NCR authorization uses equivalent procedure as IAB authorization (not in RAN2 scope).

2.2.4 RedCap-like solution

RedCap-like solution is discussed in [15] and [20], for RedCap-like solution, the NCR can be early identified via Msg1 (i.e. through dedicated RACH resources) or Msg3 (i.e. specific LCID), and the NCR can be further authorized based on the radio capability check at RAN side. After RRC establishment, the gNB can inform the CN UE’s RedCap type in INITIAL UE MESSAGE, so CN can apply different (e.g. charging) policies for the UE.
For NCR device, the radio capability check can be considered if NCR is confirmed to support a different set of features, but this can be discussed in normative phase. For NCR identification, it relates to the discussion in section 2.3 issue 2.3-1, so far, there is no strong motivation to support early identification for NCR device. Therefore, considering the limited support from companies, the rapporteur suggests to not capture this solution into TR and no proposal is provided for this solution. 

2.2.5 V2X-like solution

In [16](Ericsson), company suggests to only introduce 1 bit “NCR-authorized” indication from the AMF to the gNB, this is a bit different from IAB-like solution which requires more indications over NG-C interface. To facilitate the discussion, rapporteur suggests to name it as “V2X-like solution” and the corresponding signalling flow is provided below: (Note: the proponent company is invited to have a double check)
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Figure An example of V2X-like solution
From rapporteur’s point of view, this solution still has NG-C impact, but it is simpler than IAB-like solution. For NCR identification, the gNB recognizes the NCR device based on the “NCR-authorized” indication from AMF, so no additional indication is needed over Uu interface.
Proposal 5: To capture V2X-like solution to the TR, detailed procedure includes:

· NCR accesses the network as a normal UE, after NAS registration the AMF informs the NCR device type (e.g. NCR-authorized indication) to the gNB. 

· The gNB identifies the NCR based on the indication received from the AMF (no additional identification is needed over Uu interface). 
Based on the comments received over RAN2 reflector, the Proposal 5 is updated as below:

Proposal 5: Solution 4 includes:

· NCR-MT accesses the network as a legacy UE, and CN authenticates the NCR-MT based on Rel-15 procedures;
· NCR-MT indicates NCR-support via NAS (not in RAN2 scope);

· Secure NCR authorization uses equivalent procedure as V2X authorization (not in RAN2 scope).

2.3 Other stage-3 aspects

In company contributions, some aspects other than SI objective were discussed. In this section, the rapporteur mainly summarized the issues which were mentioned by 3 or more than 3 companies:
Issue 2.3-1: Whether to support early identification (e.g. via Msg1 or Msg3) for NCR-MT?

	
	Source
	Related proposals

	Not supported
	NEC

[R2-2207291]
	Proposal 3 RAN2 to agree that an early identification during random access procedure is not needed for NCR-MT

	
	ZTE

[R2-2208110]
	Proposal 2: RAN2 confirms that early identification is not needed for NCR devices.

	Supported
	China Telecom

[R2-2208628]
	Proposal 1: At least Msg1-based solution can be used for NCR identification.


This question relates to NCR identification, based on the proposals, 1 company suggests to support early identification via Msg1 (e.g. through dedicated RACH resource), 2 companies think early identification is not needed for NCR because unlike RedCap, NCR device does not need special handling in Msg2 or Msg4. 
In summary, rapporteur suggests to narrow down the scope by excluding early identification for NCR-MT. This can be revisited if companies identify any problem in normative phase. 

Proposal 6: RAN2 understands early identification (via Msg1 or Msg3) is not needed for NCR-MT.
Issue 2.3-2: Whether to introduce 1 bit “NCR supported” flag in SIB?

	Source
	Related proposals

	Fujitsu

[R2-2207413]
	Proposal 1: The NCR-MT should support functionalities for:

- system information reception to know whether the gNB or cell is appropriate for the NCR
- initial RRC connection setup to inform the gNB of NCR and to obtain C-RNTI

	Kyocera

[R2-2208293]
	Proposal 3
If the NCR is considered as a network node, RAN2 should agree to reuse the IAB-MT’s access control mechanism, i.e., the gNB provides a SIB Indication and the NCR-MT ignores the cell barring and cell reserved related IEs.

	Vivo

[R2-2208458]
	Proposal 1    The gNB supporting NCR access can indicate NCR support in the system message.

Proposal 2
An NCR node should select the gNB broadcasting NCR support for control link setup.

	Rakuten Mobile

[R2-2208658]
	Proposal 4: gNB support for NCR repeater can also be indicated in similar way as support for MT-IAB in Rel-16 by IE definition for NCR-Support in SIB1.


Four companies suggest to introduce “NCR supported” indication in SIB1, to indicate whether the gNB supports NCR function. This is similar to IAB-MT indication introduced in SIB1. 

From rapporteur perspective, such indication is useful if NCR performs legacy cell (re)selection and selects NR cell by itself. However, according to the SID, NCR is stationary device, so whether it supports all UE behaviors specified for RRC_IDLE (e.g. PLMN selection, cell (re)selection, UAC) is unclear. So rapporteur would suggest to discuss this in normative phase. 
Proposal 7: Whether to introduce explicit “NCR supported” indication in SIB1 can be discussed in normative phase.
Issue 2.3-3: Does NCR-MT support both SRB and DRB?
	Source
	Related proposals

	HW

[R2-2207485]
	Proposal 4: Whether user plane capability should be reduced can be discussed in WI phase.

	ZTE

[R2-2208110]
	Observation 5: There is no QoS management requirement for NCR devices, e.g. PDU session is not needed for NCR devices.

	Kyocera

[R2-2208293]
	Proposal 2 RAN2 should agree that the NCR-MT supports both SRB and DRB.


So far, it is unclear whether DRB should be supported for NCR. On one hand, the NCR device will not support voice/video services so it does not have any transmitted data; on the other hand, DRB may be useful if side control information or other configurations are transmitted via OAM. So rapporteur understands this issue can be further investigated in normative phase, based on which option (1/2/3) will be adopted for NCR configuration. 
Proposal 8: Whether NCR-MT supports both SRB and DRB can be discussed in normative phase.
Issue 2.3-4: Whether NCR-MT supports all RRC states (i.e. RRC_CONNECTED, RRC_IDLE, RRC_INACTIVE)?

	Source
	Related proposals

	China Telecom

[R2-2208628]
	Proposal 4: NCR-MT should support the RRC connected state and RRC idle state.

Proposal 5: NCR-MT controls the NCR-Fwd state when the NCR-MT enters idle state.

Proposal 6: NCR-MT will not support inactive state.

	Samsung

[R2-2207691]
	Proposal 6: RAN2 to discuss the need for idle/inactive mode support for NCR.


It is straightforward to support RRC_CONNECTED state for NCR-MT, and NCR-MT will be in RRC_IDLE state before establishing the Uu interface. However, the benefit of supporting RRC_INACTIVE state for NCR is unclear. From rapporteur perspective, this can be further discussed in normative phase. 
Proposal 9: RAN2 understands that NCR-MT supports both RRC_CONNECTED and RRC_IDLE state, whether to support RRC_INACTIVE state can be discussed in normative phase. 
2.4 About SA3 involvement

Several companies discussed whether to send LS to SA3 in their contributions, the corresponding proposals are listed below:
	Source
	Related proposals and text

	Qualcomm

[R2-2207285]
	Proposal 3: Any new procedure for NCR-MT identification needs SA3 involvement to ensure that the necessary security requirements are met.

Proposal 8: RAN2 to recommend RAN-based NCR authorization to be investigated in the normative phase with involvement of SA3.

	NEC

[R2-2207291]
	Proposal 2 RAN2 to agree to apply the IAB-like identification for NCR. If it is necessary, RAN2 can send an LS to SA3.

	Apple

[R2-2207459]
	Proposal 6: No need to send a LS to SA3 for study security for NCR.

	Samsung

[R2-2207691]
	Proposal 3: RAN2 to confirm with SA3 whether NCR-Fwd needs to be authorized by either RAN or CN.

Proposal 5: RAN2 to discuss the exact authorization procedure, and share any identified security issues (e.g. with RAN-only based solutions) with SA3.

	Philips

[R2-2208034]
	Proposal 1: That SA3 be consulted with a view to finding a way to protect dynamic configuration from malicious actors.

	ZTE

[R2-2208110]
	Proposal 7: There is no requirement for SA3 involvement in SI phase.

	Rakuten Mobile

[R2-2208658]
	Proposal 1: As cost efficiency is a key consideration point for NCR, RAN2 can investigate authentication method based on lower layers and ask SA3 opinion through LS.


Based on the proposals, 3 companies (Qualcomm, Apple, ZTE) think there is no need to involve SA3 during study phase. Two companies (NEC, Samsung) think RAN2 can work with SA3 on the NCR authorization if security issue is identified. In addition, one company (Rakuten Mobile) thinks SA3 should be consulted if authentication is done by lower layer (PHY/L2), and one company (Philips) shows concern on using lower signalling to transmit dynamic side control information from gNB to NCR and suggest to check with SA3. 
Moreover, in [8], company has provided the following analysis on NCR security aspect. 

“Finally, for the security of NCR use cases, we think if RRC protocol stack is supported, then AS layer security will be applicable to protect those RRC signalling. But other than that, there is no user plane traffic in “control link” to be secured. Thus, on the other hand, it can also be argued that if RRC option is not used, then the communication of the C-link does not contain any essential traffic which really needs to be secured in the first place. Logically, the ultimate threat of hacking is to peek into user data. However, in NCR case, hacking NCR itself does not really provide a means to breach/compromise the end-to-end traffic from gNB to UE or vice versa. Regarding other disruptive, non-digital methods like jamming or beam diverting, we do not think these are something new. NW operators shall continue to use legacy methods to deal with such threats.”

Based on the proposals and observation, rapporteur hasn’t seen strong need to send LS to SA3 right now, if issue is identified during normative phase, we can consult SA3 if necessary. 

Proposal 10: From RAN2 perspective, no need to send LS to SA3 to study the security of NCR in SI phase. (This does not preclude the possibility of SA3 involvement in normative phase).

Based on RAN3’s progress and the comments received over RAN2 reflector, Proposal 10 will not be provided for online discussion. 
3 Conclusion
In this contribution, we summarize contributions under AI 8.1. The below proposals are made based on companies’ contributions.
The below proposals are updated based on the comments received in RAN2. 

Proposal 1: The NCR-MT performs NCR identification and authorization on behalf of the entire NCR.

Proposal 2: Solution 1 includes:

· NCR-MT accesses the network as a legacy UE, and CN authenticates the NCR-MT based on Rel-15 procedures;
· NCR-MT indicates NCR-support via Msg5 or UE radio capability;

· Secure NCR validation by RAN may be considered based on SA3 reply to RAN3 LS.

Proposal 3: Solution 2 includes: 

· NCR-MT establishes RRC connection based on legacy Uu procedure, where the RRC connection is not security-protected.
· NCR-MT indicates NCR-support via Msg5 or UE radio capability;

· NCR-MT exchanges OAM traffic over RRC (details of OAM traffic is not in RAN2 scope)

· Secure NCR validation by OAM may be considered based on SA3 reply to RAN3 LS.
Proposal 4: Solution 3 includes:

· NCR-MT accesses the network as a legacy UE, and CN authenticates the NCR-MT based on Rel-15 procedures;
· NCR-MT indicates NCR-support via Msg5;

· Secure NCR authorization uses equivalent procedure as IAB authorization (not in RAN2 scope).

Proposal 5: Solution 4 includes:

· NCR-MT accesses the network as a legacy UE, and CN authenticates the NCR-MT based on Rel-15 procedures;
· NCR-MT indicates NCR-support via NAS (not in RAN2 scope);

· Secure NCR authorization uses equivalent procedure as V2X authorization (not in RAN2 scope).

Proposal 6: RAN2 understands early identification (via Msg1 or Msg3) is not needed for NCR-MT.
Proposal 7: Whether to introduce explicit “NCR supported” indication in SIB1 can be discussed in normative phase.
Proposal 8: Whether NCR-MT supports both SRB and DRB can be discussed in normative phase.
Proposal 9: RAN2 understands that NCR-MT supports both RRC_CONNECTED and RRC_IDLE state, whether to support RRC_INACTIVE state can be discussed in normative phase. 
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