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5.3.7.5	Reception of the RRCReestablishment by the UE
The UE shall:
1>	stop timer T301;
1>	consider the current cell to be the PCell;
1>	store the nextHopChainingCount value indicated in the RRCReestablishment message;
1>	update the KgNB key based on the current KgNB key or the NH, using the received stored nextHopChainingCount value, as specified in TS 33.501 [11];
1>	store the nextHopChainingCount value indicated in the RRCReestablishment message;
1>	derive the KRRCenc and KUPenc keys associated with the previously configured cipheringAlgorithm, as specified in TS 33.501 [11];
1>	derive the KRRCint and KUPint keys associated with the previously configured integrityProtAlgorithm, as specified in TS 33.501 [11].
1>	request lower layers to verify the integrity protection of the RRCReestablishment message, using the previously configured algorithm and the KRRCint key;
1>	if the integrity protection check of the RRCReestablishment message fails:
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure', upon which the procedure ends;
1>	configure lower layers to resume integrity protection for SRB1 using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	configure lower layers to resume ciphering for SRB1 using the previously configured algorithm and, the KRRCenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	release the measurement gap configuration indicated by the measGapConfig, if configured;
1>	submit the RRCReestablishmentComplete message to lower layers for transmission;
1>	the procedure ends.
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5.3.8.3	Reception of the RRCRelease by the UE
The UE shall:
1>	delay the following actions defined in this sub-clause 60 ms from the moment the RRCRelease message was received or optionally when lower layers indicate that the receipt of the RRCRelease message has been successfully acknowledged, whichever is earlier;
1>	stop timer T380, if running;
1>	stop timer T320, if running;
1>	if the AS security is not activated:
2>	ignore any field included in RRCRelease message except waitTime;
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11 with the release cause 'other' upon which the procedure ends;
1>	if the RRCRelease message includes redirectedCarrierInfo indicating redirection to eutra:
2>	if cnType is included:
3>	after the cell selection, indicate the available CN Type(s) and the received cnType to upper layers;
NOTE 1:	Handling the case if the E-UTRA cell selected after the redirection does not support the core network type specified by the cnType, is up to UE implementation.
1>	if the RRCRelease message includes the cellReselectionPriorities:
2>	store the cell reselection priority information provided by the cellReselectionPriorities;
2>	if the t320 is included:
3>	start timer T320, with the timer value set according to the value of t320;
1>	else:
2>	apply the cell reselection priority information broadcast in the system information;
1>	if deprioritisationReq is included and the UE supports RRC connection release with deprioritisation:
2>	start or restart timer T325 with the timer value set to the deprioritisationTimer signalled;
2>	store the deprioritisationReq until T325 expiry;
NOTE 2:	The UE stores the deprioritisation request irrespective of any cell reselection absolute priority assignments (by dedicated or common signalling) and regardless of RRC connections in NR or other RATs unless specified otherwise.
1>	if the RRCRelease includes suspendConfig:
2>	apply the received suspendConfig except the received nextHopChainingCount;
2>	reset MAC and release the default MAC Cell Group configuration, if any;
2>	re-establish RLC entities for SRB1;
2>	if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest or an RRCResumeRequest1:
3>	stop the timer T319 if running;
3>	in the stored UE Inactive AS context:
4>	replace the KgNB and KRRCint keys with the current KgNB and KRRCint keys;
4> replace the nextHopChainingCount with the value received in the RRCRelease message;
4>	replace the C-RNTI with the temporary C-RNTI in the cell the UE has received the RRCRelease message;
4>	replace the cellIdentity with the cellIdentity of the cell the UE has received the RRCRelease message;
4>	replace the physical cell identity with the physical cell identity of the cell the UE has received the RRCRelease message;
	3> replace the nextHopChainingCount corresponding to the current KgNB;
2>	else:
3>	store in the UE Inactive AS Context the nextHopChainingCount received in the RRCRelease message, the current KgNB and KRRCint keys, the ROHC state, the stored QoS flow to DRB mapping rules, the C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell, and all other parameters configured except for the ones within ReconfigurationWithSync and servingCellConfigCommonSIB;
2>	suspend all SRB(s) and DRB(s), except SRB0;
2>	indicate PDCP suspend to lower layers of all DRBs;
2>	if the t380 is included:
3>	start timer T380, with the timer value set to t380;
2>	if the RRCRelease message is including the waitTime:
3>	start timer T302 with the value set to the waitTime;
3>	inform upper layers that access barring is applicable for all access categories except categories '0' and '2';
2>	if T390 is running:
3>	stop timer T390 for all access categories;
3>	perform the actions as specified in 5.3.14.4;
2>	indicate the suspension of the RRC connection to upper layers;
2>	enter RRC_INACTIVE and perform cell selection as specified in TS 38.304 [20];
1>	else
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with the release cause 'other'.
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5.3.13.3	Actions related to transmission of RRCResumeRequest or RRCResumeRequest1 message
The UE shall set the contents of RRCResumeRequest or RRCResumeRequest1 message as follows:
1>	if field useFullResumeID is signalled in SIB1:
2>	select RRCResumeRequest1 as the message to use;
2>	set the resumeIdentity to the stored fullI-RNTI value;
1>	else:
2>	select RRCResumeRequest as the message to use;
2>	set the resumeIdentity to the stored shortI-RNTI value;
1>	restore the RRC configuration, RoHC state, the stored QoS flow to DRB mapping rules and the KgNB and KRRCint keys from the stored UE Inactive AS context except the masterCellGroup and pdcp-Config;
1>	set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:
2>	over the ASN.1 encoded as per clause 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;
2>	with the KRRCint key in the UE Inactive AS Context and the previously configured integrity protection algorithm; and
2>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
1>	derive the KgNB key based on the current KgNB key or the NH, using the stored nextHopChainingCount value received in the previous RRCRelease message and stored in the UE Inactive AS Context, as specified in TS 33.501 [11];
1>	derive the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key;
1>	configure lower layers to apply integrity protection for all radio bearers except SRB0 using the configured algorithm and the KRRCint key and KUPint key derived in this subclause immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
NOTE 1:	Only DRBs with previously configured UP integrity protection shall resume integrity protection.
1>	configure lower layers to apply ciphering for all radio bearers except SRB0 and to apply the configured ciphering algorithm, the KRRCenc key and the KUPenc key derived in this subclause, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
1>	re-establish PDCP entities for SRB1;
1>	resume SRB1;
1>	submit the selected message RRCResumeRequest or RRCResumeRequest1 for transmission to lower layers.
NOTE 2:	Only DRBs with previously configured UP ciphering shall resume ciphering.
If lower layers indicate an integrity check failure while T319 is running, perform actions specified in 5.3.13.5.
The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.13.6.
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The UE shall:
1>	stop timer T319;
1>	stop timer T380, if running;
1>	if the RRCResume includes the fullConfig:
2>	perform the full configuration procedure as specified in 5.3.5.11;
1>	else:
2>	restore the masterCellGroup and pdcp-Config from the UE Inactive AS context;
1>	discard the UE Inactive AS context;
1>	store the used nextHopChainingCount value associated to the current KgNB;
1>	release the suspendConfig except the ran-NotificationAreaInfo;
1>	if the RRCResume includes the masterCellGroup:
2>	perform the cell group configuration for the received masterCellGroup according to 5.3.5.5;
1>	if the RRCResume includes the radioBearerConfig:
2>	perform the radio bearer configuration according to 5.3.5.6;
1>	if the RRCResume message includes the sk-Counter:
2>	perform security key update procedure as specified in 5.3.5.7;
1>	if the RRCResume message includes the radioBearerConfig2:
2>	perform the radio bearer configuration according to 5.3.5.6;
1>	resume SRB2 and all DRBs;
1>	if stored, discard the cell reselection priority information provided by the cellReselectionPriorities or inherited from another RAT;
1>	stop timer T320, if running;
1>	if the RRCResume message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
1>	resume measurements if suspended;
1>	if T390 is running:
2>	stop timer T390 for all access categories;
2>	perform the actions as specified in 5.3.14.4;
1>	if T302 is running:
2>	stop timer T302;
2>	perform the actions as specified in 5.3.14.4;
1>	enter RRC_CONNECTED;
1>	indicate to upper layers that the suspended RRC connection has been resumed;
1>	stop the cell re-selection procedure;
1>	consider the current cell to be the PCell;
1>	set the content of the of RRCResumeComplete message as follows:
2>	if the upper layer provides NAS PDU, set the dedicatedNAS-Message to include the information received from upper layers;
2>	if the upper layer provides a PLMN, set the selectedPLMN-Identity to PLMN selected by upper layers (TS 24.501 [23]) from the PLMN(s) included in the plmn-IdentityInfoList in SIB1;
2>	if the masterCellGroup contains the reportUplinkTxDirectCurrent:
3>	include the uplinkTxDirectCurrentList for each MCG serving cell with UL;
3>	include uplinkDirectCurrentBWP-SUL for each MCG serving cell configured with SUL carrier, if any, within the uplinkTxDirectCurrentList;
1>	submit the RRCResumeComplete message to lower layers for transmission;
1>	the procedure ends.
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