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Discussion and decision
1 Introduction

As result of the online discussion of the report [AT114-e][027][QoE] Start and Stop (Lenovo) in R2-2106661 the following agreement was made on QoE report handling during QoE pause:

· On whether to store reports in the AS or the application layer at Pause, Send LS to SA4/SA5/SA3 to inform them about the options and their pros/cons (if possible) and ask them for feedback. RAN2 will continue work on this topic based on the feedback received.
Scope of this email discussion is to discuss and agree on the content of the LS to SA4/SA5/SA3:
· On the description of the pros/cons for each option.

· On the specific actions to ask to SA4/SA5/SA3.
2 Discussion

2.1 Description of Option 1
As result of the email discussion the description of the pros/cons for Option 1 was updated as shown below.
	
	Advantages
	Disadvantages

	Option 1, RAN transparent approach (i.e. QoE reports during “pause” are stored at application layer)
	· There is no need to store the QoE reports in AS layer, which utilizes BP memory which is a scarce resource. It makes no sense to buffer a very limited amount in AS layer.

· Considering UE storage is large (e.g. 256G), QoE data amount could be stored as much as possible.

· Buffering in application layer gives the chance to transfer stored QoE data when the application layer is terminated.
· Future-proof to consider QoE measurement in IDLE and Inactive state.

· Very limited impact to RAN2 specifications, e.g. there is no need to discuss details of QoE reports storing in AS layer (e.g. maximum storing time, maximum size of stored reports, priorities etc.) or to define reporting of stored QoE reports after resume is indicated (i.e. QoE reports are handled in the same way as during normal operation)


	· Application layer behavior upon reception of pause/resume indications needs to be specified by SA4
.

· Indicating pause to the applications basically means telling the applications that RAN is overloaded. This could be a security risk, if there are malicious applications that would like to take down the network. This needs to be checked with SA3.

· Handling of reports from different applications when the overload situation has passed may need to be specified by SA4, This needs to be checked with them.


Question 1: Companies are requested to provide their comments on the description of the pros/cons for Option 1, i.e. which of the bullet points are agreeable / not agreeable.

	Company
	Agree/disagree
	Additional comments

	 Huawei, HiSilicon
	 Disagree with some
	· Indicating pause to the applications basically means telling the applications that RAN is overloaded. This could be a security risk, if there are malicious applications that would like to take down the network. This needs to be checked with SA3.

· We are not indicating an overload, we are just indicating that the application layer should pause sending the reports to the AS layer. We do not think there is any security issue.
· Handling of reports from different applications when the overload situation has passed may need to be specified by SA4, This needs to be checked with them.
· This bullet is a repetition of the first bullet, just using different wording. It can be removed. If the table is to be captured in the LS, then we should also not use statements like: “This needs to be checked with them”.

	Ericsson
	Disagree with some
	Reply to HW’s comment: RAN overload would be the most common (only?) use case for using the pause mechanism, so indicating pause is basically the same as indicating overload. RAN2 cannot judge whether it is a security issue, it needs to be checked with SA3. 
What is meant by this? ” Buffering in application layer gives the chance to transfer stored QoE data when the application layer is terminated”. For both solutions the files will be transferred after resume. Does “terminated” refer to something else?
How can we say the solution is future-proof? We don’t know yet if the files will be stored in application layer for IDLE and INACTIVE state. Propose to remove “Future-proof to consider QoE measurement in IDLE and Inactive state”.
We can remove the bullet regarding the specification impact, or add it as both advantage and disadvantage for both option 1 and 2. Either the impact will be in RAN2 specifications or in SA4 specifications. Whether it is an advantage or disadvantage just depends on from what angle you look at it. For option 1, large impact on SA4 specifications can be added as a disadvantage. 
The disadvantage listed for option 2 can be added here: “Requires App Layer – AS layer coordination, besides impacts to RRC the interaction goes beyond RAN2, thus impact functionality definition and maintenance in cross-WGs specifications”.

	OPPO
	
	· Reply to Ericsson’s comment: RAN overload could be detected by malicious person in other ways, e.g., monitoring downloading speed, monitoring the response time to a instructing command to the browser. We do not think Option 1 could cause a security problem and agree with Huawei that the ‘Indicating pause to the applications basically means telling the applications that RAN is overloaded. This could be a security risk, if there are malicious applications that would like to take down the network. This needs to be checked with SA3.’ should be deleted.


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


2.2 Description of Option 2
As result of the email discussion the description of the pros/cons for Option 2 was updated as shown below.

	
	Advantages
	Disadvantages

	Option 2, Application transparent approach (i.e. QoE reports during “pause” are stored at AS layer)
	· Application layer is unaffected
	· The QoE reports need to be stored at AS layer, which has more limited storage capacity

· May impact non-QoE data processing performance due to reduced AS buffer size.

· High workload and specifications impact in RAN2, e.g.to discuss the details of QoE reports storage and reporting after UE receives pause/resume indications

· Collide with SA5 specification “Temporary stop and restart of QoE information reporting during RAN overload.” In TS 28.405.

· Requires App Layer – AS layer coordination, besides impacts to RRC the interaction goes beyond RAN2, thus impact functionality definition and maintenance in cross-WGs specifications


Question 2: Companies are requested to provide their comments on the description of the pros/cons for Option 2, i.e. which of the bullet points are agreeable / not agreeable.
	Company
	Agree/disagree
	Additional comments

	 Huawei, HiSilicon
	 Agree
	We do not understand the comments from companies about AS layer using non-AS layer memory for storing the reports. What is the difference between option 1 and option 2 if the reports are anyway stored in application layer memory? Also, if AS layer can utilize any kind of memory, then why did we introduce 64 kBytes limitation for MDT? It is obvious to us there will be storage limitations if we choose option 2 and we should make SA4 aware of that. We should also provide a rough number, e.g. 64 kBytes as in the case of MDT, so that they are not surprised in future.

	Ericsson
	Disagree
	We can remove the bullet regarding the specification impact, or add it as both advantage and disadvantage for both option 1 and 2. Either the impact will be in RAN2 specifications or in SA4 specifications. Whether it is an advantage or disadvantage just depends on from what angle you look at it. For option 2, we can add an advantage that there will be no or limited impact on SA4 specifications.

Regarding the collision with SA5 specifications, it is better removed. RAN2 has not followed what SA5 has specified in 28.405 before. SA5 asked RAN2 to introduce the QoE functionality in 28.405 for LTE for more than two years in multiple LSes which RAN2 never did. Also, SA4 replied that they prefer the functionality to be in RAN, so in such case it should be added as an advantage that the SA4 request is fulfilled for this option. 
It is not clear to us why there would be any application layer-AS layer coordination in this solution. Everything will be handled by RAN in this case (could be added as an advantage). Propose to remove or clarify why coordination would be needed.  

	OPPO
	Agree
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


2.3 Description of Option 3
As result of the email discussion the description of the pros/cons for Option 3 was updated as shown below.
	
	Advantages
	Disadvantages

	Option 3, RAN transparent approach (i.e. AS discard the QoE data during “pause”)
	· There is no need to store the QoE reports in AS layer, which utilizes RAM memory which is a scarce resource

· Not touch application behavior.

· Very limited impact to RAN2 specification.

· Fits purpose of using RAN as interface to pass available QoE measurements, without introducing new requirements going beyond RAN
	· Application layer may or may not buffer the QoE data during pause, which can be decided by SA4.

· Restrict the supporting for partially Pause

· No benefit of pause mechanism if the reports are anyhow discarded. Then the network might as well deconfigure QoE. 


Question 3: Companies are requested to provide their comments on the description of the pros/cons for Option 3, i.e. which of the bullet points are agreeable / not agreeable.
	Company
	Agree/disagree
	Additional comments

	 Huawei, HiSilicon
	Disagree with some 
	· Fits purpose of using RAN as interface to pass available QoE measurements, without introducing new requirements going beyond RAN
· The problem with this option is that it actually does not serve the purpose of passing the QoE reports to the network. This statement seems incorrect to us.

· Restrict the supporting for partially Pause

· We are not sure what this bullet means.

	Ericsson
	Disagree with some
	Agree with Huawei’s comments.

	OPPO
	Disagree with some
	Agree with Huawei’s comments

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


2.4 Specific actions to ask to SA4/SA5/SA3
Referring to the 3GPP calendar SA4, SA5 and SA3 have their next meetings in Q3 as follows:
· SA3#103-e: 16-27 August 2021
· SA4#115-e: 18-27 August 2021

· SA5#138-e: 23-31 August 2021

That means, responses from them we can expect in our meeting(s) in Q4/2021 at the earliest. Therefore, we should be very specific about the actions we want to ask them. Referring to the discussions we had, rapporteur drafted a first description of the LS and actions to the concerned groups as shown below.
	Overall description

RAN2 discussed the handling of QoE reports during RAN overload and agreed that the RAN node can send a QoE pause indication to instruct the UE to temporarily stop sending QoE reports of the affected QoE measurements configuration until receiving a QoE resume indication from the RAN node. With regards to the handling of QoE reports in the UE which are generated during QoE pause, RAN2 identified three options:

· Option 1: Application layer is responsible for storing QoE reports when the UE receives QoE pause indication.

· Option 2: AS layer is responsible for storing QoE reports when the UE receives QoE pause indication.

· Option 3: The QoE container received from application layer is discarded during pause.

In the table below the description of the pros/cons for each option has been summarized. RAN2 did not reach consensus on the option to pursue and seek guidance from SA4, SA5 and SA3.
<Table to add>

Action to SA4:

RAN2 kindly asks SA4 to take the information about the options for handling QoE reports during QoE pause into account and provide their feedback whether QoE reports during QoE pause can be stored at the application level. 
Action to SA5:

RAN2 kindly asks SA5 to take the information about the options for handling QoE reports during QoE pause into account and provide their feedback on the feasibility of each option.

Action to SA3:

RAN2 kindly asks SA3 to provide their feedback on the potential security issue raised for Option 1.


Question 4: Companies are requested to provide their comments on the action to SA4.
	Company
	Agree/disagree
	Additional comments

	 Huawei, HiSilicon
	 OK in general, but…
	We think we should ask SA4 for feedback on all the options, similarly as SA5, e.g.:
“RAN2 kindly asks SA4 to take the information  provide feedback about the options for handling QoE reports during QoE pause into account and in particular provide their feedback on whether QoE reports during QoE pause can be stored at the application level. “

	Ericsson
	Agree.
	Looks fine for now.

	CATT
	
	Agree with HW, we should ask their feedback. 


	OPPO
	
	Agree with Huawei

	
	
	

	
	
	

	
	
	

	
	
	


Question 5: Companies are requested to provide their comments on the action to SA5.
	Company
	Agree/disagree
	Additional comments

	 Huawei, HiSilicon
	 Agree in general, but
	We should ask for feedback in general, not on feasibility. It does not seem to us that any of the options is infeasible. 

	Ericsson
	Agree
	Looks fine for now.

	CATT
	Agree
	Huawei’s concern is reasonable. We just use the first half sentence as to SA4
“RAN2 kindly asks SA5 to take the information  provide feedback about the options for handling QoE reports during QoE pause”
Or merger the action to SA4 and action to SA5 in one item

RAN2 kindly asks to take the information  provide feedback about the options for handling QoE reports during QoE pause into account and in particular SA4 provide their feedback on whether QoE reports during QoE pause can be stored at the application level

	OPPO
	
	Agree with Huawei

	
	
	

	
	
	

	
	
	

	
	
	


Question 6: Companies are requested to provide their comments on the action to SA3.
	Company
	Agree/disagree
	Additional comments

	 Huawei, HiSilicon
	 Disagree
	We do not see how pause indication can be a security issue. Following this logic, enabling UAC or cell barring can also be a security issue as the UE may interpret it as the cell being overloaded. There is no need to involve SA3 in this discussion.

	Ericsson
	Agree
	RAN2 cannot judge whether there is any security issue, we need to ask SA3. This cannot be compared with cell barring, it is about (basically) telling the applications that the network is overloaded. Also, RAN2 already agreed to send the LS to SA3: “On whether to store reports in the AS or the application layer at Pause, Send LS to SA4/SA5/SA3 to inform them about the options and their pros/cons (if possible) and ask them for feedback. RAN2 will continue work on this topic based on the feedback received.”.

	CATT
	Agree
	Agree to check with the professional WG for assessing the security issue

	OPPO
	Disagree
	As we also said previously, APP layer has many more other ways to detect if or not the RAN has been overloaded. No need to involve SA3 in this discussion.

	
	
	

	
	
	

	
	
	

	
	
	


3 Conclusion

Application based measurements continue, as in LTE


When RAN2 specifies that QoE reports need to be stored in AS layer, it does specify what kind of UE memory to use for them. This can be left to UE implementation. Furthermore, if we specify minimum storage requirements for QoE reports (similar like for logged MDT) then it should not be a disadvantage anymore.


We don’t think this is an issue here. The reports have already arrived in RRC and can be sent in the order they arrived. It is more a problem if the files are stored in the application layer.


This functionality was specified by SA5 for LTE and anyway not supported in AS. Furthermore, SA4 clearly informed us about their decision to not implement the temporary stop and restart functionality at the application level. 





