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1. Introduction
This is the trigger of the offline discussion #18:

· =>
Offline discussion to conclude. (Offline discussion #18, Qualcomm)

RAN2#99 Berlin meeting made the following agreements:

Agreements for EN-DC 

1:
Working assumption of the last meeting is confirmed as an agreement: For MCG bearer, either LTE or NR PDCP can be used, configurable by the network.

1a
EN-DC capable UE without EN-DC operation configured can be configured with NR PDCP version for SRBs and DRBs.

2: 
NR-PDCP is used for ‘MCG split or duplicate SRB’. 

3:
Non split SRB1 and 2 can be transmitted over either LTE-PDCP or NR-PDCP, which is configurable by network (at least after initial connection establishment). 

FFS whether SRB1 and SRB2 need to be configured with the same PDCP type (to be concluded in stage 3).

4: 
LTE-PDCP is used for SRB1 at the initial connection establishment from idle state. (I.e. no additional optimization to support NR-PDCP for SRB1 for idle to connected state transition)

5:
The PDCP version change (release of old PDCP and establish of new PDCP) of SRBs can be supported via:


i/ handover procedure (reconfiguration with mobility); and 


ii/ reconfiguration without mobilityControlInfo (when network implementation is sure there is no UL data in buffer). No user plane actions beyond release and establish of PDCP are to be specified for this case.

6
EN-DC operation should support a single reconfiguration procedure for bearer type change between MCG to/from split bearer and MCG to/from SCG bearer, when MCG bearer is configured with NR PDCP (before and after the bearer type change).

7
EN-DC operation where MCG bearer is configured with LTE PDCP, then direct bearer type change of such MCG bearer to split bearer or SCG bearer is performed is FFS.

However, the support of SRB PDCP version change without mobility imposes a security issue COUNT replay.

This is because RAN releases the previously configured E-UTRA PDCP and then establishes the new NR PDCP entity for the PDCP version change and so all the protocol variables would be initialized upon the new RB setup and so the security input parameters would be replayed while the security key wouldn’t be refreshed during the PDCP version change procedure [1].

This security issue has to be addressed.
This offline discussion aims to find out a solution to address the issue.
Companies are requested to provide their view by 13:00 on 19th April 2018.
2. Discussion
In the online discussion, companies raised the following potential solutions.

1. Getting rid of SRB PDCP version change without mobility option and mandate RAN to always use the SRB PDCP version change with mobility procedure

2. Prohibit RAN from performing SRB PDCP version change without mobility procedure after SMC
The easiest solution is option 1 (getting rid of the SRB PDCP version change without mobility). However, some companies said they would like to keep the option as it doesn’t have RA procedure in the middle so the call setup time can be optimized by the option. Then, option 2 looks only the valid option.
Question 1: Are you fine with option 2 (prohibit RAN from performing SRB PDCP version change without mobility procedure after SMC)?
	Company
	Yes/No
	Remark

	OPPO
	YES
	Agree that option 2 looks only the valid option.

	Qualcomm
	Yes
	Option 2 is only the valid option. 

In the online discussion, one company mentioned if key is refreshed during the PDCP version change, COUNT replay won’t be a problem anymore. However, our SA3 folks confirm that’s not the case. Besides, if key derivation happens during the PDCP version change, then RA procedure needs to be involved 

	LG
	Yes
	We also think that Option 2 is only possible option for now.
With this option, during the EN-DC, PDCP version change of SRBs and DRBs will be performed only via handover procedure.

	Ericsson
	Yes
	We would however like to point out that for LTE connected to 5GCN, the UE autonomously changes from LTE PDCP to NR PDCP for SRB directly after the Security Mode Command procedure, but this should not require handover, as that is the first point of encryption, so there is no COUNT replay in this case.

	Intel 
	Yes
	Reconfiguration before SMC is also an acceptable solution.


Question 2: If you are not fine with option 2 and have another solution proposal, please provide your proposal here.

3. Key change takes place upon NR PDCP version change and then COUNT replay is no longer problem.
(Qualcomm added this. It’s mentioned during the online discussion)
4. …

We invite companies to review and comment on the new proposed solutions here.
	Company
	Remark

	Qualcomm
	Option 3 doesn’t make sense. We tried to avoid the delay imposed by the sync procedure (DL sync + RA) but if key derivation happens, UE needs to perform RA procedure for security configuration synchronisation.

	Intel
	Option 3 will involve a change of key without sync.  In other scenarios with dRBs where we support key change, we do a release and add of the logical channel with new LCID to prevent data from the old key being mixed with data with new key.  This can’t do this for SRB and hence we do not consider this option as a feasible solution.

	
	


Any other issue or remark?
	Company
	Other issue or remark

	
	

	
	

	
	


Conclusion and Recommendation

companies were involved in the offline discussion and all companies confirm the following solution works fine.
· Prohibit RAN from performing SRB PDCP version change without mobility procedure after SMC
Proposal 1: SRB PDCP version change without mobility procedure takes place only before SecurityModeCommand
Proposal 2: Adopt the TP below.
3. References

[1] R2-1806018, "Consideration on SRB’s PDCP version change without mobility", Qualcomm Incorporated

4. Appendix – TP for 37.340
4.2.1
Control Plane

In MR-DC, the UE has a single RRC state, based on the MN RRC and a single C-plane connection towards the Core Network. Figure 4.2.1-1 illustrates the Control plane architecture for MR-DC. Each radio node has its own RRC entity (E-UTRA version if the node is an eNB or NR version if the node is a gNB) which can generate RRC PDUs to be sent to the UE.

RRC PDUs generated by the SN can be transported via the MN to the UE. The MN always sends the initial SN RRC configuration via MCG SRB (SRB1), but subsequent reconfigurations may be transported via MN or SN. When transporting RRC PDU from the SN, the MN does not modify the UE configuration provided by the SN.

In EN-DC and NGEN-DC, at initial connection establishment SRB1 uses E-UTRA PDCP. After initial connection establishment MCG SRB (SRB1 and SRB2) can be configured by the network to use either E-UTRA PDCP or NR PDCP. A PDCP version change (release of old PDCP and establish of new PDCP) of SRBs can be supported in either direction (i.e. from E-UTRA PDCP to NR PDCP or viceversa) via a handover procedure (reconfiguration with mobility) or, for the initial change from E-UTRA PDCP to NR PDCP, with a reconfiguration without mobility, when the network knows there is no UL data in buffer and before the initial security activation. For EN-DC capable UEs, NR PDCP can be configured for DRBs and SRBs also before EN-DC is configured.

If the SN is a gNB (i.e. for EN-DC and NGEN-DC), the UE can be configured to establish a SRB with the SN (SRB3) to enable RRC PDUs for the SN to be sent directly between the UE and the SN. RRC PDUs for the SN can only be transported directly to the UE for SN RRC reconfiguration not requiring any coordination with the MN. Measurement reporting for mobility within the SN can be done directly from the UE to the SN if SRB3 is configured.

Split SRB is supported for all MR-DC options, allowing duplication of RRC PDUs generated by the MN, via the direct path and via the SN. Split SRB uses NR PDCP. This version of the specification does not support the duplication of RRC PDUs generated by the SN via the MN and SN paths.

In EN-DC, the SCG configuration is kept in the UE during suspension. The UE releases the SCG configuration (but not the radio bearer configuration) during resumption initiation.
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Figure 4.2.1-1:
Control plane architecture for EN-DC (left) and MR-DC with 5GC (right).
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