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1. Introduction

At RAN2#101 following agreements were reached [1]:

Agreements for EN-DC

1:
Integrity protection of DRB is not supported for EN-DC. 

Agreements for SA 

2:
Any data packet failing integrity check is discarded by PDCP.
3:
It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.

4:
In NR UE capability signalling add a code point for support of the full data rate of the UE.

5:
Signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.

6
Some description of the max DRB-IP data rate should remain visible in the AS specs (either 38.306 or 38.300). Details TBD.

FFS: After detecting [N] IP failures the UE reports the failure to the network.

FFS: Whether N=1 or >1, whether the report indicate the DRB that has failed.

Further, there was offline to discuss the FFS issues regarding DRB IP check failure [2] with the following conclusion:

	R2-1804010
Report of offline discussion #36 on DRB IP failure reporting
Intel Corporation (rapporteur)
report
Rel-15
NR_newRAT-Core

=>
Noted

=>
Solutions will be further discussed at the next meeting


In this contribution, we propose our view for the DRB IP check handling. 
2. Discussion

RAN2 has already agreed that any data packet failing integrity check is discarded by PDCP. However, after discarding the packet what further action the UE takes is open. There are two solutions for further discussion:

1. UE reports the failure to the network

2. UE performs RRC re-establishment and in RRC re-establishment indicates the failure to the network 

Regardless of which solution RAN2 decide, there is need to specify the trigger condition for the UE to take further action. There are several alternatives proposed for detecting the IP failure action. Further, according to offline discussion it is common understanding that DRB IP check failure is a rare scenario so we would prefer a simple trigger condition. Given that providing air interface security is responsibility of operator, we would prefer network configures the value of [N] to the UE and the UE upon detecting network configured [N] consecutive IP check failures for a DRB takes further action of either reporting the problem to network or performing RRC re-establishment. Therefore we propose the following:
Proposal#1a: Network configures the value of [N] to the UE for deciding DRB IP check failure problem.

Proposal#1b: Upon detecting network configured [N] consecutive IP check failures for a DRB, UE takes further action of either reporting the problem to network or performing RRC re-establishment.
Whether RAN2 decides the UE action is RRC re-establishment or reporting the problem to network we do not have a strong view. However, if RAN2 decides RRC re-establishment then in LTE re-establishment message there is already a cause value for indicating IP check failure for SRB. In NR, we think cause value regarding IP check failure is needed but we do not see the need to specify separate cause values for SRB(s) and DRB(s). Network action would be same regardless of the IP check failure is on SRB or DRB. Therefore we propose:
Proposal#2: If RAN2 decides RRC re-establishment then the re-establishment message includes a generic cause value for IP check failure for SRB(s) and DRB(s).

3. Conclusion
Based on above discussion RAN2 is requested to discuss and agree the following proposals:
Proposal#1a: Network configures the value of [N] to the UE for deciding DRB IP check failure problem.

Proposal#1b: Upon detecting network configured [N] consecutive IP check failures for a DRB, UE takes further action of either reporting the problem to network or performing RRC re-establishment.
Proposal#2: If RAN2 decides RRC re-establishment then the re-establishment message includes a generic cause value for IP check failure for SRB(s) and DRB(s).
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