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1 Introduction
In the RAN2 email discussion [1], the baseline text for RRC INACTIVE has been discussed. In this contribution, we compare the baseline text with LTE suspend/resume procedure. Based on the comparison, we propose to update the baseline text to align it with the LTE procedure and reflect the newly agreed working assumption. 
2  Discussion
2.1 RRC connection suspension and resume in LTE and NR 
The LTE suspend/resume procedure can be summarized as shown in the below table, which deemed similar as NR state transition between RRC INACTIVE and RRC CONNECTED. The NR baseline text from RAN2 email discussion [1] can be also summarized as shown in the below table:
	LTE
	NR

	Receptino of RRCConnectionRelease with rrc-Suspend
- Reset MAC.
- Re-establish RLC entities for all SRBs and DRBs.
- Suspend all SRBs except SRB0 and DRBs.
- Suspend integrity protection and ciphering.
	Reception of the RRCSuspend
- re-establish RLC entities for all SRBs and DRBs.
- suspend all SRB(s) and DRB(s), except SRB0.
- suspend integrity protection and ciphering.

	Upon transmission of RRCResumeRequest
- restore the RRC configuration and security context. 
- restore the PDCP state and re-establish PDCP for SRB1.
- resume SRB1.
	Upon transmission of RRCResumeRequest
- update the KgNB key and derive keys. 
- restore the RRC configuration and security context. 
- restore the PDCP state and re-establish PDCP for SRB1.
- resume SRB1.
- resume integrity protection for all RBs except SRB0. 
- resume ciphering for all RBs except SRB0. 

	Reception of the RRCResume
- restore the PDCP state and re-establish PDCP entities for
- SRB2 and all DRBs
- resume SRB2 and all DRBs
- update the KeNB key and derive keys
- resume integrity protection 
- resume ciphering
	Reception of the RRCResume
restore the PDCP state, reset COUNT value and re-establish PDCP entities for SRB2 and all DRBs
resume SRB2 and all DRBs;


As shown in the table, the difference for security update is highlighted with blue, which results from the working assumption agreed in the last meeting. RAN2 made a working assumption on the security framework for RRC INACTIVE as follows:
Working assumption:

1
NCC provided when the connection is suspended
2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.
Observation 1. The sequence of security handling is different between LTE and NR (as highlighted with blue).
Based on this working assumption, NCC is provided upon the reception of RRCSuspend, which is available early compared with LTE. This makes it possible to update the security keys and resume integrity protection and ciphering for all RBs except SRB0 upon the transmission of RRCResumeRequest.
Observation 2. The baseline text from the RAN2 email discussion [1] correctly reflects the working assumption made in the last meeting.

In LTE, MAC is reset when RRCConnectionRelease with rrc-suspend is received as highlighted with red. Upon suspension, all the L2 operation would be suspended and thus MAC reset is reasonable. However, the baseline text doesn’t trigger MAC reset as shown in the table. In our understanding, MAC reset seems missed unintentionally.   
Proposal 1. As in LTE, MAC is reset upon the reception of RRCSuspend.
In the baseline text for NR, the COUNT value is reset after the resumption for integrity protection and ciphering, which is correct to reflect the security update.  In our understanding, RAN2 didn’t seem to consider this in the past LTE discussion.
Proposal 2. RAN2 confirm that the COUNT value is reset upon the reception of RRCResume.

3 Conclusion

In this contribution, we provide our view on L2 UP and security handling for RRC INACTIVE to discuss the following proposals:

Proposal 1. As in LTE, MAC is reset upon the reception of RRCSuspend.
Proposal 2. RAN2 confirm that the COUNT value is reset upon the reception of RRCResume.
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