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Introduction
At the last RAN2 meeting significant progress was made on the security framework for RRC INACTIVE. It was agreed that a new key should be derived based on NCC provided in the suspend message to the UE. This new key would be used to protect MSG3 (MAC-I security token).  Although not explicit from the agreement at the last meeting but based on earlier agreements, MSG4 will when sent on SRB1 be encrypted and integrity protected using this key.
This paper addresses one remaining topic that was not addressed considering the agreements from RAN2#101, is how to handle integrity and encryption algorithms when the UE is resuming.
Discussion
[bookmark: _Ref473901911]With the assumption that the MSG4 is encrypted by the target node using the new key (KRRCenc) it is required that the target node and the UE use the same algorithm. For LTE it was assumed that the UE should use the same algorithm as in the source cell. With such assumption it means that the target node need to support that algorithm. In our view we should adopt the same solution as in LTE. 
[bookmark: _Toc510096678][bookmark: _Toc510096702]As in LTE the UE uses the same security algorithms at resume as it was using in the source cell. 

One case that was at some point discussed offline was the possibility that the target node is not supporting the same algorithm. We think this would be a very rare scenario, which has even been acknowledged online a couple of times, and network configuration can ensure it does not happen in practice. However, if some strange reason that would still happen, it should be possible to handle the UE with existing procedures e.g. in the same way as the case the RAN context was not verified (e.g. rely on NAS recovery). 

[bookmark: _Toc485287878][bookmark: _Toc485287908][bookmark: _Toc485385655][bookmark: _Toc490206425][bookmark: _Toc498630346][bookmark: _Toc503476678][bookmark: _Toc505948740][bookmark: _Toc506411742][bookmark: _Toc510096492][bookmark: _Toc510096679][bookmark: _Toc510096703]No special optimization is needed to handle the case when the target RAN node does not support security algorithm that the UE used in the source cell. It is possible to use the NAS recovery procedure to handle this scenarios since this is anyway needed for other scenarios.
[bookmark: _Toc510096680]In LTE, in case the target node wants to change the algorithms after the handover it can do this using the handover procedure (RRC reconfiguration with sync). In our view that is sufficient and, no further optimization are needed in NR to address these cases.
[bookmark: _Toc510096681][bookmark: _Toc510096704]We should only support changing security algorithms in NR using the RRC reconfiguration with sync procedure. 



Conclusion
Proposal 1	As in LTE the UE uses the same security algorithms at resume as it was using in the source cell.
Proposal 2	No special optimization is needed to handle the case when the target RAN node does not support security algorithm that the UE used in the source cell. It is possible to use the NAS recovery procedure to handle this scenarios since this is anyway needed for other scenarios.
Proposal 3	We should only support changing security algorithms in NR using the RRC reconfiguration with sync procedure.
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