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1
Introduction
At the RAN2#101 meeting, there were some agreements on the security scheme in INACTIVE in NR. There is remaining FFS to further address the replay attack.

2
Msg3 includes a MAC-I in the RRC message as in LTE

FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.

In R2-1801753[1], SA3 has answered the replay attack question raised by RAN2 in R2-1712052 [2], the question and answer are listed below:
“Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?”

SA3 Response:

SA3 acknowledges the replay attack if Resume request message from INACTIVE is allowed reusing the same I-RNTI and same key after rejection. The impact of the attack would cause the target gNB to fetch the UE context from the source gNB creating an out of synch state between the UE and the network. When the real UE comes back after the wait timer expiry and tries to use the I-RNTI, the network will not recognize the I-RNTI (as it was already used) and the UE will be requested to do NAS level recovery.”

From SA3’s answer, SA3 acknowledges the replay attack for resume request procedure after a rejection. Thus, this contribution proposes possible solutions to eliminate the replay security threat.
2
Discussion
 From the answer for Q2 in R2-1801753[1], SA3 acknowledges the replay attack if Resume request message from INACTIVE is allowed reusing the same I-RNTI and same key after rejection. The impact of the attack would cause the target gNB to fetch the UE context from the source gNB creating an out of synch state between the real UE and the network. When the real UE comes back after the wait timer expiry and tries to use the I-RNTI, the source gNB will not recognize the I-RNTI (as it was already relocated to other gNB) and the UE will be requested to do NAS level recovery.

In LTE, the ShortResumeMAC-I is calculated by the source C-RNTI, source PCI, target cell ID and resume constant with Krrc-int. It is reasonable to consider the above parameters as the inputs for the calculation of MAC-I in MSG3.

Proposal 1: Source C-RNTI, source PCI and target cell ID can be considered as inputs used for MAC-I calculation in MSG3.

When the UE is rejected by the network, these parameters for the calculation of MAC-I in MSG3may not be changed. Thus, there is potential replay attack concern. Currently, in NR, new NCC can be configured during the state transition from active to inactive. When the UE is rejected by the network or when the resume request fails, it is possible that the key stored in UE is reverted to old one used for the anchor gNB. In this way, the same inputs and key are used for the computation of MAC-I in resume request. So, during the rejection in NR, the attacker could use the same ShortResumeMAC-I to resume the request, which causes the replay attack. 
Observation 1: The risk of replay attack for Resume request message is caused by the same inputs and key for the computation of ShortResumeMAC-I when the UE is rejected by the network.

The security threat is caused by missing of fresh parameter. If there is new input which can be changed each time the UE is rejected by the network, the new input could be included in the computation of the MAC-I to avoid the replay attack. 
When the AS security is activated, the  new input can be PDCP COUNT, which is always changed in different uplink RRC/UP message. To avoid out of sync, the PDCP SN is included in the MSG3 message. 
In LTE, for resume request on SRB0, the PDCP entity is not re-established. Therefore, the PDCP COUNT could not be involved. For the inactive UE in NR, the AS context is stored in both UE and network. There is no technical problem to store the PDCP COUNT. 
Thus, at state transition from CONNECTED to INACTIVE, the UE and gNB could store both parameters, and involve PDCP COUNT to the computation of MAC-I.
Proposal 2: PDCP COUNT could be used as new input for the computation of MAC-I in MSG3 to address the replay attack. 
The proposed solution is listed in figure 1. When UE computes the MAC-I, the PDCP COUNT is involved as the input of COUNT. Furthermore, the LSB of PDCP COUNT (e.g. PDCP SN) shall be included in the resume request message to avoid out of sync. When the anchor gNB receives the LSB of PDCP COUNT, the gNB will restore the PDCP COUNT according to that IE and stored PDCP COUNT, and verify the MAC-I.

[image: image1.emf]Anchor

gNB

UE

Serving

gNB

2. RRCConnectionResumeRequest

(I-RNTI, LSB of PDCP COUNT, 

MAC-I) 

5. Reject or resume procedure

1. Compute MAC-I 

according to PDCP  COUNT

3. I-RNTI, LSB of PDCP COUNT,

MAC-I

4. sync PDCP COUNT, and

verify MAC-I


Figure 1 involve PDCP COUNT to compute MAC-I
For this solution, the new input PDCP COUNT is involved to compute MAC-I. Whenever the UE performs resume procedure, the PDCP COUNT on both UE and anchor gNB will change. The same MAC-I will not be reused. Thus, the solution addresses replay security threat described above.
Proposal 3: The LSB of PDCP COUNT shall be included in the resume request message for anchor gNB to sync the PDCP COUNT.
3
Conclusion
Based on the previous observation:
Observation 1: The risk of replay attack for Resume request message exists, which is caused by the same input and key for the computation of MAC-I when the UE is rejected by the network.
We propose the following:

Proposal 1: Source C-RNTI, source PCI and target cell ID can be considered as inputs used for MAC-I calculation in MSG3.

Proposal 2: PDCP COUNT could be used as new input for the calculation of MAC-I in MSG3 to address the replay attack. 
Proposal 3: The LSB of PDCP COUNT shall be included in the resume request message for anchor gNB to sync the PDCP COUNT.
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