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1 Introduction
This document analyses integrity protection according to the framework agreed at RAN2#101 .

2 Discussion

In RAN2#101, it was agreed that:

1
Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.

FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.

2
Msg3 includes a MAC-I in the RRC message as in LTE


FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.

In addition, a working assumption resulted from RAN2#101 indicating that:

1
NCC provided when the connection is suspended

2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.
In this agreement and working assumption, no distinction is made between the new KgNB key (derived based on the value of the NCC) and the new integrity protection key used for protection of Msg3 and/or Msg4.
2.1 Key for MAC-I in Msg3
In [1], SA3 states that the keys for protection of RRC signalling (i.e. KRRC-INT and KRRC-ENC) are for use with a particular cryptographic algorithm:

Keys for RRC signalling: 

-
KRRC-INT is a key derived by ME [UE] and gNB from KgNB, which shall only be used for the protection of RRC signalling with a particular integrity algorithm.

-
KRRC-ENC is a key derived by ME [UE] and gNB from KgNB, which shall only be used for the protection of RRC signalling with a particular encryption algorithm.

As such, an integrity protection key is computed using a key derivation function (KDF) that takes as inputs: KgNB, algorithm type distinguisher, and algorithm identity [1]:
When deriving keys for NAS integrity and NAS encryption algorithms from KAMF in the AMF and UE or ciphering and integrity keys from KgNB in the gNB and UE, the following parameters shall be used to form the string S.

-
FC = 0x69

-
P0 = algorithm type distinguisher

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity
-
L1 = length of algorithm identity (i.e. 0x00 0x01)

... The algorithm type distinguisher shall be N-RRC-enc-alg for RRC encryption algorithms, N-RRC-int-alg for RRC integrity protection algorithms ... 

... Each integrity algorithm used for 5G will be assigned a 4-bit identifier. The following values for integrity algorithms are defined: 

"00002"
NIA0

Null Integrity Protection algorithm;

"00012"
128-NIA1
128-bit SNOW 3G based algorithm;

"00102"
128-NIA2
128-bit AES based algorithm; and

"00112"
128-NIA3
128-bit ZUC based algorithm.

... NIA0 is only allowed for unauthenticated emergency session ... NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.

With respect to security of Msg3 and Msg4 in the RRC_INACTIVE security framework:

· KgNB is derived either vertically or horizontally based on the value of NCC received from the last serving gNB in the suspend message and on the identity of the cell in the new serving gNB.
· the algorithm type identifier is a pre-defined constant (N-RRC-int-alg) indicating that this will be an NR RRC integrity protection key;
· the algorithm identity reflects the integrity protection algorithm selected by RAN that will be used with this key (e.g. 128-NIA1, 128-NIA2 or 128-NIA3).
For Msg3, this means that a new integrity protection key must be derived using an integrity protection algorithm selected by the last serving gNB (e.g. the algorithm used for protection of the suspend message).

Observation 1
According to SA3 requirements, the key used for calculation of MAC-I in Msg3 must be derived using the identity of the integrity protection algorithm selected by the last serving gNB.

2.2 Key for integrity protection of Msg4
RAN may be composed of network elements from a number of different vendors and there may be different generations of equipment deployed by a particular vendor within a given RAN. In addition, SA3 has noted that some algorithms are optional for both UE and gNB (e.g. 128-NIA3) and that new algorithms (e.g. 256-bit algorithms [2]) may be introduced over time to take advantage of advances in cryptographic technology. 
SA3 has also stated in [1] that a gNB chooses an integrity algorithm that is compatible with both UE and gNB capabilities and which has the highest priority from a configured list of algorithms. This extends to a change in serving gNB (e.g. through handover) where [1] states:

The target gNB shall select the algorithm with highest priority from the received 5G security capabilities of the UE according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms).
From this principle, it is clear that the cryptographic algorithms that will be used by the UE for protection of Msg4 must be selected by the new serving gNB (i.e. the target gNB). 
Observation 2
According to SA3 requirements, the new serving gNB shall choose the integrity protection algorithm for Msg4 which has the highest priority from its configured list and is also present in the UE security capabilities.

According to the above observations, the key derived for computing MAC-I in Msg3 may not be usable as the key for integrity protection of Msg4. In such a case, if the new serving gNB cannot support the algorithm selected by the last serving gNB, the only solution for the new serving gNB would be to reject the resume request or fallback to connection establishment.
Observation 3
If the same key is used for integrity protection of Msg3 and Msg4, the new serving gNB may be forced to reject the resume request or fallback to connection establishment if it cannot support the algorithm selected by the last serving gNB or if it is configured to use another algorithm with higher priority, losing the benefits for UE operation in RRC_INACTIVE state.

In the last RAN2 meeting, RAN2 agreed that an RNA could include TAs of multiple PLMNs. In such a case, the RNA will include gNBs deployed and configured by different operators.
Observation 4
There are some cryptographic algorithms that may not be implemented by all gNBs in RAN. In the case of RNAs including TAs of multiple PLMNs, it is difficult to have all gNBs in the RNA support the same integrity protection algorithm and be configured with the same priorities for usage of the supported algorithm, making the problem of Observation 3 occur more frequently.

In order to have a more flexible use of RRC_INACTIVE state, it should be possible for the new serving gNB to resume the RRC connection with an integrity protection algorithm that is selected according to the new serving gNB configuration, regardless of the security configuration of the last serving gNB. Consequently, the integrity protection algorithm selected by the new serving gNB must be communicated to the UE during the transition to RRC_CONNECTED state. Therefore we propose that:

Proposal 1
The algorithm used for integrity protection of Msg4 is provided to the UE during the transition to RRC_CONNECTED state (signalling details are FFS).
2.3 Use of Separate Integrity Protection Keys

If the new serving gNB selects an algorithm for protection of Msg4 that is different from the algorithm selected by the last serving gNB for protection of Msg3, then derivation of a new integrity protection key for Msg3 may mean that the UE must derive two new integrity protection keys – one for use only with Msg3 (for validation by the last serving gNB) and one for use with Msg4 (for validation by the new serving gNB).

Derivation of multiple integrity protection keys can be avoided if Msg3 is protected using the integrity protection key stored in the AS context (i.e. the key used by the last serving gNB for protection of the suspend message). Protection of Msg4 is then provided using the new integrity protection key, derived from the new KgNB and the integrity protection algorithm selected by the new serving gNB.
Observation 5
To avoid UE derivation of two new integrity protection keys, Msg3 could be protected using the integrity protection key used by the last serving gNB and Msg4 could be protected using the new integrity protection key.

This is consistent with the LTE RRC connection resume computation of ShortResumeMAC-I in Msg3 specified by SA3 [3]:

The ShortResumeMAC-I is a message authentication token, which shall be calculated ... using the stored KRRC‑INT used with the source eNB where the UE was suspended ... The integrity algorithm shall be the negotiated EIA-algorithm from the stored AS security context from the source eNB. 
We therefore recommend that the working assumption be modified to reflect the use of different integrity protection keys for Msg3 and Msg4.

Proposal 2
Modify the working agreement to read:
"2. New KgNB key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG4.
3. The calculation of MAC-I in MSG3 uses the integrity protection key and integrity protection algorithm used by the last serving gNB."
3 Conclusion
Based on the previous discussion, we make the following observations:

Observation 1
According to SA3 requirements, the key used for calculation of MAC-I in Msg3 must be derived using the identity of the integrity protection algorithm selected by the last serving gNB.
Observation 2
According to SA3 requirements, the new serving gNB shall choose the integrity protection algorithm for Msg4 which has the highest priority from its configured list and is also present in the UE security capabilities.
Observation 3
If the same key is used for integrity protection of Msg3 and Msg4, the new serving gNB may be forced to reject the resume request or fallback to connection establishment if it cannot support the algorithm selected by the last serving gNB or if it is configured to use another algorithm with higher priority, losing the benefits for UE operation in RRC_INACTIVE state.
Observation 4
There are some cryptographic algorithms that may not be implemented by all gNBs in RAN. In the case of RNAs including TAs of multiple PLMNs, it is difficult to have all gNBs in the RNA support the same integrity protection algorithm and be configured with the same priorities for usage of the supported algorithm, making the problem of Observation 3 occur more frequently.
Observation 5
To avoid UE derivation of two new integrity protection keys, Msg3 could be protected using the integrity protection key used by the last serving gNB and Msg4 could be protected using the new integrity protection key.


and we make the following proposals:
Proposal 1
The algorithm used for integrity protection of Msg4 is provided to the UE during the transition to RRC_CONNECTED state (signalling details are FFS).
Proposal 2
Modify the working agreement to read:
"2. New KgNB key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG4.
3. The calculation of MAC-I in MSG3 uses the integrity protection key and integrity protection algorithm used by the last serving gNB."
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