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1 Introduction

In last meeting, regarding security frame work for NR RRC_INACTIVE state, RAN2 agreed that
Working assumption:

1
NCC provided when the connection is suspended
2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.
Agreements

1
Msg3 is protected and verification is performed by the last serving gNB before UE context is transferred to another network node.

FFS Whether it may also be possible that the target gNB can verify the Msg3 in some cases.

=>
Include in previous offline whether Msg 3 is protected with old key or new.

2
Msg3 includes a MAC-I in the RRC message as in LTE

FFS Inputs used for MAC-I calculation in order to possibly address the replay attack concern from SA3.

However, there is no clear agreements about how to handle MSG4 although it was the main focus of the discussion. In addition, the inputs for MAC-I calculation is still open. 
In this contribution, we discuss these two aspects. 

2 Discussion
Issue 1: handling of MSG4;

RAN2 already agreed that:

In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1

RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1

FFS Whether there may be cases where message where the MSG4 cannot be ciphered.

Based on the offline discussion report [1],
This is to collect company view on security framework for MSG4 in inactive state.

The basic understanding is:

· There is always key refresh (horizontal or vertical based on options below) in resume procedure, i.e. new key is used for MSG 4;

· MSG 4 is always encrypted and IP protected

Option 1: NCC is provided in the message which move the UE to inactive state; 

Option 2: NCC is provided in unprotected part of resume message; 

Option 3: Horizontal key derivation is always used for MSG4;
It is clear that the common understanding is MSG 4 is always encrypted and integrity protected, and new key is used for the protection. But we did not specifically make agreement in this regard on MSG4, and only agreed how to provide NCC to the UE. Further confirmation in RAN2 is needed.
Proposal 1: New key is derived based on the NCC received in the suspend message and used for the protection (ciphering and integrity) for MSG4.
Issue 2: Inputs for the calculation of short MAC-I;

In LTE, the short MAC-I is derived based on Cell ID of current cell, PCI/C-RNTI of source cell and the key/algorithm used in source cell. The input for the calculation of short MAC-I is shown as below:

VarShortResumeMAC-Input UE variable

-- ASN1START

VarShortResumeMAC-Input-r13 ::=

SEQUENCE {


cellIdentity-r13





CellIdentity,


physCellId-r13






PhysCellId,


c-RNTI-r13







C-RNTI,


resumeDiscriminator-r13




BIT STRING(SIZE(1))

}

-- ASN1STOP

The difference compared with LTE is that as agreed in last meeting, new key is derived for the calculation of short MAC-I for INACTIVE.  As for the algorithm, there is no chance for the current cell to configure algorithm before the UE sends the MSG3. Therefore, algorithm used for the calculation of short MAC-I should be pre-configured in previous cell. 
Observation 1: Algorithm used for the calculation of the short MAC-I should be same as the one used in previous cell.
Regarding whether more inputs for the derivation of short MAC-I is needed in order to protect more parameters, e.g. I-RNTI, cause value, etc. To our understanding, the purpose of short MAC-I is to verify whether the UE is the real UE or not instead of protection of MSG 3. As mentioned in TS33.401, 

	The target eNB receiving the RRCConnectionReestablishmentRequest shall respond with an RRCConnectionReestablishment message containing the NCC received during the preparation phase if the token is valid, otherwise the target eNB shall reply with an RRCConnectionReestablishmentReject message.


Therefore we do not need to introduce more inputs for the calculation of short MAC-I. 

Observation 2: short MAC-I is used to verify the user as token instead of protection of parameters in MSG3.
In [2], SA3 replied RAN2 LS about replay attack as below:
	Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?”

SA3 Response:

SA3 acknowledges the replay attack if Resume request message from INACTIVE is allowed reusing the same I-RNTI and same key after rejection. The impact of the attack would cause the target gNB to fetch the UE context from the source gNB creating an out of synch state between the UE and the network. When the real UE comes back after the wait timer expiry and tries to use the I-RNTI, the network will not recognize the I-RNTI (as it was already used) and the UE will be requested to do NAS level recovery.


To our understanding, the replay attack will cause state mismatch between the UE and the gNB and the NAS level recovery shall be used. Considering rejection only happened when the network is in congestion situation it should be considered as a rare case. Replay attack will only occur for such rare case, and without serious problem. If the network would like to avoid the problem, the network can get the UE into connected mode first, and then send the release message. Therefore, we suggest to not introduce dynamic short MAC-I derivation for this case. 
Proposal 2: confirm the calculation of short MAC-I and the input for the calculation are same as LTE except new key is used. 

3 Conclusion

Based on the discussion, we have the following proposals and observations:
Proposal 1: New key is derived based on the NCC received in the suspend message and used for the protection (ciphering and integrity) for MSG4.

Proposal 2: confirm the calculation of short MAC-I and the input for the calculation are same as LTE except new key is used. 
Observation 1: Algorithm used for the calculation of the short MAC-I should be same as the one used in previous cell.
Observation 2: short MAC-I is used to verify the user as token instead of protection of parameters in MSG3.
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