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1. 
Introduction
At RAN2#101 the following LS from SA2 was received:

-
R2-1801744 (S2-179617): "Response to LS on encrypting broadcasted positioning data and LS on provisioning of positioning assistance data via LPPa for broadcast", SA2. [1]
SA2 discussed two options for ciphering key distribution to suitably subscribed UEs [1]: 

-
Option 1: Ciphering key data are transferred from an E-SMLC to MMEs (e.g. using a new LCS-AP message) and then included as a new IE in an ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT message for delivery to suitably subscribed UEs. 

-
Option 2: Ciphering keys are distributed using the EPC-MO-LR procedure. The MME verifies that the subscription data allows MO-LR for key request for the UE and sends a Location Request message to a suitable E-SMLC including an LPP message that includes a request for ciphering keys for the UE requested assistance data SIBs. The E-SMLC delivers the ciphering keys to the UE in LPP messages. 

SA2 asks RAN2, CT1, CT4, and SA3 to provide feedback to help SA2 to make the decision on the two options for ciphering keys distribution [1].
At RAN2#101 an email discussion was agreed to converge on a reply LS to SA2:

[101#76][LTE/Positioning] 
Reply to SA2 on provisioning of keys for broadcast assistance data (Qualcomm)

To conclude on the solution for provisioning of keys for broadcast assistance data, and update SA2.
Output: Draft reply to R2-1801744
Deadline:  Thursday 2018-03-29
The desired output of this email discussion is a "Draft reply to R2-1801744".
The reply LS to SA2 could potentially be rather short (e.g., only indicate the RAN2 preference for Option 1 or Option 2), and therefore, could be drafted after the deadline of this email discussion (Thursday 2018-03-29), assuming a conclusion on the solution (i.e., Option 1 or Option 2) is possible via email. 
Therefore, the focus of this email discussion is "to conclude on the solution for provisioning of keys for broadcast assistance data". 
2. 
Input Documents
2.1

Contributions from RAN2#101
The following contributions on this topic have been submitted to RAN2#101 (but not presented/discussed at the meeting):
1.
R2-1803390 [2]: "Distribution of Ciphering Keys for Broadcast of Positioning Assistance Data", Qualcomm Incorporated.



-
Provides a description and evaluation of Options 1 and 2.

-
Proposal: Support Option 1.
2.
R2-1803455 [3]: "Encryption and key handling of broadcast positioning information", Ericsson.


-
Summarizes the pros and cons of the two Options.

-
Proposal: RAN2 prefers Option 1 due to scalability benefits.
3.
R2-1803633 [4]:
"Discussion on Cipher Key Distribution", Huawei, HiSilicon.


-
Provides a description and comparison of Options 1 and 2.

- 
Proposal: Support option 2 as the Cipher Key distribution procedure.
2.2

Input from CT1

CT1 discussed the two options from SA2 at CT1#108, and sent a reply LS to SA2 (with cc: RAN2):
-
R2-1801710 (C1-180643) [5]: "LS on encrypting broadcasted positioning data and LS on provisioning of positioning assistance data via LPPa for broadcast".

CT1 thinks Option 1 is a preferable way forward from a system-level point of view.
The above LS was presented at RAN2#101 and noted.
2.3

Input from CT4

CT4 discussed the two options from SA2 at CT4#83, and sent a reply LS to SA2 (with cc: RAN2):
-
C4-182150 [6]: "LS on encrypting broadcasted positioning data and on provisioning of positioning assistance data via LPPa for broadcast".
CT4 thinks Option 1 is a preferable way forward from a system-level point of view.
The above LS was not received at RAN2#101 (will be received at RAN2#101bis).

2.4

Input from SA2

SA2 discussed the topic again at SA2#126. Based on received LSs from CT1 [5] and CT4 [6], and further discussions and contributions at SA2, SA2 technically endorsed a CR to 23.271 for Option 1. A further LS was sent to RAN2:
-
S2-182415 [7]: "LS on encrypting broadcasted positioning data and LS on provisioning of positioning assistance data via LPPa for broadcast".
The above LS has the technically endorsed CR to 23.271 (implementing Option 1) attached (S2-182368). 
The above LS will be received at RAN2#101bis. 
Action to RAN2: "SA2 requests any feedback and confirmation whether to approve the attached CR". 
3. 
Discussion

3.1

Discussion of input contributions from RAN2#101

As mentioned in section 2.1 above, the contributions related to this topic have not been discussed at RAN2#101. 
Companies are invited to provide any comments and feedback to the contributions from RAN2#101:

3.1.1 
Comments/feedback on R2-1803390 [2]:
	Company
	Comments

	
	

	
	

	
	

	
	

	
	

	
	

	
	


3.1.2 
Comments/feedback on R2-1803455 [3]:
	Company
	Comments

	Qualcomm
	We came to the same conclusion in our evaluation in [2]. However, we think that scalability is not the only main advantage of Option 1 (as mentioned in [3]). We also see the UE, MME, E-SMLC complexity for Option 2 as main drawbacks.

	
	

	
	

	
	

	
	

	
	

	
	


3.1.3 
Comments/feedback on R2-1803633 [4]:
	Company
	Comments

	Qualcomm
	It seems Option 2 in [4] (as outlined in Figure 2 in [4]) is not in agreement with Option 2 discussed in SA2. It appears Option 2 in [4] is the same solution as in UMTS where the cyphering key is delivered in Supplementary Services messages. However, in UMTS, not all assistance data can be ciphered, and only two key’s needs to be delivered (UMTS does not support multiple subscription levels). Adapting the UMTS solution to the broadcast of assistance data in LTE would result in Option 2 (as discussed in SA2), with the problems and complexity discussed in e.g. [3]. 

	
	

	
	

	
	

	
	

	
	

	
	


3.2
Response LS to SA2

As mentioned in section 1 above, the desired output of this email discussion is a reply LS to R2-1801744 [1]. However, given the progress in the other groups, and the new LS from SA2 in [7] (which will be received at RAN2#101bis), there appears to be no need to reply to the LS in R2-1801744 [1]. Instead, a reply LS can be sent directly to the new LS in S2‑182415 [7] (i.e., feedback on whether to approve the attached CR or not). 
Question:
Given the new LS from SA2 in S2-182415 [7], do you still see a need to reply to the LS in R2-1801744 [1] (i.e., the original and agreed purpose of this email discussion)?
Please indicate your answer in the Table below:

A. 
Yes, there is still a need to send a reply to the LS in R2-1801744 [1] (i.e., provide feedback to help SA2 to make the decision on the two options for ciphering keys distribution).
B. 
No reply LS to R2-1801744 [1] is needed. Instead, the reply LS can be sent to the new LS in S2‑182415 [7].

	Company
	Answer (A. or B.)

	Qualcomm
	B. Given the progress in other groups, there is no need to reply to the LS in [1].

	Huawei, HiSilicon
	We also see no need to reply to the LS in R2-1801744.

	Ericsson
	We agree that there is no need to reply to the LS in R2-1801744. Hence, alternative B.

	Nokia
	B. Given the progress in other groups, there is no need to reply to the LS in R2-1801744 but we must send a reply LS to the new LS in S2-182415. The endorsed CR from SA2 addresses more than just the ciphering key distribution aspect. So, we must reply and be specific that the solution in section 9.3a.5 is fine for RAN2. However, the Section 9.3a.4, since it does not mention LPPa, needs feedback from RAN3 since it is not clear whether it is acceptable to RAN3.

	
	

	
	

	
	


3.3
Feedback on the CR to 23.271

The SA2 technically endorsed CR to 23.271 was attached to the LS in [7]. Although, the topic is primarily in SA2’s domain, RAN2 should check whether the RAN2 requirements are correctly reflected in the CR. Editor’s Notes are added in the CR (e.g., in clause 9.3a.4), since the broadcast of assistance data has still not been finalized by RAN2.  
In [7], "SA2 requests any feedback and confirmation whether to approve the attached CR."
Companies are invited to provide any comments/feedback on the SA2 CR to 23.271 attached to the LS in [7]:

	Company
	Comments

	Qualcomm
	The CR is acceptable to us. 

	Huawei, HiSilicon
	The CR is fine to us.

	Ericsson
	We are mostly fine with the CR. However, the term ‘key type’ is not well-defined. Based on the discussion at RAN2#101, ‘key index’ seems to be the better term. Furthermore, it does not seem as good encapsulation of information by addressing keys in HSS. A better option would instead be to suggest to SA2 to instead store a positioning subscription class per UE instead, where the class is simply described by an index between 0 and (max_pos_scr_class – 1). Then, E-SMLC can group the key index or indices per positioning subscription class in the information sent to the MME. Thereby, the HSS is not part of the key handling 

	Nokia
	In the endorsed CR, the Section 9.3a.4 does not mention LPPa. I do see reference to 36.455 and also the Editor’s Note but it is not fully clear whether the call flow rules out LPPa level signaling of broadcast assistance data. This needs to be pointed out to SA2 and ask them to wait for feedback from RAN3.

	
	

	
	

	
	


Since SA2 is waiting for confirmation from RAN2 before approving the CR, companies are invited to indicate whether the CR can be approved from RAN2 requirements point of view:

Question:
Can the SA2 CR to 23.271 attached to the LS in [7] be approved by SA2 from RAN2 requirements point of view?

	Company
	Answer

	Qualcomm
	Yes.

	Huawei, HiSilicon
	Yes.

	Ericsson
	Yes

	Nokia
	We can only comment on the ciphering key delivery section 9.3a.5. We can tell SA2 that the section 9.3a.5 is acceptable for RAN2. The overall CR approval should be done in SA2 only after getting feedback from other WGs. RAN2 cannot just say we are OK to approve the whole CR.

	
	

	
	

	
	


4. 
Summary and Proposal
Five companies participated in this email discussion.
a.) Response LS to SA2 (section 3.2 above):

All participating companies agreed that there is no need anymore to reply to the SA2 LS in R2-1801744 [1]. Instead, a response to SA2 should be provided for the new LS in S2-182415 [7] (which should be received at RAN2#101bis). 

Proposal 1:
No response LS needs to be send for SA2’s original LS in R2-1801744 [1] anymore. Instead, the RAN2 response should be provided for the new SA2 LS in S2-182415 [7].
b) Feedback on the CR to 23.271 (section 3.3 above):
The following feedback on the SA2 CR to 23.271 was provided:

1.)
The term ‘key type’ seems not be well defined. E.g., `key index‘ may be a better term.
2.)
Data stored in HSS to support broadcast of ciphered assistance data may be revised (e.g., store a positioning subscription class per UE).
3.)
Use of LPPa  for broadcast of assistance data is not clear. 

Rapporteur’s comment 1:
Any RAN2 response to the LS in S2-182415 can only be provided from a RAN2 requirements point of view. Since the same SA2 LS will also be received by RAN3 (with the same action), it is assumed that RAN3 provides their own feedback.

Rapporteur’s comment 2:
RAN specific protocol details (e.g., LPP, LPPa, etc.) are typically not shown in 23.271 message sequence diagrams. These details need to be captured in 36.305. 

The above feedback/comments seems to be reflected by the `Editor’s Notes‘ included in the SA2 CR:

"Editor's Note: Details of broadcast support by E-UTRAN are still ongoing in RAN2 and RAN3. The procedure above captures what has so far been agreed but may need to be updated after RAN support is finalized.

Editor's Note: Details of broadcast support by E-UTRAN are still ongoing in RAN2 and RAN3. Table 10.6b may therefore need to be updated after RAN support is finalized."
At this point in time, there are no RAN2 agreements available on these futher details. It is therefore proposed not to provide any detailed feedback until RAN2 agreements on these aspects are available. Note, any new relevant agreements at  RAN2#101bis could be included in the response LS. Therefore, it is proposed:   
Proposal 2:
The SA2 CR to 23.271 can be endorsed from RAN2 requirements point of view. Since the details of broadcast support for ciphered assistance data are still ongoing, the Editor’s Notes in the CR should not be removed until further discussions in RAN2. RAN2 should update SA2 on any agreements affecting these Editor’s Notes in the CR. 
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