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Introduction
The Unified Access Control is applicable in all RRC states (RRC_IDLE, RRC_INACTIVE and RRC_CONNECTED). CT1 has defined some NAS initiated access attempts for the different states in their CR to TS 24.890 in [3]. 
The following agreements on the topic were reached at the RAN2#101 meeting:
Agreements for NR and LTE/5GC
1:  	For both NR/eLTE, the mapping between access categories/access identities and establishment cause value is needed;
2:   For NAS triggered events NAS performs the mapping to AS cause value when NAS makes a request to AS for access. 
FFS on whether NAS also provides cause value for AS triggered events.
3	For LTE/5GC, no change the LTE cause values for NAS triggered events
FFS whether a new cause is needed for AS triggered events (e.g. RNAU)
4:	RAN2 recommendation that access identities 1,2, 11-15 (MPS, MCS and AC11-15) all use establishment cause value highPriorityAccess (Final decision by CT1
5:	Confirm CT1 question 2 the call type is not needed for NG-RAN access.
6:	Tbarring is per access category.
7:	Tbarring is specified in AS layer, and maintained (running) in AS layer.
8:	When barring is alleviated (for a specific access category), the indication of alleviation of access barring is indicated to the NAS on a per access category basis.
9:	AS need to be known Access Identities for AS triggered events.
10:	Bitmap is used for access identities 1,2,11-15 and for emergency calls in 5G as ac-BarringForSpecialAC, and barring factor/timer is used for normal UE (access identity 0 in 5G) as ac-BarringFactor;
13: ACB parameters (barring factor/timer and bitmap as per agreement 10) are set per access category and per PLMN. 
FFS on how to reduce the signalling overhead;
14:	RAN2 confirms SA1 understanding that there is no requirement to distinguish SMS and SMS over IP in ACB mechanism
15:	Slicing can be taken into account in the definition of operator defined access categories (the operator defined access categories are visible to AS but not the relation to a slice). 
16	No RAN2 impact is foreseen to support roaming UE except cat a, b and c for access category 1;
17	For connected mode/inactive and IDLE, the AS/NAS modelling for access control for NAS triggered events is:
-	NAS is responsible for the determination of access identities and access categories and cause value, and provides one or more access identities and one access category to lower layers for the given access attempt;
-	AS is responsible for access barring check and indicate whether the access attempt is barred or not to NAS layer;
-	It is NAS layer to perform how to stop/allow service transmission based on ACB checking result from AS layer;
18: Leave it to UE implementation on how the NAS gets cat a, b and c information for access category 1 (no need to specify detailed AS/NAS interaction for this)
19: Confirm to reuse LTE approach, the access attempt is allowed if the UE has passed ACB checking based on ACB parameters for at least one access identity provided by NAS for the given access attempt.

Agreements for NR only
1: 	At least 8 and preferably 16 (or more) cause value to be included in MSG 3. To be finalised when the we have received input from RAN1 on MSG3 size and have a full picture of the content of MSG3.
2: 	At least the following LTE establishment cause values are reused for NR: emergency, highPriorityAccess, mt-Access, mo-Signalling, mo-Data, mo-VoiceCall-v1280
FFS Whether the LTE cause delayTolerantAccess-v1020 is also available in NR.
3:	AS triggered event, RNA update shall be controlled by ACB
FFS Which access category is used for an RNA update
4:	On demand SI request shall not be controlled by ACB.

This contribution discusses access control in RRC_INACTIVE state, and what events that should be subject to barring check in that state in order to protect RAN from overload. The FFS on what access category to use for RNA update is also discussed. 
[bookmark: _Ref178064866]Discussion
Transitions from RRC_INACTIVE to RRC_CONNECTED
The RRC_INACTIVE state has been introduced in order to minimize the signaling at transition to RRC_CONNECTED, thereby reducing the corresponding latency, power consumption and resource utilization. Each such transition from RRC_INACTIVE to RRC_CONNECTED will however cause load on RAN level to perform the needed RACH procedure and RRC signalling. It is likely that many UEs will be in RRC_INACTIVE state and they may then remain there for a long time. The load caused by resume requests from UEs in RRC_INACTIVE will thus correspond to a considerable amount of the total load on RAN, potentially higher than the load caused by connection requests by UEs in RRC_IDLE.
All events that trigger a transition from RRC_INACTIVE to RRC_CONNECTED thus need typically to be subject to access control/barring check, just as it is done for transitions from RRC_IDLE to RRC_CONNECTED. Otherwise the possibility to prevent accesses at RAN overload scenarios will be drastically limited.
The UE triggers the transition from RRC_INACTIVE to RRC_CONNECTED by sending an RRC resume request at the following cases:
· RAN Notification Area (RNA) update
· Response to RAN paging
· MO data
· MO NAS signalling
The different cases are discussed in the following sections.
A UE in RRC_INACTIVE (and in RRC_IDLE) may also cause load on the RACH due to transmission of on-demand SI requests. These do not however lead to a transition to RRC_CONNECTED and it has been agreed in RAN2 that this event will not be subject to access control/barring check.
[bookmark: _Ref509327699]RRC resume request triggered by RAN Notification Area update
For the RRC resume request triggered by RAN Notification Area (RNA) update it was agreed at the RAN2#101 meeting that it shall be subject to access control (barring check), i.e. the UE shall check that the access category applicable for the RNA update is not barred prior to initiating the resume request. It is however FFS which access category an RNA update shall be mapped to.
From [1] we note that access category 3 is used for an access attempt of type “MO signalling” (except when overruled by access category 1). In our view, an example of an access attempt that would typically use access category 3 is a NAS MO procedure, such as a 5GMM Registration procedure.  We observe:
1. [bookmark: _Toc509328200][bookmark: _Toc509328584][bookmark: _Toc509407059][bookmark: _Toc509497232][bookmark: _Toc509671529][bookmark: _Toc510011925][bookmark: _Toc510628359]As per current SA1 requirements, all access attempts caused by mobile originating signalling share the same standardized access category.
A UE in RRC_INACTIVE has already passed at least one barring check when entering from RRC_IDLE (using an access category determined by the event triggered setting up the connection). One may argue that the UEs already admitted into the system should thus be prioritized in front of RRC_IDLE UEs. Also, RNA update causes load on RAN but normally not on the core network. For example, in case of CN overload, but not RAN overload, it may make sense to allow RNA update procedures, while blocking 5GMM Registration procedures. 
Therefore it makes sense to use a access category different from “MO signalling” for the RNA update procedure. As the RNA update procedure cannot be detected as an access attempt by NAS there is no risk for “double barring” in this case. We therefore propose:
1. [bookmark: _Toc509562872][bookmark: _Toc509671530][bookmark: _Toc510011917][bookmark: _Ref510628077][bookmark: _Toc510628363][bookmark: _Toc510628416][bookmark: _Toc510675299][bookmark: _Toc510675411][bookmark: _Toc509497794][bookmark: _Toc510701797]RRC Resume Request triggered by RNA update should apply access control using a new access category called “MO RRC signalling”
In case of RAN2 agreement of Proposal 1, an LS needs to be sent to SA1 to request for an additional access category. It should then also be clarified that the existing access category 3 “MO signalling resulting from other than paging” is only applicable for NAS signalling. We thus propose.
1. [bookmark: _Toc509671538][bookmark: _Toc510011924][bookmark: _Toc510628364][bookmark: _Toc510628417][bookmark: _Toc510675300][bookmark: _Toc510675412][bookmark: _Toc510701798]In case of a RAN2 agrees to add a separate access category for RNA update, send an LS to SA1 to request that they add a new access category for MO RRC signalling in TS 22.261.
In [5] we provide a corresponding draft LS to SA1.
1. [bookmark: _Toc509562873][bookmark: _Toc509671531][bookmark: _Toc510011918][bookmark: _Toc510628365][bookmark: _Toc510628418][bookmark: _Toc510675301][bookmark: _Toc510675413][bookmark: _Toc510701799]If Proposal 1 cannot be agreed, RRC resume request triggered by RNA update should be mapped to the access category “MO signalling”.
RRC resume request triggered by response to RAN paging
As per SA1 requirements in [1], response to paging uses access category 0, which is never barred. This makes sense since in case of network overload the paging message should not have been sent from the network in the first place. The same principle should apply also for RAN paging, i.e. response to RAN paging should never be blocked. Therefore, we think that the access control model could accommodate also RAN paging response, which is then mapped to access category 0.
1. [bookmark: _Toc503451133][bookmark: _Toc503450997][bookmark: _Toc503438889][bookmark: _Toc503307095][bookmark: _Toc498592653][bookmark: _Toc498432313][bookmark: _Toc494374567][bookmark: _Toc494374518][bookmark: _Toc494365762][bookmark: _Toc494365498][bookmark: _Toc494353793][bookmark: _Toc494352975][bookmark: _Toc494352644][bookmark: _Toc494352569][bookmark: _Toc494287029][bookmark: _Toc494195674][bookmark: _Toc494098722][bookmark: _Toc493667385][bookmark: _Toc493584603][bookmark: _Toc506193722][bookmark: _Toc506212137][bookmark: _Toc506472170][bookmark: _Toc506480973][bookmark: _Toc506481068][bookmark: _Toc509315620][bookmark: _Toc509328205][bookmark: _Toc509328588][bookmark: _Toc509406574][bookmark: _Toc509407054][bookmark: _Toc509497237][bookmark: _Toc509497795][bookmark: _Toc509562874][bookmark: _Toc509671533][bookmark: _Toc510011919][bookmark: _Toc510628366][bookmark: _Toc510628419][bookmark: _Toc510675302][bookmark: _Toc510675414][bookmark: _Toc510701800]RRC resume request triggered by response to RAN paging should apply access control with access category 0 (MO signalling resulting from paging).
[bookmark: _Ref509327356]RRC resume request triggered by MO data
For this case we assume that the UE has established PDU sessions and IP flows and needs to transmit data on any of those existing flows when it is in RRC_INACTIVE. As discussed above all such events triggering a resume request for transition from RRC_INACTIVE to RRC_CONNECTED need to be subject to access control (barring check) to be able to prevent accesses at overload scenarios.
Since the information needed to map the access attempt to a correct access category is available in the NAS, the corresponding access control should be initiated by NAS. Doing such mapping in the RRC layer may also cause “double barring”. It is however not clear whether all events initiated by NAS, or higher layer, that lead to a transition to RRC_CONNECTED are subject to access control per the CR to 24.890 in [3]. We would therefore need to confirm with CT1 that all such events, triggered by a layer above the AS layer, will be subject to access control.
1. [bookmark: _Toc494287031][bookmark: _Toc494195675][bookmark: _Toc494098723][bookmark: _Toc493667386][bookmark: _Toc503451135][bookmark: _Toc503450999][bookmark: _Toc503438891][bookmark: _Toc503307097][bookmark: _Toc498592655][bookmark: _Toc498432315][bookmark: _Toc494374569][bookmark: _Toc494374520][bookmark: _Toc494365764][bookmark: _Toc494365500][bookmark: _Toc494353795][bookmark: _Toc494352977][bookmark: _Toc494352646][bookmark: _Toc494352571][bookmark: _Toc506193724][bookmark: _Toc506212139][bookmark: _Toc506472172][bookmark: _Toc506480974][bookmark: _Toc506481069][bookmark: _Toc509315621][bookmark: _Toc509328206][bookmark: _Toc509328589][bookmark: _Toc509406575][bookmark: _Toc509407055][bookmark: _Toc509497238][bookmark: _Toc509497796][bookmark: _Toc509562875][bookmark: _Toc509671534][bookmark: _Toc510011920][bookmark: _Toc510628367][bookmark: _Toc510628420][bookmark: _Toc510675303][bookmark: _Toc510675415][bookmark: _Hlk503307085][bookmark: _Toc510701801]Access control should be performed for all events that lead to a transition from RRC_INACTIVE to RRC_CONNECTED, including MO data. It should be confirmed with CT1 that all such events triggered by a layer above AS are subject to access control in NAS.
1. [bookmark: _Toc506193725][bookmark: _Toc506212140][bookmark: _Toc506472173][bookmark: _Toc506480975][bookmark: _Toc506481070][bookmark: _Toc509315622][bookmark: _Toc509328207][bookmark: _Toc509328590][bookmark: _Toc509406576][bookmark: _Toc509407056][bookmark: _Toc509497239][bookmark: _Toc509497797][bookmark: _Toc509562876][bookmark: _Toc509671535][bookmark: _Toc510011921][bookmark: _Toc510628368][bookmark: _Toc510628421][bookmark: _Toc510675304][bookmark: _Toc510675416][bookmark: _Toc510701802]Send an LS to CT1 to get their confirmation that all events triggered by a layer above AS, which lead to a transition from RRC_INACTIVE to RRC_CONNECTED are subject to access control in NAS.
In [4] we provide a corresponding draft LS to CT1.
RRC resume request triggered by MO NAS signalling
[bookmark: _GoBack]In case of MO NAS signaling it can be assumed that the access attempt is identified by NAS and a barring check (with help of RRC) has already been performed when NAS requests RRC to send an uplink NAS message. Also here all the events that lead to a transition from RRC_INACTIVE to RRC_CONNECTED need to be subject to access control (barring check). This can be confirmed with CT1, just as for MO data triggered by NAS or higher layer, in the LS to CT1 proposed in section 2.1.3.
Emergency services in RRC_INACTIVE
When the UE has an emergency service ongoing, and the UE has been moved to RRC_INACTIVE state, the ongoing emergency service should still be considered in its access attempts. All access attempts that trigger RRC resume request should then be mapped to the emergency access category. For example, if a UE with an emergency service is moved to RRC_INACTIVE and then needs to perform an RNA update, e.g. due to mobility, that access attempt should be mapped to the emergency access category.
In [6] CT1 has defined that if the UE has an emergency service ongoing, access control (barring check) should be skipped in case of an access attempt for “service request procedure related to the PDU session associated with request type = "initial emergency request"” or “service request or registration procedure initiated in 5GMM-IDLE mode for the purpose of NAS signalling connection recovery”. The same should apply also for an RNA Update by a UE with an ongoing emergency service.
1. [bookmark: _Toc509406577][bookmark: _Toc509407057][bookmark: _Toc509497240][bookmark: _Toc509497798][bookmark: _Toc509562877][bookmark: _Toc509671536][bookmark: _Toc510011922][bookmark: _Toc510628369][bookmark: _Toc510628422][bookmark: _Toc510675305][bookmark: _Toc510675417][bookmark: _Toc510701803]When an emergency service is ongoing, access control (barring check) should also be skipped for RNA update and MO data.
Determination of establishment cause in RRC resume request
It was agreed at the RAN2#101 meeting that the UE NAS will perform the mapping to cause value when NAS makes the request for access. NAS will thus provide an RRC establishment cause when requesting (or requesting to resume) a connection establishment to lower layers. As we also discuss in [7], for the purpose of e.g. admission control, the UE need to provide an establishment cause which is detailed enough and thus the same values as for establishment of RRC connection are used (plus RNA update). 
In order to properly determine establishment cause for resume request, information is needed which is only available in the NAS layer. The only exception is RNA update is triggered from within the RRC layer. Therefore we think that NAS should determine the establishment cause also in case of RRC resume request, except when it is triggered from within the RRC layer (i.e. RNA update). We propose:
[bookmark: _Toc510675306][bookmark: _Toc510675418][bookmark: _Toc510701804]NAS should determine the establishment cause also in case of RRC resume request, except when it is triggered from within the RRC layer (i.e. RNA update). This needs to be confirmed by CT1.
In the provided draft LS [4], we have included this request for confirmation as well.
Conclusion
In section 2 we made the following observations:
Observation 1	As per current SA1 requirements, all access attempts caused by mobile originating signalling share the same standardized access category.

[bookmark: _Hlk509497390]Based on the discussion in section 2 we propose the following:
Proposal 1	RRC Resume Request triggered by RNA update should apply access control using a new access category called “MO RRC signalling”
Proposal 2	In case of a RAN2 agrees to add a separate access category for RNA update, send an LS to SA1 to request that they add a new access category for MO RRC signalling in TS 22.261.
Proposal 3	If Proposal 1 cannot be agreed, RRC resume request triggered by RNA update should be mapped to the access category “MO signalling”.
Proposal 4	RRC resume request triggered by response to RAN paging should apply access control with access category 0 (MO signalling resulting from paging).
Proposal 5	Access control should be performed for all events that lead to a transition from RRC_INACTIVE to RRC_CONNECTED, including MO data. It should be confirmed with CT1 that all such events triggered by a layer above AS are subject to access control in NAS.
Proposal 6	Send an LS to CT1 to get their confirmation that all events triggered by a layer above AS, which lead to a transition from RRC_INACTIVE to RRC_CONNECTED are subject to access control in NAS.
Proposal 7	When an emergency service is ongoing, access control (barring check) should also be skipped for RNA update and MO data.
Proposal 8	NAS should determine the establishment cause also in case of RRC resume request, except when it is triggered from within the RRC layer (i.e. RNA update). This needs to be confirmed by CT1.
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