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In this paper, we discuss the missing procedures and the required changes to support basic HO based on the latest version of TS38.331, which including full configuration, security update, MCG configuration, and HO failure handling. 
Discussion
MCG Configuration
Although RRC reconfiguration procedure is generally harmonized for both MCG and SCG configuration and RRC reconfiguration with sync is intended to support both SCG change and HO,  the corresponding signalling and procedure description for MCG is empty for SA NR. For example, there is no IE in RRCReconfiguration for MCG configuration and no procedure description for RRCReconfigurationComplete transmission over NR MCG. So one IE MasterCellGroup should be added in RRCReconfiguration for MCG configuration and the corresponding behaviour on MCG upon reception of an RRCReconfiguration should be captured. For HO, random access on Pcell is initiated if reconfigurationWithSync was included in spCellConfig of MCG. 
Proposal 1: Add one IE MasterCellGroup in RRCReconfiguration for MCG configuration. 
Proposal 2: Complete the reception of RRCReconfiguration procedure for MCG configuration. 
· Preform the cell group configuration for the MCG if RRCReconfiguration includes masterCellGroup;
· Initiate the random procedure on the SpCell if reconfigurationWithSync was included in spCellConfig of MCG. 
Security Update
In LTE, UE and the eNB use the KeNB to secure the communication between each other.  The KeNB and the NH are derived from the KASME. NCC is associated with each KeNB and NH parameter. During handover, the UE needs to refresh the security key based on active KeNB or from the NH parameter. Two parameters, namely the keyChangeIndicator and the nextHopChainingCount are signaled to UE for security update during HO. 
In SA NR, the same operation for security key update during HO should be same as LTE. The keyChangeIndicator is used to indicate whether the UE should use the keys associated with the KASME key in the latest successful NAS SMC procedure. The parameter nextHopChainingCount is used to update KgNB based on the current KgNB or the NH.  Those two parameters should be included in SecurityConfig within RadioBearerConfig. The UE derives KRRCenc/KUPenc and KRRCint /KUPint based on the associated integrityProtAlgorithm and cipheringAltorithm in SecurityConfig respectively. 
Proposal 3: Include the two parameters keyChangeIndicator and nextHopChainingCount in SecurityConfig within RadioBearerConfig for MCG security configuration. 
Proposal 4: The procedure for security update during HO in NR should be captured considering LTE operations as baseline:
· Update KgNB based on KASME key in the latest successful NAS SMC procedure if keyChangeIndicator set to TURE;
· Update KgNB based on the current KgNB or the NH using the nextHopChainingCount value;
· Derive KRRCenc/KUPenc and KRRCint /KUPint based on the associated integrityProtAlgorithm and cipheringAltorithm in SecurityConfig respectively;
Full Configuration
In LTE, the concept of delta configuration is used in RRC specification. During HO, the target reconfigures the UE using delta configuration towards the current UE configuration. This principle however can create some issues with respect to backward compatibility when the target eNB is from an earlier release or does not support the configuration used in the source cell. So ‘full configuration’ is used to solve the problem, i.e. the target provides a “full configuration” indication and performs full configuration in the HO command.  
Same as LTE HO, both full configuration and delta configuration is supported for HO and SN change in EN-DC due to mobility. In RAN2#97 meeting, it was agreed that HO with full configuration shall be supported. 
In LTE, the full configuration first deletes the current configuration and applies of the new configuration provided by the target eNB. But the security configuration and algorithm is retained for RRC connection re-establishment. The default configurations are applied lower layers and SRBs are reconfigured.  If a DRB is included in the drb-ToAddModList, DRBs are released and re-setup using new configuration using eps-bearer-id as the anchor without involving the NAS. If a DRB is not included in the drb-ToAddModList, the DRB will be released. 
In SA NR, the basic operation of full configuration in HO should be similar as LTE and one section for full configuration is needed in NR RRC specification. One indicator fullConfig should be used to indicate whether to perform full configuration. The question is where to include this IE.  Since full configuration has impact on both lower layer configuration and radio bearer configuration, it can be included in RRCReconfiguration.
Proposal 5: Add fullConfig in RRCReconfiguration indicating whether to perform full configuration. 
Proposal 6: The procedure for full configuration in NR should be captured considering LTE operations as baseline:
· Release the current configuration except security configuration;
· Apply the default configurations for lower layers;
· Reconfigure SRBs;
· Release and re-setup DRBs if included in the drb-ToAddModList;
· Release DRBs if not included in the drb-ToAddModList. 
HO Failure
In current NR RRC specification, T304 expiry only covers SCG failure, which triggers SCG failure report. The HO failure handling is not available. In LTE, when HO failure occurs upon T304 expiry, RRC connection re-establishment is initiated. The same principle is also applicable for SA NR. Upon HO failure, UE reverts back to the configuration used in the source Pcell excluding the configuration for physicalConfigDedicated, man-MainConfig and sps-Config and initiate RRC connection re-establishment procedure. It is FFS whether to store the HO failure information in VarRLF-Report. The RRC message and procedure harmonization for resume/re-establishment is still under discussion. Resume procedure will be initiated if the two procedures are harmonized. 
Proposal 7: The procedure for HO failure handling in NR should be captured considering LTE operations as baseline:
· Revert back to the configuration used in the source Pcell;
· Initiate RRC connection re-establishment (resume) procedure. 
Conclusion
[bookmark: _Toc494187378]In this contribution, we discuss the missing procedures to support basic HO and have following proposals to complete the basic HO procedure. 
[bookmark: _Ref483233501]Proposal 1: Add one IE MasterCellGroup in RRCReconfiguration for MCG configuration. 
Proposal 2: Complete the reception of RRCReconfiguration procedure for MCG configuration. 
· Preform the cell group configuration for the MCG if RRCReconfiguration includes masterCellGroup;
· Initiate the random procedure on the SpCell if reconfigurationWithSync was included in spCellConfig of MCG. 
Proposal 3: Include the two parameters keyChangeIndicator and nextHopChainingCount in SecurityConfig within RadioBearerConfig for MCG security configuration. 
Proposal 4: The procedure for security update during HO in NR should be captured considering LTE operations as baseline:
· Update KgNB based on KASME key in the latest successful NAS SMC procedure if keyChangeIndicator set to TURE;
· Update KgNB based on the current KgNB or the NH using the nextHopChainingCount value;
· Derive KRRCenc/KUPenc and KRRCint /KUPint based on the associated integrityProtAlgorithm and cipheringAltorithm in SecurityConfig respectively;
Proposal 5: Add fullConfig in RRCReconfiguration indicating whether to perform full configuration. 
Proposal 6: The procedure for full configuration in NR should be captured considering LTE operations as baseline:
· Release the current configuration except security configuration;
· Apply the default configurations for lower layers;
· Reconfigure SRBs;
· Release and re-setup DRBs if included in the drb-ToAddModList;
· Release DRBs if not included in the drb-ToAddModList. 
Proposal 7: The procedure for HO failure handling in NR should be captured considering LTE operations as baseline:
· Revert back to the configuration used in the source Pcell;
· Initiate RRC connection re-establishment (resume) procedure. 
The TP is provided in the Appendix.
[bookmark: _Ref492034341]Appendix
5.3.5	RRC reconfiguration
5.3.5.1	General

Figure 5.3.5.1-1: RRC reconfiguration, successful

Figure 5.3.5.1-2: RRC reconfiguration, failure
The purpose of this procedure is to modify an RRC connection, e.g. to establish/modify/release RBs, to perform reconfiguration with sync, to setup/modify/release measurements, to add/modify/release SCells and cell groups. As part of the procedure, NAS dedicated information may be transferred from the Network to the UE.
In EN-DC, SRB3 can be used to configure measurements, MAC, RLC, PDCP, physical layer and RLF timers and constants.
5.3.5.2	Initiation
The Network may initiate the RRC reconfiguration procedure to a UE in RRC_CONNECTED. The Network applies the procedure as follows:
-	the establishment of RBs (other than SRB1, that is established during RRC connection establishment) is performed only when AS security has been activated;
-	the addition of Secondary Cell Group and SCells is performed only when AS security has been activated;
-	the reconfigurationWithSync is included in secondaryCellGroup only when at least one DRB is setup in SCG.
-	the reconfigurationWithSync is included in masterCellGroup only when AS-security has been activated, and SRB2 with at least one DRB are setup and not suspended.
5.3.5.3	Reception of an RRCReconfiguration by the UE
The UE shall perform the following actions upon reception of the RRCReconfiguration:
1>	if the RRCReconfiguration includes the masterCellGroup:
2>	perform the cell group configuration for the MCG according to 5.3.5.5;
1>	if the RRCReconfiguration includes the secondaryCellGroup:
2>	perform the cell group configuration for the SCG according to 5.3.5.5;
1>	if the RRCReconfiguration message contains the radioBearerConfig:
2>	perform the radio bearer configuration according to 5.3.5.6;
1>	if the RRCReconfiguration message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
1>	if the RRCReconfiguration message includes the fullConfig:
      2>	perform the radio configuration procedure as specified in 5.3.5.11;
1>  if the UE is configured with E-UTRA nr-SecondaryCellGroupConfig (MCG is E-UTRA):
2> if RRCReconfiguration was received via SRB1:
3> construct RRCReconfigurationComplete message and submit it via the EUTRA MCG embedded in E-UTRA RRC message RRCConnectionReconfigurationComplete as specified in TS 36.331 [10];
3> if reconfigurationWithSync was included in spCellConfig of an SCG:
4> initiate the random access procedure on the SpCell, as specified in TS 38.321 [3];
2> else (RRCReconfiguration was received via SRB3):
3> submit the RRCReconfigurationComplete message via SRB3 to lower layers for transmission using the new configuration;
NOTE:	In the case of SRB1, the random access is triggered by RRC layer itself as there is not necessarily other UL transmission. In the case of SRB3, the random access is triggered by the MAC layer due to arrival of RRCReconfigurationComplete.
1>  else (MCG is NR): 
2> if RRCReconfiguration was received via SRB1:
3> construct RRCReconfigurationComplete message and submit it via SRB1 to lower layers for transmission using the new configuration;
3> if reconfigurationWithSync was included in spCellConfig of the MCG:
4> initiate the random access procedure on the SpCell, as specified in TS 38.321 [3];
1>  if MAC of an NR cell group successfully completes a random access procedure triggered above;
2>  stop timer T304 for that cell group;
2>  apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the respective target SpCell, if any;
2>  apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the respective target SpCell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of that target SpCell;
2>  the procedure ends.
[bookmark: _Toc510018495]5.3.5.7	Security key update 
For SCG security key update, Uupon reception of sk-Counter as specified in TS 36.331 [10] the UE shall:
1>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
1>	derive KRRCenc and KUPenc key as specified in TS 33.501 [11];
1>	derive the KRRCint and KUPint key as specified in TS 33.501 [11].
For MCG security key update, 
1>	if the keyChangeIndicator received in the securityConfig is set to TRUE:
2>	update the KgNB key based on the KASME key taken into use with the latest successful NAS SMC procedure, as specified in TS 33.401 [32];
1>	else:
2>	update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];
1>	store the nextHopChainingCount value;
1>	if the securityAlgorithmConfig is included in the securityConfig:
2>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];
2>	derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];
1>	else:
2>	derive the KRRCint key and KUPint key associated with the current integrity algorithm, as specified in TS 33.401 [32];
2>	derive the KRRCenc key and the KUPenc key associated with the current ciphering algorithm, as specified in TS 33.401 [32];
1>	configure lower layers to apply the integrity protection algorithm and the KRRCint key and KUPint key, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
[bookmark: _Toc510018496]5.3.5.8	Reconfiguration failure
5.3.5.8.1	Integrity check failure
Editor’s Note: Removed "SIB3" from heading so that this sub-section can easily be expanded to stand-alone case (if considered necessary). FFS_Standalone
The UE shall:
1>	upon integrity check failure indication from NR lower layers for SRB3:
2>	initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SRB3 integrity check failure.
      1>	upon integrity check failure indication from lower layers concerning SRB1 or SRB2; 
            2> initiate the connection re-establishment procedure as specified in 5.3.7.
Editor notes: it’s FFS whether to initiate the connection re-establishment or resume procedure based on the outcome discussion on RRC procedure/message harmonization. 

5.3.5.8.3	T304 expiry (Reconfiguration with sync Failure)
The UE shall:
1>	if T304 of a secondary cell group expires:
2>  release rach-ConfigDedicated;
2>	initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration with sync failure., upon which the RRC connection reconfiguration procedure ends;
1>	if T304 of a master cell group expires:
2>	revert back to the configuration used in the source PCell, excluding the configuration configured by the physicalConfigDedicated, the mac-MainConfig and the sps-Config;
2>	initiate the connection re-establishment procedure as specified in 5.3.7, upon which the RRC connection reconfiguration procedure ends.
Editor notes: it’s FFS whether to support VarRLF-Report and how to support. 
Editor notes: it’s FFS whether to initiate the connection re-establishment or resume procedure based on the outcome discussion on RRC procedure/message harmonization. 
[bookmark: _Toc503259968]5.3.5.11	Radio Configuration involving full configuration option
The UE shall:
1> release/ clear all current dedicated radio configurations except the MCG C-RNTI, the MCG security configuration and the PDCP, RLC, logical channel configurations for the RBs;
1>	if the CellGroupConfig contains the spCellConfig with reconfigurationWithSync:
2>	apply the default physical channel configuration as specified in [x.x.x];
2>	apply the default semi-persistent scheduling configuration as specified in [x.x.x];
2>	apply the default MAC main configuration as specified in [x.x.x];
1>	for each srb-Identity value included in the srb-ToAddModList (SRB reconfiguration):
2>	apply the specified configuration defined in 9.1.2 for the corresponding SRB;
2>	apply the corresponding default RLC configuration for the SRB specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2;
2>	apply the corresponding default logical channel configuration for the SRB as specified in 9.2.1.1 for SRB1 or in 9.2.1.2 for SRB2;
NOTE 1: 	This is to get the SRBs (SRB1 and SRB2 for handover and SRB2 for reconfiguration after reestablishment) to a known state from which the reconfiguration message can do further configuration.
1>	for each eps-BearerIdentity value included in the drb-ToAddModList that is part of the current UE configuration:
2>	release the PDCP entity;
2>	release the RLC entity or entities;
2>	release the DTCH logical channel;
2>	release the drb-identity;
NOTE 2:	This will retain the eps-bearerIdentity but remove the DRBs including drb-identity of these bearers from the current UE configuration and trigger the setup of the DRBs within the AS in Section 5.3.5.6.5 using the new configuration. The eps-bearerIdentity acts as the anchor for associating the released and re-setup DRB. In the AS the DRB re-setup is equivalent with a new DRB setup (including new PDCP and logical channel configurations).
1>	for each eps-BearerIdentity value that is part of the current UE configuration but not part of the drb-ToAddModList:
2>	perform DRB release as specified in 5.3.5.6.4;

[bookmark: _Hlk505172993][bookmark: _Toc510018493]5.3.5.6.4	DRB release
Editor’s Note: FFS / TODO: Add handling for the new QoS concept (mapping of flows; configuration of QFI-to-DRB mapping; reflective QoS...) but keep also EPS-Bearer handling for the EN-DC case
The UE shall:
1>	for each drb-Identity value included in the drb-ToReleaseList that is part of the current UE configuration (DRB release), or
1>	for each drb-identity value that is to be released as the result of full configuration option according to 5.3.5.711:
2>	release the PDCP entity;
2>	release the RLC entity or entities;
2>	release the DTCH logical channel;
1> if a new bearer is not added either with NR or E-UTRA  with same eps-BearerIdentity:
2>	if the procedure was triggered due to reconfiguration with sync:
3>	indicate the release of the DRB and the eps-BearerIdentity of the released DRB to upper layers after successful reconfiguration with sync;
2>	else:
3>	indicate the release of the DRB and the eps-BearerIdentity of the released DRB to upper layers immediately.
NOTE 1:	The UE does not consider the message as erroneous if the drb-ToReleaseList includes any drb-Identity value that is not part of the current UE configuration.
NOTE 2:	Whether or not the RLC and MAC entities associated with this PDCP entity are reset or released is determined by the CellGroupConfig.


[bookmark: _Toc510018567]6.2.2	Message definitions
1. [bookmark: _Toc510018570]–	RRCReconfiguration
The RRCReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, radio resource configuration (including RBs, MAC main configuration and physical channel configuration) including and security configuration.
Signalling radio bearer: SRB1 or SRB3
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
RRCReconfiguration message
-- ASN1START
-- TAG-RRCRECONFIGURATION-START

RRCReconfiguration ::= 				SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		rrcReconfiguration					RRCReconfiguration-IEs,
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCReconfiguration-IEs ::= 			SEQUENCE {
	-- Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. 
    -- In EN-DC this field may only be present if the RRCReconfiguration
	-- is transmitted over SRB3. 
	radioBearerConfig						RadioBearerConfig 														OPTIONAL, -- Need M

	-- Configuration of secondary cell group (EN-DC):
	secondaryCellGroup						OCTET STRING (CONTAINING CellGroupConfig)								OPTIONAL, -- Need M

	measConfig								MeasConfig																OPTIONAL, -- Need M
        fullConfig						        ENUMERATED {true}			                                      OPTIONAL,	-- Cond HO-Reestab   
	lateNonCriticalExtension				OCTET STRING															OPTIONAL,
	nonCriticalExtension					SEQUENCE {}																OPTIONAL 
}

-- TAG-RRCRECONFIGURATION-STOP
-- ASN1STOP
[bookmark: _Toc510018666]–	RadioBearerConfig
The IE RadioBearerConfig is used to add, modify and release signalling and/or data radio bearers. Specifically, this IE carries the parameters for PDCP and, if applicable, SDAP entities for the radio bearers.
RadioBearerConfig information element
-- ASN1START
-- TAG-RADIO-BEARER-CONFIG-START

RadioBearerConfig ::=					SEQUENCE {
	srb-ToAddModList						SRB-ToAddModList										OPTIONAL, -- Need N
	srb3-ToRelease							ENUMERATED{true}										OPTIONAL, -- Need N
	drb-ToAddModList						DRB-ToAddModList										OPTIONAL, -- Need N
	drb-ToReleaseList						DRB-ToReleaseList										OPTIONAL, -- Need N
	securityConfig 							SecurityConfig											OPTIONAL, -- Cond M
	...
}

SRB-ToAddModList ::=					SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod
SRB-ToAddMod ::=						SEQUENCE {
	srb-Identity							SRB-Identity,
	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP							ENUMERATED{true}										OPTIONAL, 		-- Need N
	discardOnPDCP                           ENUMERATED{true}										OPTIONAL,		-- Need N
	pdcp-Config								PDCP-Config												OPTIONAL,		-- Cond PDCP
	...
}


DRB-ToAddModList ::=					SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod
DRB-ToAddMod ::=						SEQUENCE {
	cnAssociation							CHOICE {
		-- The EPS bearer ID determines the EPS bearer when NR connects to EPC using EN-DC
		eps-BearerIdentity						INTEGER (0..15),												-- EPS-DRB-Setup
		--	The SDAP configuration determines how to map QoS flows to DRBs when NR connects to the 5GC
		sdap-Config								SDAP-Config													-- 5GC
	} 										OPTIONAL, -- Cond DRBSetup
	drb-Identity							DRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP						ENUMERATED{true}										OPTIONAL, 		-- Need N
	recoverPDCP							ENUMERATED{true}										OPTIONAL, 		-- Need N
	pdcp-Config							PDCP-Config												OPTIONAL,		-- Cond PDCP
	...
}

DRB-ToReleaseList ::=					SEQUENCE (SIZE (1..maxDRB)) OF DRB-Identity


SecurityConfig ::=						SEQUENCE {	
	securityAlgorithmConfig				SecurityAlgorithmConfig									OPTIONAL,	-- Cond RBTermChange

	keyToUse ::=						CHOICE{
		  keyToUseMCG                        SEQUENCE {
                   keyChangeIndicator				BOOLEAN,
			   nextHopChainingCount				NextHopChainingCount
              }
              keyToUseSCG                   	ENUMERATED{keNB, s-KgNB}								OPTIONAL,	-- Cond RBTermChange
        }
	...
}

-- TAG-RADIO-BEARER-CONFIG-STOP
-- ASN1STOP
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