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1. Introduction & Background

On DRB IP check failure discussion, RAN2 agreed that:
Agreements for SA 

2:
Any data packet failing integrity check is discarded by PDCP.

6
Some description of the max DRB-IP data rate should remain visible in the AS specs (either 38.306 or 38.300). Details TBD.

FFS: After detecting [N] IP failures the UE reports the failure to the network.

FFS: Whether N=1 or >1, whether the report indicate the DRB that has failed.

There was also some offline discussion which resulted in to some further study as follows: Whether, when there is a detected IP failure, discarding the packet provides all necessary protection [1].

This contribution further discusses those open issues and UE behaviour on DRB IP check failure in NR SA and NR-NR DC.

2. Discussion
2.1. UE IP check failure on non-split DRB
In case the user is under DRB attack, discarding packet which fails IP check failure would only guarantee that user data is not corrupted. Discarding will not guarantee that the user is no longer under attack. Further, in some cases, just discarding packet that fails IP check failure does not help at all. For example if the UE is under a fake gNB, if the UE just discard packet that fail IP check, the UE would still be under attack. Under fake gNB if the UE re-establish connection, the UE will still have compromised data packet, unless the UE move away to a normal gNB.  
Observation 1: Just discarding packet that fails IP check failure, alone, would not provide necessary protection against DRB attack
After UE discard a packet that fails IP check, if the network is later aware that the UE has been under DRB attack, it is possible to take action to prevent such kind of attack will persist and happen again. For example, if the UE were attacked by a fake gNB and if the UE were able to report the attack to a normal gNB, (e.g., a neighbor gNB), or if the UE re-establish connection a normal gNB and report the attack, the network operator may investigate the attack and find the existence of such fake gNB, which will be removed from the network.
Proposal 1: Besides discarding packet that fails IP check failure, the UE should report the attack to network.
2.2. UE IP check failure on split DRB (NR-NR DC)
According to the above discussion, after IP check failure, UE should report to the network the case of IP check failure. To correctly report the IP check failure, the UE may be required to know for which leg DRB packet(s) the IP check fails. But in case of split DRB, as the UE may not keep record of PDCP PDU with the information of which LCH was used to receive the PDCP PDU. Thus the UE may not know for which split leg the IP check failure occurs. In such scenario UE does not know to which node to send the DRB IP check failure indication. 

Observation 2: In case of split DRB, if DRB IP check failure occurs, UE may not know which leg is under attack
UE may report the DRB IP check failure to both nodes or just send to anchor PDCP node. But the network still do not know which part of the DRB is under attack to make the appropriate decision. To solve the problem UE may require to keep record of PDCP PDU with their corresponding LCID. If DRB IP check failure occurs, UE knows exactly which leg is under attack and can report to corresponding node.

Proposal 2: In case a split DRB is configured with IP, UE keeps record of PDCP PDU with their corresponding LCID for reporting of the failed leg to network.

In case of split DRB, reporting the IP check failure on both legs, will increase the chance of avoiding the IP reporting to a rogue eNB.

Proposal 3: In case of a split DRB, IP check failure should be reported to both legs
2.3. UE behaviour on IP check failure
From last RAN2 discussion and above discussion, if DRB IP check failure persist, the UE have to report to the failure. A possibility is that If IP check failure occurs N times on the same DRB, the UE report the failure. Last RAN2 meeting leave a FFS if N=1 or N>1? 
If the IP check failure is a random failure, (e.g., one single failed packet), discarding the failed packet may be enough and UE does not need to take any further action.
Proposal 4: A single packet IP check failure is not reported and the UE does not need to take any further action
But if more than one packets experience IP check failure, UE can release and add the DRB. After connection re-establishment UE should report the failure to the network.
Proposal 5: After persisting packet IP check failure, UE report the IP check failure to the network

2.4. Up link IP check failure detected
In UL, if IP check failure is detected at MN or SN on a single packet, the failed packet is discarded, similarly to DL. 

If the IP check failure persists (more than one packets affected) on a SCG DRB, SN suspends the corresponding DRB which may also be reconfigured. If SN suspends a failed DRB, the DRB suspension and cause value should be indicated to MN

Proposal 6:  For persisted IP check failure detected on SCG DBR in UL, the DRB is suspended with failure indication to MN.
If IP check failure is detected by MN and the treat persists, as security issue on MCG bearer may also be a security issue on SCG DRB, MN suspends both MCG and SCG DRB.

Proposal 7:  For persisted IP check failure detected on SCG DBR in UL, both MCG and SCG DRB are suspended. MN may send DRB suspension indication with cause value to SN.

Proposal 8:  RAN2 to send Ls to inform RAN3 that DRB integrity protection check failure indication is required between MN and SN [2].
3. Conclusion

This contribution UE behavior on DRB IP check failure and concludes with the following observation and proposals:
Observation 1: Just discarding packet that fails IP check failure, alone, would not provide necessary protection against DRB attack

Observation 2: In case of split DRB, if DRB IP check failure occurs, UE may not know which leg is under attack
Proposal 1: Besides discarding packet that fails IP check failure, the UE should report the attack to network.

Proposal 2: In case a split DRB is configured with IP, UE keeps record of PDCP PDU with their corresponding LCID for reporting of the failed leg to network.

Proposal 3: In case of a split DRB, IP check failure should be reported to both legs

Proposal 4: A single packet IP check failure is not reported and the UE does not need to take any further action
Proposal 5: After persisting packet IP check failure, UE report the IP check failure to the network

Proposal 6:  For persisted IP check failure detected on SCG DBR in UL, the DRB is suspended with failure indication to MN.

Proposal 7:  For persisted IP check failure detected on SCG DBR in UL, both MCG and SCG DRB are suspended. MN may send DRB suspension indication with cause value to SN.

Proposal 8:  RAN2 to send Ls to inform RAN3 that DRB integrity protection check failure indication is required between MN and SN [2].
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