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1 Introduction

In RAN2#101 meeting, the RRC Harmonization for NR was discussed and reached some agreements and principles.
Agreements

1: RRC Connection Request/Setup procedure is not merged to other RRC procedures

Agreements

1
Message and procedure structure will follow the LTE baseline (apart from resume / re-establishment which is being discussed offline). This is not meant to override any previous agreements that have been made

For the RRC Harmonization for RRC resume procedure and RRC re-establishment procedure is still open. In this paper, we will analyse the feasibility to harmonize the RRC resume procedure and RRC re-establishment procedure from the following aspects.

1. The security framework Harmonization;

2. Short-MAC I Harmonization;
3. The UE identity Harmonization for addressing the target gNB and UE context.

4. Resume cause Harmonization.
2 Discussion

2.1 The security framework Harmonization 

For RRC resume case in LTE, the UE AS context is stored in one eNB and UE. At the same time, one UE identity is allocated by the eNB to address the target eNB and UE context which is unique in the eNB. When the UE resume the RRC connection via RRC resume procedure, the MSG 3 includes shortMAC-I which is calculated with the previous key and algorithm before the connection is release and MSG 4 is integrity protected with the new key which is derived via the new NCC in MSG 4. After the MSG 4, the integrity protection and ciphering are applied to the subsequent received and sent message.
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Figure 1: the RRC Resume procedure in LTE

For RRC resume case in NR, e.g. for inactive state purpose, the NCC for the RRC resume procedure will be provided in the RRC suspend message not the MSG 4 of the RRC resume procedure according to the working assumption reached in RAN2#101 meeting. The new key will be used for the MSG 3 integrity protection of the RRC resume procedure.

Working assumption:

1
NCC provided when the connection is suspended
2: 
New key is derived based on the NCC received in the suspend message and used for the calculation of MAC-I in MSG3.
We propose the NCC in the RRC suspend message is mandatory IE in another paper [1] in this meeting. So the RRC resume procedure will always have the new key for the MSG 3 and MSG 4 in RRC resume procedure. At the same time, the MSG 4 can apply the ciphering.
Observation 1: the RRC resume procedure in NR is the same with that in LTE except the new NCC configuration and security framework.
For RRC re-establishment procedure in LTE, it is similar with RRC resume procedure, the UE AS context exists in the eNB and UE side. The UE AS context includes the C-RNTI addressing the UE context which is unique in one cell. When the UE initialize the RRC re-establishment procedure, the MSG 3 includes shortMAC-I which is calculated with the previous key and algorithm but MSG 4 is not integrity protected. After the MSG 4, then the SRB1 is re-established.
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Figure 2: the RRC Re-establishment procedure in LTE

In LTE, the RRC re-establishment procedure is triggered in some cases, e.g. RLF, HOF, integrity check failure and RRC connection reconfiguration failure. For RLF, integrity check failure and RRC connection reconfiguration failure case, there is only one UE AS context in the last serving eNB before RRC re-establishment procedure. So in these cases, it is similar to the RRC resume procedure. For HO case, there are several cells own the UE AS context due to multiple cell preparation for HO case in order to improve the successful possibility of HO. The preparation of these cells includes sending security context containing KeNB*s and tokens for each cell to be prepared, as well as the corresponding NCC, the UE EPS security capabilities, and the security algorithms used in the source cell for computing the token, to the target eNB.
There is no UE context retrieval procedure before R13 in LTE, so the multiple cell preparation mechanism can improve the successful possibility of RRC Re-establishment and improve the mobility performance. But in NR, the UE context retrieval procedure will be supported. So it seems the multiple cell preparation mechanism is not necessary for NR.

Observation 2: the multiple cell preparation mechanism for HO is not necessary for NR due to the supporting of the UE context retrieval procedure in NR.

Proposal 1: If there is no context in the target cell, then the UE context retrieval procedure is used to retrieve the UE context for RRC re-establishment case.
For RRC resume case in NR, the new NCC will always available and the MSG 4 can be integrity protected and ciphered. But for RRC reestablishment case, there is no new NCC. In order to harmonize the RRC resume procedure and RRC Re-establishment procedure, the new key derivation for RRC Re-establishment case should be fixed. 
Observation 3: the new NCC is not available for RRC Re-establishment case. In order to harmonize the RRC resume procedure and RRC Re-establishment procedure, the new key derivation for RRC Re-establishment case should be fixed.
There are 3 options for the new key derivation for RRC Re-establishment case.
Option 1: the new NCC for RRC Re-establishment case is always available in the UE AS context.

Option 2: the horizontal key derivation is used to derive the new key for RRC Re-establishment case.

Option 3: the previous key in source cell is used for RRC Re-establishment case.

For option 3, we think it will be not accepted in RAN2 in NR, so we will not analyse it here.

For option 1, the CN will configure one new {NCC, NH} pair to the serving gNB for RRC resume purpose in case of RRC reestablishment, and the serving gNB will stored the new {NCC, NH} pair with the UE context and the gNB will configure the new NCC to the UE. When the UE encounter some event and initial the RRC resume procedure for the RRC Re-establishment case, the stored resuming NCC will be used for the RRC resume procedure. During HO, the stored resuming {NCC, NH} pair will be released by the serving gNB locally, and the CN will configure the new {NCC, NH} pair for the new serving gNB for the RRC Re-establishment case. The new NCC here can be called “resuming NCC” or “stored NCC” in UE side, and the new {NCC, NH} pair can be called “resuming {NCC, NH} pair” or “stored {NCC, NH} pair” in gNB side.
In RRC resume procedure for inactive state in NR, the new NCC will be configured in the RRC suspend message and the new NCC will be stored in the UE for the RRC resume purpose. At the same time, the new {NCC, NH} pair will be stored in the gNB side for the RRC resume purpose. So we propose to define the new NCC stored in the UE and the new {NCC, NH} pair stored in the gNB side for RRC resume purpose as “resuming NCC” and “resuming {NCC, NH} pair” in NR for easily description.
Proposal 2: Define the new NCC stored in the UE and the new {NCC, NH} pair stored in the gNB side for RRC Resume purpose as “resuming NCC” and “resuming {NCC, NH} pair” in NR for easily description.

There is an example for the resume NCC allocation in initial RRC connection establishment and Xn HO, N2 HO case.

The resume NCC configuration for the UE can be in one RRC message or a MAC CE.
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Figure 3: resume NCC configuration for RRC Re-establishment case during Xn HO

[image: image4.emf]UE S-gNB T-gNB  AMF

UE in RRC_CONNECTED with data transmission.

Initialize the NCC=0 Initialize the NCC=0

Initialize the NCC=1 and 

initialize NH value.

HANDOVER REQUIRED

Retrieve the new {NCC, NH} for RRC-Reestablishment.

Store the resume  {NCC, NH} pair

RRCConnectionReconfiguration(with mobilitycontrolinfo)

HANDOVER COMMAND

Derive the KeNB based on the NCC

RRCConnectionReconfigurationComplete

{NCC, NH} pair 1 will be used for HO;

{NCC, NH} pair 2 will be stored for the RRC-reestablishment purpose;

NCC=NCC+1

Derive the NH based on the latest NCC.

HANDOVER REQUEST 

HANDOVER REQUEST ACKNOWLEDGE

NCC=NCC+1

Derive the NH based on the latest NCC;;

NCC=NCC+1

Derive the NH based on the latest NCC;

( {NCC, NH} pair 1 and {NCC, NH} pair 2 )

(Security algorithm and NCC and stored NCC)

RRC message with resume NCC or 

MAC CE with resume NCC

(resume NCC)

(Security algorithm and NCC and resume NCC)

Store the stored NCC and derive the NH 

corresponding the NCC. The NH will be 

used for the RRC resume procedrue


Figure 4: resume NCC configuration for RRC Re-establishment case during N2 HO
If option 1 is not agreed, the horizontal key derivation based on the previous KgNB is used to derive the new key for RRC Re-establishment case. The inputs for the derivation of the KgNB* is ARFCN and PCI. In this case there are 2 options to set the ARFCN and PCI.
Case 1: the ARFCN and PCI for the derivation of the KgNB* is source cell.

Case 2: the ARFCN and PCI for the derivation of the KgNB* is current cell.

The singling procedure for Case 1 and case 2 is almost the same except inputs for the key derivation. For case 2, it looks like a HO procedure. For case 1, we are not sure if the SA3 allows the KgNB* derivation based on the source cell if the S-gNB and T-gNB is different. If the S-gNB and T-gNB is the same, the KeNB* will be derived based on the ARFCN and PCI of the S-gNB. 
There is an example. When the UE initialize the RRC resume procedure for the RRC Re-establishment case, the UE will derive the KgNB* if there is no resume NCC based on the previous KgNB and current ARFCN and PCI. The procedure is as below:
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Figure 5: new key derivation for RRC Re-establishment case during if no resume NCC is available
If option 2 is adopted in RAN2 and the RRC Harmonization of RRC resume procedure and RRC Re-establishment procedure is supported in NR, the network should distinguish the RRC resume case and select the different way to derive the key for the MSG3 integrity verification.  
Proposal 3: RAN2 is kindly asked to discuss the new key configuration for RRC Re-establishment case for RRC harmonization purpose.

Proposal 4: the new NCC configuration for RRC Re-establishment case is supported in NR. The figure 3 and figure 4 are agreed as baseline. 

2.2 The ShortMAC-I Harmonization 

In RRC Re-establishment procedure in LTE, the calculation of the ShortMAC-I will use the previous EIA-algorithm and KRRCint of source cell with the following inputs: source C-RNTI, source PCI and target Cell-ID as defined by VarShortMAC-Input in TS 36.331 for RRC re-establishment procedure.

VarShortMAC-Input ::=




SEQUENCE {


cellIdentity






CellIdentity,


physCellId







PhysCellId,


c-RNTI








C-RNTI

}
In RRC resume procedure in LTE, the calculation of the ShortResumeMAC-I will use the previous EIA-algorithm and KRRCint of source cell with the following inputs: source C-RNTI, source PCI, resume constant and target Cell-ID as defined by VarShortResumeMAC-Input in TS 36.331. The resume constant allows differentiation of VarShortResumeMAC from VarShortMAC.
VarShortResumeMAC-Input-r13 ::=

SEQUENCE {


cellIdentity-r13





CellIdentity,


physCellId-r13






PhysCellId,


c-RNTI-r13







C-RNTI,


resumeDiscriminator-r13




BIT STRING(SIZE(1))

}

So the inputs, key selection, and EIA algorithm selection for the shortMAC-I calculation are the same for RRC resume procedure and RRC Re-establishment procedure in LTE. The resume constant can be removed from the VarShortResumeMAC-Input if the RRC resume procedure and RRC Re-establishment procedure is harmonized.
Observation 4: the inputs, key selection, and EIA algorithm selection for the shortMAC-I calculation are the same for RRC resume procedure and RRC Re-establishment procedure in LTE. The resume constant can be removed from the VarShortResumeMAC-Input if the RRC resume procedure and RRC Re-establishment procedure is harmonized.

Proposal 5: The resume constant is removed from the VarShortResumeMAC-Input. And the ASN.1 is harmonized as:

VarShortResumeMAC-Input-r13 ::=

SEQUENCE {


cellIdentity-r13





CellIdentity,


physCellId-r13






PhysCellId,


c-RNTI-r13







C-RNTI
}

Proposal 6: the calculation for the resume short MAC- I is same as LTE.

2.3 The UE identity Harmonization 
In RRC resume procedure in LTE, the resume identity is present in the RRC resume request message in order to address the target eNB and UE context which is allocated by the serving eNB and is unique in one eNB. 

In RRC Re-establishment procedure in LTE, the PCI of the source cell and C-RNTI allocated in source cell is included in the RRC Re-establishment request message. The PCI is used to address the target eNB and C-RNTI is used to address the UE context.

In RRC-reestablishment scenario, the involved area is smaller enough and the PCI can identify the target cell. If one connected UE is configured with additional UE AS context identity which is unique in one gNB, it will increase the complexity. So it is not necessary to configure the I-RNTI for RRC Re-establishment case. The RRC Harmonization of RRC resume procedure and RRC Re-establishment procedure will be not impacted if the different UE identity is used. The UE identity information in Harmonized RRC resume message can use a CHOICE structure in ASN.1 for different case.
Propose 7: the UE identity information in Harmonized RRC resume message is different for RRC-reestablishment case and RRC resume case and CHOICE structure used in ASN.1 for different case.

resumeIdentity







CHOICE {



i-RNTI








I-RNTI,



c-RNTI








SEQUENCE{






c-RNTI






C-RNTI,







physCellId





PhysCellId
}
}
2.4 
The resume cause Harmonization 

In RRC resume procedure, the cause is defined as below. Each value indicated the purpose of the RRC resume.
ResumeCause ::=



ENUMERATED {











emergency, highPriorityAccess, mt-Access, mo-Signalling,











mo-Data, delayTolerantAccess-v1020, mo-VoiceCall-v1280, spare1}
In RRC Re-establishment procedure, the cause is defined as below. Each value indicated cause which trigger the RRC Re-establishment procedure.

ReestablishmentCause ::=


ENUMERATED {











reconfigurationFailure, handoverFailure,











otherFailure, spare1}

In Harmonized RRC resume message, the Resume Cause can be harmonized in 3 ways.

Option 1: define one cause value which indicates the RRC resume is for RRC Re-establishment, e.g. the cause value can be “rrc- Reestablishment”.

Option 2: define one cause value which indicates the RRC resume is for RRC Re-establishment, e.g. the cause value can be “rrc-Reestablishment”. Define another IE to indicate the trigger for RRC Re-establishment if the cause value is “rrc- Reestablishment”.

Option 3: define one IE which includes all the cause value in ResumeCause and ReestablishmentCause and some new cause, e.g. RNAU.

For RRC Re-establishment case, it is better to include the triggers in the Harmonized RRC resume procedure for network optimization purpose. The RRC Re-establishment will trigger the target gNB to forward some failure related information, e.g. measurement result when failure happens, to the source gNB for trouble shooting.
Propose 8: the option 3 is supported. Define one IE which includes all the cause value in ResumeCause and ReestablishmentCause and some new cause.
3 Conclusions:

In this contribution, we discuss the RRC Harmonization for RRC resume procedure and RRC re-establishment procedure from security framework, short-MAC I, UE identity and cause value aspects, we propose:

Observation 1: the RRC resume procedure in NR is the same with that in LTE except the new NCC configuration and security framework.

Observation 2: the multiple cell preparation mechanism for HO is not necessary for NR due to the supporting of the UE context retrieval procedure in NR.

Proposal 1: If there is no context in the target cell, then the UE context retrieval procedure is used to retrieve the UE context for RRC re-establishment case.

Observation 3: the new NCC is not available be for RRC Re-establishment case. In order to harmonize the RRC resume procedure and RRC Re-establishment procedure, the new key derivation for RRC Re-establishment case should be fixed.

Proposal 2: Define the new NCC stored in the UE and the new {NCC, NH} pair stored in the gNB side for RRC Resume purpose as “resuming NCC” and “resuming {NCC, NH} pair” in NR for easily description.

Proposal 3: RAN2 is kindly asked to discuss the new key configuration for RRC Re-establishment case for RRC harmonization purpose.

Proposal 4: the resuming NCC configuration for RRC Re-establishment case is supported in NR. The figure 3 and figure 4 are agreed as baseline. 

Observation 4: the inputs, key selection, and EIA algorithm selection for the shortMAC-I calculation are the same for RRC resume procedure and RRC Re-establishment procedure in LTE. The resume constant can be removed from the VarShortResumeMAC-Input if the RRC resume procedure and RRC Re-establishment procedure is harmonized.

Proposal 5: The resume constant is removed from the VarShortResumeMAC-Input. And the ASN.1 is harmonized as:

VarShortResumeMAC-Input-r13 ::=

SEQUENCE {


cellIdentity-r13





CellIdentity,


physCellId-r13






PhysCellId,


c-RNTI-r13







C-RNTI
}

Proposal 6: the calculation for the resume short MAC- I is same as LTE.

Propose 7: the UE identity information in Harmonized RRC resume message is different for RRC-reestablishment case and RRC resume case and CHOICE structure used in ASN.1 for different case.

resumeIdentity







CHOICE {



i-RNTI








I-RNTI,



c-RNTI








SEQUENCE{






c-RNTI






C-RNTI,







physCellId





PhysCellId
}
}
Propose 8: the option 3 is supported. Define one IE which includes all the cause value in ResumeCause and ReestablishmentCause and some new cause.
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