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Introduction
In last RAN2 meeting, it was agreed that it is during RRC connection suspension procedure when to provide the inactive UE about the NCC to be used in next RRC connection resumption procedure (although a check with SA3 is needed) [1]. It is natural that for any resume procedure (typically for RNAU) when the anchor gNB is relocated, the NCC to be used in next resumption procedure shall also be provided to the UE in MSG4, if the UE is to be sent back to Inactive state.
This NCC is originated in the AMF and provided to the serving gNB in the path switch procedure. Therefore, we need to clarify the exact opportunity to send the MSG4 if it contains a new NCC.
Discussion
In LTE, the RAN node shall usually get a new {NH, NCC} during initial NAS access or path switch procedure, which is reserved for future handover. Similar method is also applied in NR. RAN2 has agreed that it is during RRC connection suspension procedure when to provide the inactive UE about the NCC to be used in next RRC connection resumption procedure.
For the case of conventional RRC_CONNECTED to RRC_INACTIVE transition, there is usually an available unused NCC when sending the RRCConnectionSuspend message. On the contrary, for the case of that an RRC Connection Suspend kind of message is sent as the MSG4 in RRC resumption procedure (especially for RNAU as agreed in RAN2#99bis), RAN cannot get the new NCC before contacting with the CN (i.e. path switch procedure). Therefore, the RRC Connection Suspend kind of message shall be sent to the UE when the serving gNB receives the NGAP Path Switch Request Acknowledge message as shown in the Figure below:


Figure: signalling flow of RNAU procedure
It may be arguable that the serving gNB can increment the NCC on its own, in order to shorten the time interval between MSG3 and MSG4. However we consider this optimisation violates current security architecture that the NCC can only be modified by the AMF. In addition, the CN may decide to change the KAMF and thus {NH, NCC} may be reset, as stated in sub-clause 6.9.2.3.2 “Xn-Handover” of TS 33.501:
If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a NSCI (New Security Context Indicator). The AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex A.9. The AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the newly computed {NH, NCC} pair to be sent in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The gNB shall in this case set the value of keyChangeIndicator field to true in further handovers. The gNB should in this case perform an intra-gNB handover immediately and send appropriate response to the AMF.
In the case of that the core network changes the KAMF (e.g. inter-AMF mobility), the security context of the UE and the network will mismatch if the gNB has already incremented the NCC and sent it to the UE in the MSG4 before receiving the NGAP Path Switch Request Acknowledge message. Therefore, it is more proper to wait until the feedback from the core network before taking any action toward the security context.
Proposal 1: RRC Connection Suspend kind of message should be sent after the relative path switch procedure if any.
[bookmark: _GoBack]If proposal 1 is confirmed and agreed by RAN2, it is better to clarify this in stage 2 specification. But unfortunately, there is no good place to capture it. So it is proposed that RAN2 to discuss how to capture this agreement in TS 38.300.
Proposal 2: RAN2 is requested to discuss how to capture proposal 1 in TS 38.300.
Conclusion
Proposal 1: RRC Connection Suspend kind of message should be sent after the relative path switch procedure if any.
Proposal 2: RAN2 is requested to discuss how to capture proposal 1 in TS 38.300.
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