
3GPP TSG-RAN WG2 Meeting #101bis                                                          	R2-1804262
Sanya, China, 16th – 20th April 2018		                        
		
Source:	CATT 
[bookmark: Title][bookmark: OLE_LINK195][bookmark: OLE_LINK196]Title:	Mechanism of Report DRB IP check failure
[bookmark: Source]Agenda Item:	10.2.6
[bookmark: DocumentFor]Document for:	Discussion and Decision

Introduction
In last RAN2 meeting, the issue of the DRB IP check failure has been discussed, and the agreements have been achieved as follows [1]: 
Agreements for EN-DC
[bookmark: OLE_LINK303][bookmark: OLE_LINK304]1:	Integrity protection of DRB is not supported for EN-DC. 
Agreements for SA 
2:	Any data packet failing integrity check is discarded by PDCP.
3:	It is left to network to ensure that the UE supported data rate for integrity protection is not exceeded.  UE behaviour when data rate exceeds supported rate is unspecified.
4:	In NR UE capability signalling add a code point for support of the full data rate of the UE.
5:	Signal the UE capability for supported max data rate for DRB IP in NAS as part of the rest of the UE security capability.  This should be confirmed with SA3/CT1/RAN3.
6	Some description of the max DRB-IP data rate should remain visible in the AS specs (either 38.306 or 38.300). Details TBD.
FFS: After detecting [N] IP failures the UE reports the failure to the network.
FFS: Whether N=1 or >1, whether the report indicate the DRB that has failed.
[bookmark: OLE_LINK305][bookmark: OLE_LINK318][bookmark: OLE_LINK319]Since the Integrity protection of DRB is not supported for EN-DC and it is also not supported for E-UTRA connected to 5GC in rel-15.In this contribution we continue to discuss the open issues of DRB IP check failure only for SA scenario.
Discussion
How to decide persistent attack
[bookmark: OLE_LINK16][bookmark: OLE_LINK17][bookmark: OLE_LINK24][bookmark: OLE_LINK22][bookmark: OLE_LINK23]In LS[2] SA3 assumes that the UE behavior is relevant only to DRB with detected integrity protection failure. That means the DRB IP check failure due to persistent attack should be decided per DRB. There are 2 methods of how to decide persistent attack as follows [1, 3], assuming DRBx is the attacked DRB with detected integrity protection failure. 
· Method 1: the amount of the PDCP PDU/packet failing integrity check on the DRBx reaches a threshold
· Method 2: a timer since the first PDCP PDU/packet failing integrity check on the DRBx expires
Considering the DRB IP check failure due to persistent attack is related to both the amount of PDCP PDU/packet and a certain timer, we propose that UE decides persistent attack by a sliding time window in which the amount of the PDCP PDU/packet failing integrity check on the DRBx reaches a threshold, and then the UE could consider the DRB IP check failure occur and report to the network.
[bookmark: OLE_LINK28][bookmark: OLE_LINK29][bookmark: OLE_LINK32][bookmark: OLE_LINK314][bookmark: OLE_LINK315][bookmark: OLE_LINK316][bookmark: OLE_LINK317][bookmark: OLE_LINK320][bookmark: OLE_LINK321][bookmark: OLE_LINK25][bookmark: OLE_LINK35]Proposal 1: UE decides persistent attack by a sliding time window in which the amount of the PDCP PDU/packet failing integrity check on the specific DRB reaches a threshold. 
Report content of DRB IP failure
[bookmark: OLE_LINK18][bookmark: OLE_LINK19][bookmark: OLE_LINK12][bookmark: OLE_LINK13][bookmark: OLE_LINK10][bookmark: OLE_LINK11][bookmark: OLE_LINK14][bookmark: OLE_LINK15][bookmark: OLE_LINK20][bookmark: OLE_LINK21][bookmark: OLE_LINK30][bookmark: OLE_LINK31][bookmark: OLE_LINK26][bookmark: OLE_LINK27]There are many causes may result in DRB IP failure, such as CRC check failure, HFN mismatch, Fraud Basestation.etc [3]. If the cause is not spiteful attack, the failure could be recovered either by release/add the specific DRB, or full configuration, or even nothing to do in the network. But if the cause is spiteful attack, release/add the specific DRB may be useless since the persistent attack may continue on any DRBs. Therefore to notify the network the DRB IP failure, UE could send the DRB IP failure message to the network, carrying the DRB ID on which the DRB IP failure is detected. It is network implementation to decide whether to release/add the failure DRB, or to release the UE immediately, or to release the UE after receiving certain numbers of failure message.
[bookmark: OLE_LINK33][bookmark: OLE_LINK34]Proposal 2: UE report the DRB IP failure message carrying the DRB ID on which the failure is detected. 
Proposal 3: How to deal with the failure message is network implementation. 
Conclusion
According to the analysis in section 2, we propose for DRB IP check failure:
Proposal 1: UE decides persistent attack by a sliding time window in which the amount of the PDCP PDU/packet failing integrity check on the specific DRB reaches a threshold. 
Proposal 2: UE report the DRB IP failure message carrying the DRB ID on which the failure is detected. 
Proposal 3: How to deal with the failure message is network implementation.
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