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Report of offline discussion
The following is summary of the offline discussion:
1) For CRC check failure related IP failures, no further action is needed beyond discarding the packet from security perspective.
2) Any kind of attack seems quite difficult and it is not clear how and what an attacker can actually do.
3) When there is a detected IP failure, discarding the packet provides all necessary protection.
4) There may be some rare possibilities, from an attack or otherwise, which can result in HFN desync.  This can result in sustained failure even after the attack has stopped.
5) The only recovery mechanism after for HFN desync is to release and add the DRB (or Full configuration)
6) A single report of IP failure cannot be a guaranteed solution for recovery.  Repeated indication until recovery is needed to ensure that the real network gets this message (when the attack goes away) and take recovery action.
7) The other benefit of failure reporting mentioned was simply to inform the network for logging purpose (not protocol recovery).

