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Introduction
One objective for the agreed work item [1] is to specify optional encryption procedure for broadcast assistance data:

· Broadcasting of assistance data [RAN2, RAN3, SA3, SA2]
· Specify a new SIB to support signalling of positioning assistance information for A-GNSS, RTK and UE-based OTDOA assistance information. 
· Specify optional encryption procedure for broadcast assistance data, including mechanism for delivery of UE-specific encryption keys. 

In RAN2#98, it was agreed that encryption for broadcasting positioning related info shall be possible, and hence an LS [2] was sent to SA3 for requesting to develop a solution for this. There has been a response LS from SA3 [3] indicating couple of questions in respect of the required solution and in RAN2#100, an LS was sent to SA3 and SA2 [4,5] to provide additional information and respond to the two questions raised by SA3. SA2 has also discussed the potential key handling solutions and send a response LS to RAN2 while two solutions are still on the table [6]. SA3 has also discussed couple of solutions in their sent LS and require RAN2 feedback on benefits and drawbacks of each solution [7]. In this contribution, we try to explore the solutions in more detail and provide a response to SA2 and SA3 separately.
Discussion
There have been two options discussed in SA2 for ciphering key distribution to suitably subscribed UEs. The choice of which option to be chosen as the potential solution for the Rel.15 encryption procedure for broadcast assistance data has been postponed in SA2, in order to receive further feedback from RAN2. In Table 1, we try to bring the pros and cons of each of these solutions and later to choose one option in respect to its more preferred benefits. 
Table 1 summarizes the pros and cons of the two SA2 options from implementation, architecture, scalability and standardization impacts. 
Proposal 1	RAN2 shall communicate Table 1 in the LS to SA2 and provide this feedback based upon their request.



Table 1: Summarizing the pros and cons of the two options proposed for ciphering key distribution
	Solution
	Pros 
	Cons

	Option 1 Ciphering key data should be transferred from an E-SMLC to MMEs (e.g. using a new LCS-AP message) and then included as a new IE in an ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT message for delivery to suitably subscribed UEs. 
	- Less implementation effort
- Scalable in terms of massive deployment
	- More specification effort is required 
- Breaks how LCS related information and LPP content are handled in current Generic NAS transport messages 
- Complexity in handling the service at the MME

	Option 2 Ciphering keys are distributed using the EPC-MO-LR procedure. The MME verifies that the subscription data allows MO-LR for key request for the UE and sends a Location Request message to a suitable E-SMLC including an LPP message that includes a request for ciphering keys for the UE requested assistance data SIBs. The E-SMLC delivers the ciphering keys to the UE in LPP messages.
	- Natural choice from a NAS perspective.  
- No new message is needed on the SLs interface.
- Less specification effort is required
	- More implementation effort
- Scalability in terms of massive deployment



It is expected that in the future massive number of UEs would benefit from the broadcast assistance information and are registered with different subscription levels, hence it is important to standardize a solution in which the scalability of the procedure is maintained with massive number of subscribers. As the E-SMLC process for Option 2 is not that scalable, we recommend that Option 1 can be a preferable solution although it requires more specification effort and impacts the NAS transport message.
Proposal 2	RAN2 prefers Option 1 due to scalability benefits. 
[bookmark: _Hlk506364292]Proposal 3	RAN2 to send an LS to SA2 providing the above information [draft LS [8] is prepared]. 
SA3 has previously decided that the E-SMLC and UEs belonging to one subscription group share a symmetric key. According to SA3 LS, SA3 has considered two way-forwards on devising a solution.
· Re-use the security solution from OMA LPP-e as described in S3-173296
· Create a new solution based on the ideas presented in S3-173373

SA3 thinks both solutions can provide security to assistance data broadcast. They have requested RAN2 to provide a summary of the main issues and benefits with each solution and indicate their performance. As mentioned already for SA2 on having a more future-proof and scalable solution, we believe there is a need to define a new encryption solution in which the number of keys would not grow extensively in the system and for each device. Solution 1 intends to define separate keys for each octet string, while this provide a lot of flexibility in the system, it would increase the implementation complexity both at the network and for the devices. We provision that encryption of RTK broadcast information while is set optionally would be a service requiring subscription level in the network, and hence an efficient key encryption mechanism is required from RAN2 perspective. It is not RAN2 expertise to indicate that which algorithm for encryption is better, however we can just comment that the size of the key and the amount of signaling overhead required for the encryption procedure are two important parameters from RAN2 perspective in preferring one solution compared to another. 
SA3 Solution 1 intends to define separate keys for each octet string. This is a flexible solution, but increase the number of keys and the complexity at both network and devices.
SA3 Solution 2 intends to create a new solution based on subscription levels. This method may bound the encryption of some set of data in one subscription level but in return it is more efficient in terms of number of keys and how the keys would be handled at the E-SMLC and UEs.   
Proposal 4	RAN2 prefers to have an encryption solution which produces keys with smaller size and with a mechanism that requires less signaling overhead. 
Proposal 5	RAN2 shall prefer SA3 Solution 2 which is envisioned to be more efficient, future-proof and practically applicable at the network side while assuming massive number of UEs. 
While checking Solution 2 in more detail, there are certain parts which have been questioned. It has been already agreed in SA3 that a solution for ciphering broadcast data will use group keys for UEs within each subscription and that protection from attacks such as replay or tampering are not in scope. SA3 has also indicated that encryption scheme is supported for binary blobs (octet strings) with additional metadata which may facilitate the encryption and key selection. The meta data used for encryption and decryption can be represented at two levels: per broadcast level and per octet string level according to SA3 paper. 
As the content of the positioning broadcast assistance information is very extensive and the SIB for example contains many segments [9], therefore we assume it would be best if the meta data for encryption and decryption would be per each segment in the broadcast level. This has been already explained further in [9].
[bookmark: _Hlk506364874]Proposal 6	The meta data for encryption and decryption is preferred to be per each segment in the broadcast level.
In [10] two possibilities are provided for handling subscription levels:
1- Subscription hierarchy 
2- No connection between the subscription levels
While in RAN2 we believe that the network should be flexible to set the subscription levels based on its own preferences, however due to a large set of data we are considering here and also the consideration of so many overlaps in the data considered in different subscription levels, we believe that the subscription hierarchy solution requires less signaling and is a more efficient process, and while the key validity will always have expiration time based on the network operator’s setting, updating all the keys in the hierarchy seems to be manageable. A key hierarchy seems to be necessary to optimize key distribution and that RAN2 sees no difference in the solutions if this can be achieved in both.
Proposal 7	The subscription can be in hierarchical fashion to minimize the signaling overhead for handling encryption at both network and device.
The UE should also have the capability to request any data it couldn’t receive from the broadcast data in an LPP request to the E-SMLC and receive that information from E-SMLC in a unicast fashion. We believe it is possible to simplify the procedure here to three subscription levels: High, Medium and Low or as SA3 mentions Gold, Silver and Bronze [9,10].  The understanding is that high level subscribers also have access to all data of Medium & Low, and that Medium have access to all that of Low too.
[bookmark: _Hlk506377907]Proposal 8	The number of subscription levels can be limited to three: High, Medium and Low. The understanding is that high level subscribers also have access to all data of Medium & Low, and that Medium have access to all that of Low too.
It has been further noted in by SA3 [10] that “Note: It is assumed that only one octet string of each assistance data type and subscription level will be used per broadcast.” This may not be very feasible as the number of assistance data is quite high and it is very probable that a set of octet strings for multiple assistance data type would be sent in one broadcast for multiple subscription level. We assume the encryption and decryption for different subscription level would be per one by one octet string level.
It is very probable that a set of octet strings for multiple assistance data type would be sent in one broadcast.
Proposal 9	The encryption and decryption for different subscription level would be per one by one octet string level.
Binding the encryption to parameters such as the tracking area in which the broadcast is happening as mentioned by SA3 might be one practical approach.  Another comment mentioned by SA3 is that: 
Note: This implies that all octet strings of a specific subscription level must be accessible to the UE before the UE can use the location data. This might be an issue in case the segmentation of one octet string causes delayed access to another octet string. Another consideration could be to include one 32bit MAC for each octet string.
As there are a significant amount of assistance information to be broadcasted, having dependency of decrypting one octet string to another octet string may potentially fail the whole system to work properly, therefore in case the 32bit MAC option would avoid such issue we suggest having that alternative. 
Proposal 10	There should be no dependency between two separate octet strings in terms of reception and decryption.
There may be some confusion in understanding the notes from the SA3 LS, hence it is best that RAN2 provides all the above feedback to SA3 as a response LS. 
Proposal 11	RAN2 to send an LS to SA3 providing the above information [draft LS [11] is prepared].
Conclusion
Here is the list of observation and proposals for this contribution:
1. Table 1 summarizes the pros and cons of the two SA2 options from implementation, architecture, scalability and standardization impacts. 
1. SA3 Solution 1 intends to define separate keys for each octet string. This is a flexible solution, but increase the number of keys and the complexity at both network and devices.
1. SA3 Solution 2 intends to create a new solution based on subscription levels. This method may bound the encryption of some set of data in one subscription level but in return it is more efficient in terms of number of keys and how the keys would be handled at the E-SMLC and UEs.   
1. It is very probable that a set of octet strings for multiple assistance data type would be sent in one broadcast.
Proposal 1 	RAN2 shall communicate Table 1 in the LS to SA2 and provide this feedback based upon their request.
Proposal 2	RAN2 prefers Option 1 due to scalability benefits. 
Proposal 3	RAN2 to send an LS to SA2 providing the above information [draft LS [8] is prepared]. 
Proposal 4	RAN2 prefers to have an encryption solution which produces keys with smaller size and with a mechanism that requires less signaling overhead. 
Proposal 5	RAN2 shall prefer SA3 Solution 2 which is envisioned to be more efficient, future-proof and practically applicable at the network side while assuming massive number of UEs. 
Proposal 6	The meta data for encryption and decryption is preferred to be per each segment in the broadcast level.
Proposal 7	The subscription can be in hierarchical fashion to minimize the signaling overhead for handling encryption at both network and device.
Proposal 8	The number of subscription levels can be limited to three: High, Medium and Low. The understanding is that high level subscribers also have access to all data of Medium & Low, and that Medium have access to all that of Low too.
Proposal 9	The encryption and decryption for different subscription level would be per one by one octet string level.
Proposal 10	There should be no dependency between two separate octet strings in terms of reception and decryption.
Proposal 11	RAN2 to send an LS to SA3 providing the above information [draft LS [11] is prepared].
References
RP-171508, WID Update: UE Positioning Accuracy Enhancements for LTE.
R2-1704748, “LS on encrypting broadcasted positioning data”, RAN2.
[bookmark: OLE_LINK1]S3-172134, “Reply LS on encrypting broadcasted positioning data”, SA3.
R2-1712030, “LS on provisioning of positioning assistance data via LPPa for broadcast”, RAN2.
R2-1712031, “LS on encrypting broadcasted positioning data”, RAN2.
S2-179617, “Response to LS on encrypting broadcasted positioning data and LS on provisioning of positioning assistance data via LPPa for broadcast, SA2.
S3-173439, “Reply LS on encrypting broadcasted positioning data”, SA3.
R2-1803454, “draft reply LS to SA2 on encryption of broadcast positioning information”, Ericsson.
R2-1803029, “Discussion on SIB design for broadcast of RTK assistance data”, Ericsson.
S3-173373, “Discussion on details for encryption of LTE positioning broadcast”, SA3.
R2-1803448, “draft reply LS to SA3 on encryption of broadcast positioning information”, Ericsson.




