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1. Overall Description:

RAN2 thanks SA3 for their response LS on "encrypting broadcasted positioning data". 

RAN2 discussed the two solutions considered by SA3 for encrypting broadcasted positioning data and would like to provide the following feedback to SA3:

· Solution 1 (re-use OMA LPPe solution as described in S3-173296) provides most flexibility for an operator and is a rather complete proposal (incl. Stage 2 and Stage 3 aspects (ASN.1)).  It is based on OMA LPPe, which has been developed for the specific use case of broadcast assistance data.
· If ciphering keys/subscription levels are not connected in a key hierarchy, maximum flexibility is provided to an operator in defining its own desired subscription levels. If a key hierarchy is used, the subscription levels would be hard-coded in the specification, which may also put some constraints in adding new assistance data/positioning methods in the future.

· A key hierarchy may also conflict with the preferences of a user or the capabilities of a UE, since it assumes that a subscription for assistance data at a higher level (which may be charged at a higher rate) will automatically subscribe to assistance data at a lower level even when the UE cannot support some of this data or the UE is not running applications or providing service that need this data, which may cause charging problems.
· Specifying a key hierarchy seems likely to increase the complexity of standardization and implementation (e.g. by requiring more advise and input from SA3 and by adding more impacts to the network and UE).
Therefore, RAN2 prefers to reuse the OMA LPPe solution for ciphering broadcasted positioning assistance data. Since SA3 thinks that this solution can provide security to assistance data broadcast, and since both, Stage 2 and Stage 3 aspects are available from OMA LPPe, RAN2 agreed to define the solution in RAN2 owned specifications. 
2. Actions:

To SA3 group
ACTION: 
RAN2 asks SA3 to take the above information into account, and requests SA3 to inform RAN2 in case SA3 sees any issues with the RAN2 agreed way forward.
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