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1 Introduction
In RAN2#100 meeting, it was agreed that:

Agreements

1: 
The legacy LTE SMC procedure (possibly with extensions to SMC message) is reused to activate initial AS security for the UE accessing 5GC via E-UTRA connected to 5GC.

FFS: Whether the SMC message indicates security algorithm ID using existing LTE code points or new 5G code points(i.e. neaX and niaX algorithms).

2
UE reconfigures to NR PDCP before the SMC is received

FFS Whether the reconfiguration to NR PDCP is performed via an explicit or implicit reconfiguration for SRB1 before SMC.
3
The UE is configured with NR PDCP for SRB2 when SRB2 is established.

In this paper, we discuss the remaining issues above.
2 Discussion
Security algorithm code points
SA3 has agreed to define new NR algorithms for encryption (NEA0, 128-NEA1, 128-NEA2, 128-NEA3) and integrity protection (128-NIA1, 128-NIA2, 128-NIA3). Alough these algorithms are identical to the existing LTE algorithms called 128-EEA1, 128-EIA1 etc. (It can be seen  in Annex D of [1]).

Also, in RAN2#100 meeting, it was agreed that:
NR RRC should use the NR namespace (e.g. nia1, nea1) for configuring the security algorithms for all radio bearers configured with NR PDCP.

Therefore, for LTE connectivity to 5GC, it is proposed to use NR code points for security algorithm, since SMC is executed after reconfiguration to NR PDCP, which is in accordance with EN-DC or NR SA.
Proposal 1: SMC message should use NR code points to indicate security algorithm ID.
PDCP reconfiguration
Since it was agreed that UE reconfigures to NR PDCP before the SMC is received，there two available options to reconfiguration NR PDCP before SMC: Reconfiguration with explicit indication or implicit indication. Following table shows the comparison results.

Table 1

	
	Reconfiguration with explicit indication
	Reconfiguration with implicit indication

	Safety
	The reconfiguration message is unprotected, while in 36.331, only messages related to measurement can be sent without protection.
	No safety problem, since no reconfiguration message is sent before SMC.

	Reconfiguration Parameters 
	Network can configure the UE with more than default parameters and can also renew the default parameters.
	Only default parameters can be used before SMC. But if network wants to change the default parameters, it can be realised in the following reconfiguration message after SMC.

	Affect to SMC execution
	Based on the current agreements, SMC is executed after PDCP reconfiguration. Thererfore, if the network delay the PDCP reconfiguration, SMC is also delayed, which may effect to the other action.
	Since PDCP reconfiguration is executed immediately after Msg 5 was sent by UE itself, SMC can be done as soon as possible. 


Based on the comparison above, it is proposed to use an implicit indication to perform the PDCP reconfiguration to NR before SMC. It is a safer and quicker way with less effect on the execution of the other action.  Figure 1 shows the flow path as described in [2].
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Figure 1
Proposal 2: the reconfiguration to NR PDCP should be performed via an implicit reconfiguration for SRB1 before SMC.
To perform the implicit reconfiguration, basic parameters needed may be sent in RRCConnectionSetup message, similar to PDCP configuration for SRB establishment. If this way is used, UE should distinguish when to use the two different PDCP configuration (LTE and NR).
Proposal 3: RRCConnectionSetup message (Msg 4) can be used to send parameters for implicit PDCP reconfiguration.
3 Conclusions 
In this paper, we discuss the remaining issues related to SMC, and we proposed:
Proposal 1: SMC message should use NR code points to indicate security algorithm ID.
Proposal 2: the reconfiguration to NR PDCP should be performed via an implicit reconfiguration for SRB1 before SMC.
Proposal 3: RRCConnectionSetup message (Msg 4) can be used to send parameters for implicit PDCP reconfiguration.
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