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Discussion and decision
1 Introduction

In last meeting RAN2 discussed security related issues, two issues were left:

Issue 1: FFS: Whether the SMC message indicates security algorithm ID using existing LTE code points or new 5G code points(i.e. neaX and niaX algorithms).
Issue 2: whether Integrity Protection for User Plane should be supported or not.

RAN2 also sent LS to SA3 for further confirmation. We received SA3 replied LS in [6]. 
In this contribution, we discuss open issues and taking into account SA3 progress and the NR discussion.
2 Discussion
Issue 1: FFS: Whether the SMC message indicates security algorithm ID using existing LTE code points or new 5G code points(i.e. neaX and niaX algorithms).

In [6], SA3 clarified as:

Question 3:  Can SA3 clarify if legacy LTE security algorithms (i.e. SNOW 3G, AES, ZUC, Null Integrity/Ciphering) are supported in the AS layer for LTE eNBs serving UEs attached to 5GC or EPC independent of PDCP version for SRBs and DRBs (i.e LTE PDCP & NR PDCP)?

SA3 assumes that LTE RRC and NR RRC will use their own namespaces for algorithms. SA3 is not planning to introduce NR algorithm identifiers to LTE RRC or LTE algorithm identifiers to NR RRC. LTE eNB attached to 5GC or EPC could use the LTE algorithms independent of the PDCP versions. However, SA3 has not yet analysed the issue in detail. Note that the NR and LTE algorithms are identical in phase 1. 

However, the problem is that the UE security capability is contained/transferred via NAS. For eLTE UE, NR algorithm identifiers will added in 5G NAS for eLTE UE, and the eLTE eNB will get UE security capability based on NR algorithm identifiers. 

It will be strange, UE NAS layer uses NR algorithm identifiers, but RRC layer uses LTE algorithm identifiers, 

To our understanding:

Option 1: To use existing code pointer to indicate 5G security algorithm (if the algorithm is same although the name is different) could save some spaces for further extension. But the eLTE eNB still needs to do the mapping between NR algorithm identifiers, and UE also needs to do the mapping. 
Option 2: extending security algorithm field to indicate NR security algorithm identifiers in rel-15 will waste the code point, but both the UE and the eLTE eNB do not need to do the mapping work. 

We prefer option 2 since extending signalling to indicate new algorithm is straight way, and much clear.

Proposal 1.  Extending RRC signalling to support 5G algorithm, no matter whether the real algorithm is same as LTE or not;
Another question is for dual mode UE (eLTE/NR), whether support of 5G security algorithm could be different? As confirmed by SA3 [6], “SA3 agreement is that LTE and NR security algorithms can evolve independently, and new algorithms can be added to LTE or NR or both of them after phase 1.” Looks like from security evolution perspective, the supported security algorithm may be different. From UE perspective, we cannot guarantee the release of eLTE side is always same as NR side for the same UE. 
Observation 1: for dual mode UE (eLTE/NR), the support of 5G security algorithm could be different between eLTE side and NR side.

From NAS perspective, so far they did not distinguish eLTE and NR. The supported 5G security algorithm for eLTE and NR will be indicated together as 5G security algorithm. There will be problem if the supported 5G security algorithm for eLTE and NR is different. One way could be that the UE indicates 5G security capability of eLTE when camp on eLTE cell, and indicates 5G security capability of NR when camp on NR cell. But there is scenario that eLTE cell and NR cell connect to the same 5GC, and maybe under the same TAI. For this scenario, if the UE moves to another type of RAT (e.g. from eLTE to NR), there will be no additional signalling, and the stored security capability in 5GC becomes incorrect. 

To solve this problem, the simple way is to have different security capability in NAS, one for eLTE, another for NR. But it should be decided in CT1.

Proposal 2. Send LS to CT1 to inform them about the need to distinguish 5G security capability between eLTE and NR. 
In addition, as captured in [2], for 5G:
· The UE shall support integrity protection of user data between the UE and the gNB.

· Integrity protection of the user data between the UE and the gNB is optional to use. 

However according to the LS from SA3 [3], SA3 leave the choice to RAN2 on whether eLTE should support integrity protection for DRB, i.e. the requirement is mandatory only for gNB.
In option 7, Master node is an eLTE eNB and Secondary node is a gNB. DRBs on NR support integrity protection, but DRBs on eLTE eNB are currently not required to support integrity protection. . SA3 assumes that in future eLTE eNB supports the N2 interface allowing an indication   to activate the integrity protection for all DRBs. Thus, if RAN2 decides to add support for integrity protection for DRBs on eLTE eNB, the same behaviour as in NR can be specified for eLTE DRBs.
In [4], the concern was raised that IP protection for every packet will impact both UE and system performance, and lead additional complexity. RAN2 sent LS [5] to indicate that “, RAN2 sees a need to limit the use-cases of the user plan integrity protection only for DRB, whose traffic is of low data rate (such as IoT application but not for eMBB).”.
In [6], SA3 clarified that
Question 7: Can SA3 confirm that RAN 2 can adopt Integrity Protection for User Plane as an optional feature for both eNB connected to 5GC and UE?

SA3 is not planning to update the LTE protocols to support negotiation and use of integrity protection for user plane. However, if RAN2 adopts corresponding NR protocols to LTE eNB, the feature can be optionally activated based on the UE capabilities in the same way as NR.

To support IP protection in RAN2 for eLTE will require the support from both eLTE UE and eLTE eNB. 

Considering:

· SA3 does not require eLTE to support integrity protection for DRB;
· Support integrity protection on DRB will impact UE and network performance;
· Support integrity protection  for DRB needs addition work in both standards and implementation
We do not see the need to support data integrity protection for E-UTRA connected to 5GC in rel-15.
Proposal 3. Do not support data integrity protection for E-UTRA connected to 5GC in rel-15.  
Proposal 4. A LS to SA3 and CT1 is needed to inform them about RAN2 agreements.
3 Conclusion

Based on the discussion, we have the following proposals:
Proposal 1. Extending RRC signalling to support 5G algorithm, no matter whether the real algorithm is same as LTE or not;
Observation 1: for dual mode UE (eLTE/NR), the support of 5G security algorithm could be different between eLTE side and NR side.

Proposal 2. Send LS to CT1 to inform them about the need to distinguish 5G security capability between eLTE and NR. 
Proposal 3. Do not support data integrity protection for E-UTRA connected to 5GC in rel-15.  
Proposal 4. A LS to SA3 and CT1 is needed to inform them about RAN2 agreement.     
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