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Discussion and decision
1 Introduction

RAN3 sent LS [1] to RAN2, asking whether RAN2 foresees the need to support the scenario of periodic RNA update at a new gNB without anchor gNB relocation. 

In this contribution we analyse the scenario and provide our view.
2 Discussion 
As mentioned in [1], the assumption in RAN3 is
In RAN3’s opinion, support of such scenario would require the gNB receiving the UE periodic RNA update RRC message to send the UE back to RRC_INACTIVE in such a way, that the UE, when resuming the next time from RRC_INACTIVE, would act as if it would have been suspended by the anchor gNB.
From UE perspective, whether anchor gNB is changed or not for periodic RNAU should be transparent to the UE.
Observation 1: We do not expect the additional change on UE to support Periodic RNAU without anchor gNB relocation;
Only the following transition related signalling was agreed in RAN2, 
A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).

2
INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).

3
A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)

In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1. 
RAN2 only agreed that “A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).”. But the use case for this SRB0 is to allow the network to possibly send REJECT message (with wait timer) without being mandated to fetch the context.
Therefore for the scenario mentioned in RAN3 LS, the network has verify the UE context in anchor node, we should treat it as “RAN is successful in retrieving and verifying the UE context”, then the MSG 4 should be integrity protected and sent on SRB1.  That is, it is not a REJECT message and hence cannot be sent over SRB0 as per RAN2 agreement;
Observation 2: MSG4 shall be integrity protected and sent on SRB1 for the scenario mentioned in RAN3 LS;

The need of the scenario:
Motivation: the motivation could be that path switch can be avoided if anchor gNB is not changed. But from Xn interface perspective, the signaling cannot be avoided since verification of the UE is still needed.

However, we have some concerns on the benefits:

· Point 1: periodic RNAU is not so frequent. The main purpose of periodic TAU is to avoid attempting to page UEs that are out of coverage or powered down, and thus save paging message overhead. Normally the default value should be hour level. From RAN perspective, the purpose of periodic RNAU is same, and the default value should be similar, i.e. hour level.  

· Point 2: CU-DU is used in RAN3, and will be finished in Rel-15. Since one CU will manage many DU, the need to perform path switch is can be reduced by deployment.

Observation 3: The need to support periodic RNAU without anchor gNB relocation is negligible;

The potential impact:
So far, quite many solutions are available for the security framework for the resume procedure, in summary:

· Option 1:NCC based solution (NCC may be provided before the procedure or during the procedure)

For NCC based solution, the NCC shall be used for the resume procedure, and for next time, another NCC should be used. The RAN should get NCC from the CN. That means even if the anchor node is not changed, path switch kind of signaling with CN still cannot be avoided. 
· Option 2: LTE HO or reestablishment based solution, Horizontal key derivation from old KgNB or NCC based solution

If horizontal key derivation is used, the current node should derive the KgNB as LTE reestablishment or HO procedure. 
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To support integrity protection for msg 4 for this scenario, the problem for this option is that:

· 1 the UE performs RNAU, and derives the KgNB 1 for current node based on the key used in anchor node;

2 if NCC is not changed, for next time “current” KeNB 1 will be used to derive the key used for the node in which the UE triggers the RNAU;

That means, the anchor node should always maintain the key used by the UE in different node if anchor node is not changed. In addition, anchor node has to forward UE context to current node in order to let “current ”node to derive the key/algorithm based on UE context (anchor has to forward it to current node) but after resume UE context has to be removed from current node, and has to be forwarded to anchor node again .
Considering less gain but many potential issues to support the scenario, we suggest to not support it. 
Proposal 1. Reply RAN3, RAN2 does not see the need to support periodic RNAU without anchor gNB relocation. RAN2 foresees the additional complexity from security perspective.
3 Conclusion

In this contribution, we analyse whether periodic RNAU without anchor gNB relocation should be supported, and have following observations and proposal:

Proposal 1. Reply RAN3, RAN2 does not see the need to support periodic RNAU without anchor gNB relocation. RAN2 foresees the additional complexity from security perspective 
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