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Introduction
This contribution is a revision of R2-1800318 [1].
At the SA1#80 meeting, a CR [4] on requirements for unified access control for 5G to TS 22.261 [5] was agreed and SA1 sent a reply LS [3] to RAN2 to take the provided information into account. 
This contribution discusses, in light of the access categories as per the latest SA1 stage-1 requirements on access control, whether additional access categories would be needed for RRC-initiated access attempts in RRC_IDLE and RRC_INACTIVE states. Also NAS initiated access attempts when the UE is in RRC_INACTIVE state, as defined by CT1 in their LS in [6], are discussed in this contribution.
[bookmark: _Ref178064866]Discussion
Stage-1 Requirements on Access Categories
As per the stage-1 requirements in [4], it is stated which access categories that shall be supported:
[bookmark: _Ref501459532]Table 1 Access Categories, from [4]
	Access Category number
	Conditions related to UE
	Type of access attempt

	0
	All
	MO signalling resulting from paging

	1 (NOTE 1)
	UE is configured for delay tolerant service and subject to access control for Access Category 1, which is judged based on relation of UE’s HPLMN and the selected PLMN.
	All except for Emergency

	2
	All
	Emergency

	3
	All except for the conditions in Access Category 1.
	MO signalling resulting from other than paging

	4
	All except for the conditions in Access Category 1.
	MMTEL voice

	5
	All except for the conditions in Access Category 1.
	MMTEL video

	6
	All except for the conditions in Access Category 1.
	SMS

	7
	All except for the conditions in Access Category 1.
	MO data that do not belong to any other Access Categories

	8-31
	
	Reserved standardized Access Categories

	32-63 (NOTE 2)
	All
	Based on operator classification

	NOTE 1:	The barring parameter for Access Category 1 is accompanied with information that define whether Access Category applies to UEs within one of the following categories:
a) UEs that are configured for delay tolerant service;
b) UEs that are configured for delay tolerant service and are neither in their HPLMN nor in a PLMN that is equivalent to it;
c) UEs that are configured for delay tolerant service and are neither in the PLMN listed as most preferred PLMN of the country where the UE is roaming in the operator-defined PLMN selector list on the SIM/USIM, nor in their HPLMN nor in a PLMN that is equivalent to their HPLMN.
NOTE 2:	When there are an Access Category based on operator classification and a standardized Access Category to both of which an access attempt can be categorized, and the standardized Access Category is neither 0 nor 2, the UE applies the Access Category based on operator classification. When there are an Access Category based on operator classification and a standardized Access Category to both of which an access attempt can be categorized, and the standardized Access Category is 0 or 2, the UE applies the standardized Access Category.



When inspecting the defined access categories in Table 1, it is quite clear that most, if not all, access attempts would be identified by NAS or upper layers. We observe:
1. [bookmark: _Toc503451138][bookmark: _Toc503450989][bookmark: _Toc503438894][bookmark: _Toc503438879][bookmark: _Toc503307086][bookmark: _Toc498592645][bookmark: _Toc494374508][bookmark: _Toc494365770][bookmark: _Toc494353785][bookmark: _Toc494352967][bookmark: _Toc494352561][bookmark: _Toc494287020][bookmark: _Toc494195667][bookmark: _Toc506193712][bookmark: _Toc506212130][bookmark: _Toc506472163][bookmark: _Toc506480966][bookmark: _Toc506481061]The majority, if not all, of the currently defined access attempts would be identified by NAS or upper layers.
Based on the requirements, CT1 typically needs to specify the access attempts which are identified by NAS, i.e. which NAS procedure / event that should apply access control and which access category that is applied. This has been discussed by CT1 and has been defined in their CR to TS 24.890 in [6].
Nevertheless, RAN2 needs also a corresponding analysis and define which access attempts (if any) that are identified by the RRC layer, and thus are subject to access control/barring check. Further, for each of those access attempts, RAN2 needs to specify which access category that would be used. This would possibly result in the need for more access categories than the ones that are currently defined.
It is also important to avoid double barring - any “access attempt” identified by RRC should not coincide with an access attempt already authorized in NAS layer or above. 
We propose:
1. [bookmark: _Toc503451129][bookmark: _Toc503450993][bookmark: _Toc503438884][bookmark: _Toc503307090][bookmark: _Toc498592648][bookmark: _Toc498432308][bookmark: _Toc494374562][bookmark: _Toc494374513][bookmark: _Toc494365757][bookmark: _Toc494365493][bookmark: _Toc494353788][bookmark: _Toc494352970][bookmark: _Toc494352639][bookmark: _Toc494352564][bookmark: _Toc494287024][bookmark: _Toc494195670][bookmark: _Toc506193718][bookmark: _Toc506212133][bookmark: _Toc506472166][bookmark: _Toc506480969][bookmark: _Toc506481064]RAN2 should define which events that are identified by RRC layer that are defined as access attempts (if any), and thus are subject to access control/barring check.
1. [bookmark: _Toc503451130][bookmark: _Toc503450994][bookmark: _Toc503438886][bookmark: _Toc503307092][bookmark: _Toc498592650][bookmark: _Toc498432310][bookmark: _Toc494374564][bookmark: _Toc494374515][bookmark: _Toc494365759][bookmark: _Toc494365495][bookmark: _Toc494353790][bookmark: _Toc494352972][bookmark: _Toc494352641][bookmark: _Toc494352566][bookmark: _Toc494287026][bookmark: _Toc494195672][bookmark: _Toc506193719][bookmark: _Toc506212134][bookmark: _Toc506472167][bookmark: _Toc506480970][bookmark: _Toc506481065]For each access attempt identified by RRC, RAN2 should specify which (existing or new) access category that would be used.
1. [bookmark: _Toc503451131][bookmark: _Toc503450995][bookmark: _Toc503438887][bookmark: _Toc503307093][bookmark: _Toc498592651][bookmark: _Toc498432311][bookmark: _Toc494374565][bookmark: _Toc494374516][bookmark: _Toc494365760][bookmark: _Toc494365496][bookmark: _Toc494353791][bookmark: _Toc494352973][bookmark: _Toc494352642][bookmark: _Toc494352567][bookmark: _Toc494287027][bookmark: _Toc506193720][bookmark: _Toc506212135][bookmark: _Toc506472168][bookmark: _Toc506480971][bookmark: _Toc506481066]When defining any RRC access attempts applicable for access control, “double barring” should be avoided - any access attempt identified by RRC should not coincide with an access attempt already authorized in NAS layer or above.
In the rest of this contribution we discuss this further.
Do we need access control for RRC-initiated MO signalling?
From Table 1 we note that access category 3 is used for an access attempt of type “MO signalling” (except when overruled by access category 1). In our view, an example of an access attempt that would typically use access category 3 is a NAS MO procedure, such as a 5GMM Registration procedure.  We observe:
1. [bookmark: _Toc503451139][bookmark: _Toc503450990][bookmark: _Toc503438895][bookmark: _Toc503438880][bookmark: _Toc503307087][bookmark: _Toc498592646][bookmark: _Toc494374509][bookmark: _Toc494365771][bookmark: _Toc494353786][bookmark: _Toc494352968][bookmark: _Toc494352562][bookmark: _Toc494287021][bookmark: _Toc494195668][bookmark: _Toc494098718][bookmark: _Toc493667380][bookmark: _Toc493584598][bookmark: _Toc493065155][bookmark: _Toc506193713][bookmark: _Toc506212131][bookmark: _Toc506472164][bookmark: _Toc506480967][bookmark: _Toc506481062]As per current SA1 requirements, all access attempts caused by mobile originating signalling share the same standardized access category.
Apart from the NAS MO signalling procedures, we also have RRC procedures that are initiated from within the RRC layer in the UE, for example the RRC Resume procedure in RRC_INACTIVE which may be triggered by, for example, a RAN area update. Another example is the on-demand SI request procedure, which is applicable both in RRC_IDLE and RRC_INACTIVE states. When studying the stage-1 requirements, it is not entirely clear whether the existence of access category 3 “MO signalling” implies that a given RRC MO signalling procedure, such as e.g. Resume or On-demand SI request should apply access control and with this access category.
In general, we need to remind ourselves that access control is designed as a “last resort” to prevent UEs from (re-)accessing the system when “softer” tools such as scheduling, RA back-off, release and reject fail to ensure stable system operation. Keeping this in mind, when discussing the need for access control for the RRC-initiated MO signalling procedures, we think that there are two main alternative ways forward:
· Alternative 1: apply access control on ALL RRC-initiated MO procedures, using some access category (a new category or the existing category 3). This would probably be an efficient way of reducing the signalling load. A drawback is that the granularity is very rough and it may have side-effects, e.g. we need to define the UE behaviour when a given MO procedure cannot be initiated (and RAN would need to cope with this as well). So this typically results in many abnormal cases to specify (e.g. UE enters RRC_IDLE autonomously?). This alternative may also cause “double barring”.
· Alternative 2: we instead define to use access control in those cases, to be used as a “last resort”, when there is no other efficient way to reduce the load, for example load from UEs in RRC_INACTIVE (e.g. RAN area update or other triggers of RRC Resume), and when NAS would not have the possibility to apply access control (thus avoiding “double barring”). In this example, access control would e.g. typically not be applied on procedures in RRC_CONNECTED, since release of UEs in RRC_CONNECTED would typically be performed by RAN before access barring is triggered because of RAN overload.
We prefer to go with alternative 2; to specify access control on selected cases, where it has the most effect, while avoiding “double barring”. We should also define the UE behaviour when access is barred, as part of those procedures that are affected. RRC-initiated events in RRC_INACTIVE and RRC_IDLE states are discussed in the following sections. RRC-initiated events in RRC_CONNECTED is discussed in [2].

RRC-initiated events in RRC_INACTIVE
There is a UE-initiated RRC procedure that is specific to the RRC_INACTIVE state, namely the RRC resume procedure. The UE may trigger a RRC resume request in at least the following cases:
· RAN area update
· Response to RAN paging
· MO data
· MO NAS signalling
We need to consider whether those cases should be subject to access control and which access category they should fall into. Also, in some of these cases NAS applies the access control.

RRC Resume Request triggered by RAN area update
Assuming an overload situation and RAN applies access barring for the access category used for “MO signalling”. This will reduce load from e.g. tracking area updates. Since a large population of the UEs however will likely be in RRC_INACTIVE state, it should be possible to apply barring also for RAN area updates. At RAN2#98, the following agreement was made:
	Connection resume message will include information that can at least indicate RAN area update. Inclusion of information to enable access control is not precluded.



The UE behaviour when it cannot perform RAN area update due to being blocked by the access barring check needs to be specified – the most straigthforward would be that the UE enters RRC_IDLE.
A UE in RRC_INACTIVE has already passed at least one barring check when entering from RRC_IDLE (using a access category determined by the event triggered setting up the connection). One may argue that the UEs already admitted into the system would need to be prioritized in front of RRC_IDLE UEs. Therefore it makes sense to use a access category different from “MO signalling” for the RAN area update procedure. As the RAN area update procedure cannot be detected as an access attempt by NAS there is no risk for “double barring” in this case.
We propose:
1. [bookmark: _Toc503451132][bookmark: _Toc503450996][bookmark: _Toc503438888][bookmark: _Toc503307094][bookmark: _Toc498592652][bookmark: _Toc498432312][bookmark: _Toc494374566][bookmark: _Toc494374517][bookmark: _Toc494365761][bookmark: _Toc494365497][bookmark: _Toc494353792][bookmark: _Toc494352974][bookmark: _Toc494352643][bookmark: _Toc494352568][bookmark: _Toc494287028][bookmark: _Toc494195673][bookmark: _Toc494098721][bookmark: _Toc493667384][bookmark: _Toc493584601][bookmark: _Toc506193721][bookmark: _Toc506212136][bookmark: _Toc506472169][bookmark: _Toc506480972][bookmark: _Toc506481067]RRC Resume Request triggered by RAN area update should apply access control, using a new access category, different from “MO signalling”.

RRC Resume Request triggered by Response to RAN paging
As per SA1 requirements, response to paging uses access category 0 which is never blocked. This makes sense, since in case of network overload the paging message should not have been sent in the first place. The same principle should apply also for RAN paging, i.e. response to RAN paging should never be blocked. Therefore, we think that the access control model could accommodate also RAN paging response and it can be mapped on access category 0 as well.
1. [bookmark: _Toc503451133][bookmark: _Toc503450997][bookmark: _Toc503438889][bookmark: _Toc503307095][bookmark: _Toc498592653][bookmark: _Toc498432313][bookmark: _Toc494374567][bookmark: _Toc494374518][bookmark: _Toc494365762][bookmark: _Toc494365498][bookmark: _Toc494353793][bookmark: _Toc494352975][bookmark: _Toc494352644][bookmark: _Toc494352569][bookmark: _Toc494287029][bookmark: _Toc494195674][bookmark: _Toc494098722][bookmark: _Toc493667385][bookmark: _Toc493584603][bookmark: _Toc506193722][bookmark: _Toc506212137][bookmark: _Toc506472170][bookmark: _Toc506480973][bookmark: _Toc506481068]RRC Resume Request triggered by Response to RAN paging should apply access control with access category 0 (MO signalling resulting from paging).

RRC Resume Request triggered by MO data
For this case we assume that the UE has established PDU sessions and IP flows and needs to transmit data on any of those existing flows when it is in RRC_INACTIVE. 
In case of severe overload, the load caused by Resume requests triggered by uplink data cannot be neglected. Moreover, a large portion of the UEs typically are in RRC_INACTIVE, where they may remain for a long time, and this case should thus be compared with the corresponding access attempt in RRC_IDLE. We therefore think that all events leading to a transition from RRC_INACTIVE to RRC_CONNECTED should be subject to access control check. There is thus a need for access control for the case of RRC resume request triggered by MO data. 
Since the information needed to map the access attempt to a correct access category is available in the NAS, the corresponding access control should be initiated by NAS. However, it is not clear whether all events initiated by NAS, or higher layer, that lead to a transition to RRC_CONNECTED are subject to access control per the CR to 24.890 in [6]. We would therefore need to confirm with CT1 that all such events, triggered by a layer above the AS layer, will be subject to access control. As the access category applicable for the session for which the MO data belongs to would typically be used, we have however not identified the need for any additional access categories for this case.
1. [bookmark: _Toc494287031][bookmark: _Toc494195675][bookmark: _Toc494098723][bookmark: _Toc493667386][bookmark: _Toc503451135][bookmark: _Toc503450999][bookmark: _Toc503438891][bookmark: _Toc503307097][bookmark: _Toc498592655][bookmark: _Toc498432315][bookmark: _Toc494374569][bookmark: _Toc494374520][bookmark: _Toc494365764][bookmark: _Toc494365500][bookmark: _Toc494353795][bookmark: _Toc494352977][bookmark: _Toc494352646][bookmark: _Toc494352571][bookmark: _Toc506193724][bookmark: _Toc506212139][bookmark: _Toc506472172][bookmark: _Toc506480974][bookmark: _Toc506481069][bookmark: _Hlk503307085]Access control should be performed for all events that lead to a transition from RRC_INACTIVE to RRC_CONNECTED, including MO data. For events triggered by NAS or higher layer this needs to be confirmed by CT1.
1. [bookmark: _Toc506193725][bookmark: _Toc506212140][bookmark: _Toc506472173][bookmark: _Toc506480975][bookmark: _Toc506481070]Send an LS to CT1 to get their confirmation that all events triggered by NAS, or higher layer, which lead to a transition from RRC_INACTIVE to RRC_CONNECTED are subject to access control.
In [7] we provide a draft LS to CT1.
An alternative solution that has been raised is to release UEs in order to get them to RRC_IDLE state, where they then implicitly would be subject to access control. This would however require additional signalling over the radio interface in order to release the UEs, and it is thus not considered a desirable solution. In addition, the information needed to differentiate the different users and services is typically not available in the RAN.

RRC resume request triggered by MO NAS signalling
Also for this case should access control be performed. We assume that the access attempt is identified by NAS and a barring check (with help of RRC) has already been performed when NAS requests RRC to send an uplink NAS message. RRC should therefore not perform another barring check since that would cause “double barring”. We observe:
1. [bookmark: _Toc503451140][bookmark: _Toc503450991][bookmark: _Toc503438896][bookmark: _Toc503438881][bookmark: _Toc503307088][bookmark: _Toc498592647][bookmark: _Toc494374510][bookmark: _Toc494365772][bookmark: _Toc494353787][bookmark: _Toc494352969][bookmark: _Toc494352563][bookmark: _Toc494287022][bookmark: _Toc494195669][bookmark: _Toc494098719][bookmark: _Toc493667381][bookmark: _Toc506193714][bookmark: _Toc506212132][bookmark: _Toc506472165][bookmark: _Toc506480968][bookmark: _Toc506481063]For RRC resume request triggered by MO NAS signalling, access control should be performed by NAS.

On-demand SI request procedure in RRC_IDLE and RRC_INACTIVE
The on-demand SI request is performed by a UE in order to request System Information messages that it needs to acquire. The same procedures have been agreed for RRC_IDLE and RRC_INACTIVE states, where the requests are either sent using an Msg1 based approach or an Msg3 based approach. In the Msg1 based approach the UEs send a predefined PRACH preamble in a predefined PRACH resource, whereas in the Msg3 based approach each UE performs a normal RACH procedure but where Msg3 is an RRC SI request message. In neither of the cases will the requesting UE however enter RRC_CONNECTED as a result of the RACH procedure.
In certain cases the load due to on-demand SI requests may become large, e.g. if there are many UEs entering a cell at the same time or if there is an update of a SIB, which is included in an SI message that is only provided on-demand. The network however has the choice to broadcast the affected SI message(s), e.g. if there is an update of a SIB, the corresponding SI message can be set as “periodically broadcasted” for some time. That way, on-demand requests for that SI message will be avoided.
However, in case also the load on the downlink needs to be restricted it would be desirable to avoid periodic broadcast of the other SI. It can then however be considered that it is the Msg3 based on-demand SI request procedure that would cause high load. The Msg1 based on-demand SI request procedure is based on that all UEs transmit the same predefined PRACH preamble(s) in the same PRACH resource(s) and the caused load can thus be kept quite limited. An option is thus that the network configures that the Msg1-based approach is used for on-demand SI requests. We therefore currently do not see any need for access control for on-demand SI requests. We thus propose:
1. [bookmark: _Toc503451136][bookmark: _Toc503451000][bookmark: _Toc503438892][bookmark: _Toc503307098][bookmark: _Toc506193726][bookmark: _Toc506212141][bookmark: _Toc506472174][bookmark: _Toc506480976][bookmark: _Toc506481071]No Access control (barring check) is performed for the On-demand SI request procedure.

Summary
We have identified at least some cases where RRC-initiated access attempts in at least RRC_INACTIVE would benefit from access control. We think that it is enough to have one additional access category “MO RRC Signalling”.  RAN2 should specify which cases that will apply access control using this access category, and depending on need more cases can be added also in the future.
We propose:
1. [bookmark: _Toc503451137][bookmark: _Toc503451001][bookmark: _Toc503438893][bookmark: _Toc503307099][bookmark: _Toc498592658][bookmark: _Toc498432318][bookmark: _Toc494374572][bookmark: _Toc494374523][bookmark: _Toc494365767][bookmark: _Toc494365503][bookmark: _Toc494353798][bookmark: _Toc494352980][bookmark: _Toc494352649][bookmark: _Toc494352574][bookmark: _Toc494287033][bookmark: _Toc494195677][bookmark: _Toc494098724][bookmark: _Toc493667387][bookmark: _Toc493584602][bookmark: _Toc493065158][bookmark: _Toc347824246][bookmark: _Toc347824073][bookmark: _Toc347823621][bookmark: _Toc506193727][bookmark: _Toc506212142][bookmark: _Toc506472175][bookmark: _Toc506480977][bookmark: _Toc506481072]An access category for RRC-initiated access attempts should be added, separated from other MO signalling.
After RAN2 agreement, an LS needs to be sent to SA1 to request for an additional access category. 

Conclusion
In section 2 we made the following observations:
Observation 1	The majority, if not all, of the currently defined access attempts would be identified by NAS or upper layers.
Observation 2	As per current SA1 requirements, all access attempts caused by mobile originating signalling share the same standardized access category.
Observation 3	For RRC resume request triggered by MO NAS signalling, access control should be performed by NAS.

Based on the discussion in section 2 we propose the following:
Proposal 1	RAN2 should define which events that are identified by RRC layer that are defined as access attempts (if any), and thus are subject to access control/barring check.
Proposal 2	For each access attempt identified by RRC, RAN2 should specify which (existing or new) access category that would be used.
Proposal 3	When defining any RRC access attempts applicable for access control, “double barring” should be avoided - any access attempt identified by RRC should not coincide with an access attempt already authorized in NAS layer or above.
Proposal 4	RRC Resume Request triggered by RAN area update should apply access control, using a new access category, different from “MO signalling”.
Proposal 5	RRC Resume Request triggered by Response to RAN paging should apply access control with access category 0 (MO signalling resulting from paging).
Proposal 6	Access control should be performed for all events that lead to a transition from RRC_INACTIVE to RRC_CONNECTED, including MO data. For events triggered by NAS or higher layer this needs to be confirmed by CT1.
Proposal 7	Send an LS to CT1 to get their confirmation that all events triggered by NAS, or higher layer, which lead to a transition from RRC_INACTIVE to RRC_CONNECTED are subject to access control.
Proposal 8	No Access control (barring check) is performed for the On-demand SI request procedure.
Proposal 9	An access category for RRC-initiated access attempts should be added, separated from other MO signalling.
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