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1 Introduction

In RAN2#100 Reno meeting, RAN2 discussed the data rate limitation for the user data integrity protected data based on [1] and approved the LS [2] to inform SA3 and SA2 about the following RAN2 agreements:

--- begin quote from [2] ---

1
UE capability to be added for the maximum aggregate data rate per UE of user plane integrity protected data for DRBs. 

2
Lowest possible value for the data rate is 64 kbps

Question to SA3:
Does SA3 see any problem with the RAN2 agreed lowest possible value for the user plane integrity protected data rate?
--- end quote from [2] ---

This contribution aims to finalize the RAN2 requirements of the user plane integrity protection.
2 Discussion and conclusion
SA3 replied to RAN2 [3] and SA3 confirms SA3 does not see any problem with the RAN2 agreed lowest possible value for the user plane integrity protected data rate. Therefore, the abovementioned RAN2 agreements become valid.
We propose:
Proposal 1: Clarify the RAN2 agreements in 38.300
Proposal 2: Adopt the TP proposed below
Now the lowest maximum data rate has been determined and so next question would be what else we should add in the user plane integrity protection data rate UE capability. We don’t see any use-case, which requires more than 64 kbps user plane integrity protection data rate right now and RAN2 can add a new value by applying a CR when necessary.

Therefore, we propose:

Proposal 3: Only 64 kbps is present in the UE capability IE for the maximum aggregate data rate per UE of user plane integrity protected data for DRBs
3 Conclusion

SA3 replied to RAN2 [3] and SA3 confirms SA3 does not see any problem with the RAN2 agreed lowest possible value for the user plane integrity protected data rate. Therefore, the abovementioned RAN2 agreements would be valid.

We propose:

Proposal 1: Clarify the RAN2 agreements in 38.300
Proposal 2: Adopt the TP proposed below

Proposal 3: Only 64 kbps is present in the UE capability IE for the maximum aggregate data rate per UE of user plane integrity protected data for DRBs
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5 Annex – Text Proposal for the usage of user plane integrity protection for 38.300
13.1
Overview and Principles

The following principles apply to NR connected to 5GC security, see 3GPP TS 33.501 [5]:

-
For user data (DRBs), ciphering and integrity protection. The aggregate data rate of user plane integrity protected data for DRBs in either uplink or downlink direction will not exceed the UE capability (the mandatory maximum data rate is 64 kbps);
-
For RRC signalling (SRBs), ciphering and integrity protection;

NOTE:
Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured. Integrity protection can be configured per DRB.

FFS whether possible exceptions are possible (SA3).

-
For key management and data handling, any entity processing cleartext shall be protected from physical attacks and located in a secure environment;

-
After connection establishment, enabling or disabling integrity protection on a DRB requires a handover.

