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1	Introduction
The generic error handling principles for NR RRC have been agreed and are well-aligned with LTE RRC, but their location has not really been discussed. In this contribution, we discuss where the generic error handling would best nbe placed within the NR RRC specification.
2	Generic error handling for NR RRC
The generic error handling for ASN.1 is needed to handle erroneous situations: For example, when UE receives (by error) an RRC message with erroneous value for a field, it needs to know what to do: Throw away the field, the containing IE or the whole message.
In LTE, the generic error handling has been captured in sub-clause 5.7, i.e. as the last sub-clause of chapter 5, after all other subclauses that were introduced in Rel-8. This is mainly because it was introduced last to the specification; From practical viewpoint, the generic error handling just has to be captured somewhere within the normative text.
However, the sub-clause 5.7 has become somewhat “hidden” in the specification after subsequent LTE releases introduced new sub-clauses after that (i.e. MBMS in 5.8, SC-PtM in 5.8a, RN procedures in 5.9 and Sidelink in 5.10). Therefore, it might be simpler to just keep the generic error handling contained within sub-clause 5.1, which already does indicate that “This section covers the general requirements and generic error handling for RRC”. Thus, the generic error handling could be moved to (a new) sub-clause 5.1.3, which would also avoid having to renumber a large number of sections (with only sections referring to the generic error handling being affected).
Proposal: Move generic error handling from sub-clause 5.8 to sub-clause 5.1.3.
[bookmark: _Hlk498957039]5	Conclusions
We have discussed the generic error handling in NR RRC proposed the following: 
Proposal: Move generic error handling from sub-clause 5.8 to sub-clause 5.1.3.
Annex A shows TP of how this could be done (based on latest NR RRC draft).


<
Annex A: TP to NR RRC for moving position of generic error handling
The following TP shows the necessary changes required to take Proposal 1 into account: 
Next change
5.1	General
5.1.1	Introduction
This section covers the general requirements and generic error handling for RRC. 
The procedural requirements are structured according to the main functional areas: system information (5.2), connection control (5.3), inter-RAT mobility (5.4) , measurements (5.5) and UE capability transfer (5.6). In addition, sub-clause 5.76 covers other aspects e.g. NAS dedicated information transfer, and sub-clause 5.1.38 specifies the generic error handling.
5.1.2	General requirements
The UE shall:
1>	process the received messages in order of reception by RRC, i.e. the processing of a message shall be completed before starting the processing of a subsequent message;
NOTE 1:  A subsequent procedure may be initiated prior to receiving the UE's response of a previously initiated procedure.
1>	within a sub-clause execute the steps according to the order specified in the procedural description;
1>	consider the term 'radio bearer' (RB) to cover SRBs and DRBs unless explicitly stated otherwise;
1>	set the rrc-TransactionIdentifier in the response message, if included, to the same value as included in the message received from NR that triggered the response message;
1>	upon receiving a choice value set to setup:
2>	apply the corresponding received configuration and start using the associated resources, unless explicitly specified otherwise;
1>	upon receiving a choice value set to release:
2>	clear the corresponding configuration and stop using the associated resources;
1>	upon receiving an extension field comprising the entries in addition to the ones carried by the original field (regardless of whether NR signals more entries in total); apply the following generic behaviour if explicitly stated to be applicable:
2>	create a combined list by concatenating the additional entries included in the extension field to the original field while maintaining the order among both the original and the additional entries;
2>	for the combined list, created according to the previous, apply the same behaviour as defined for the original field;
5.1.3	Generic error handling requirements
5.1.3.1	General
The generic error handling defined in the subsequent sub-clauses applies unless explicitly specified otherwise e.g. within the procedure specific error handling.
The UE shall consider a value as not comprehended when it is set:
-	to an extended value that is not defined in the version of the transfer syntax supported by the UE.
-	to a spare or reserved value unless the specification defines specific behaviour that the UE shall apply upon receiving the concerned spare/ reserved value.
The UE shall consider a field as not comprehended when it is defined:
-	as spare or reserved unless the specification defines specific behaviour that the UE shall apply upon receiving the concerned spare/ reserved field.
5.1.3.2	ASN.1 violation or encoding error
The UE shall:
1>	when receiving an RRC message on the [FFS] for which the abstract syntax is invalid [6]:
2>	ignore the message;
NOTE:	This section applies in case one or more fields is set to a value, other than a spare, reserved or extended value, not defined in this version of the transfer syntax. E.g. in the case the UE receives value 12 for a field defined as INTEGER (1..11). In cases like this, it may not be possible to reliably detect which field is in the error hence the error handling is at the message level.
5.1.3.3	Field set to a not comprehended value
The UE shall, when receiving an RRC message on any logical channel:
1>	if the message includes a field that has a value that the UE does not comprehend:
2>	if a default value is defined for this field:
3>	treat the message while using the default value defined for this field;
2>	else if the concerned field is optional:
3>	treat the message as if the field were absent and in accordance with the need code for absence of the concerned field;
2>	else:
3>	treat the message as if the field were absent and in accordance with sub-clause 5.1.3.4;
5.1.3.4	Mandatory field missing
The UE shall:
1>	if the message includes a field that is mandatory to include in the message (e.g. because conditions for mandatory presence are fulfilled) and that field is absent or treated as absent:
2>	if the RRC message was received on DCCH or CCCH:
3>	ignore the message;
2>	else:
3>	if the field concerns a (sub-field of) an entry of a list (i.e. a SEQUENCE OF):
4>	treat the list as if the entry including the missing or not comprehended field was not present;
3>	else if the field concerns a sub-field of another field, referred to as the 'parent' field i.e. the field that is one nesting level up compared to the erroneous field:
4>	consider the 'parent' field to be set to a not comprehended value;
4>	apply the generic error handling to the subsequent 'parent' field(s), until reaching the top nesting level i.e. the message level;
3>	else (field at message level):
4>	ignore the message;
NOTE 1:	The error handling defined in these sub-clauses implies that the UE ignores a message with the message type or version set to a not comprehended value.
NOTE 2:	The nested error handling for messages received on logical channels other than DCCH and CCCH applies for errors in extensions also, even for errors that can be regarded as invalid NR operation e.g. NR not observing conditional presence.
The following ASN.1 further clarifies the levels applicable in case of nested error handling for errors in extension fields.
-- /example/ ASN1STA

-- Example with extension addition group

ItemInfoList ::=					SEQUENCE (SIZE (1..max)) OF ItemInfo

ItemInfo ::=						SEQUENCE {
	itemIdentity						INTEGER (1..max),
	field1								Field1,
	field2								Field2					OPTIONAL,			-- Need N
	...
	[[	field3-r9						Field3-r9				OPTIONAL,			-- Cond Cond1
		field4-r9						Field4-r9				OPTIONAL			-- Need N
	]]
}

-- Example with traditional non-critical extension (empty sequence)

BroadcastInfoBlock1 ::=				SEQUENCE {
	itemIdentity						INTEGER (1..max),
	field1								Field1,
	field2								Field2					OPTIONAL,			-- Need N
	nonCriticalExtension				BroadcastInfoBlock1-v940-IEs	OPTIONAL
}

BroadcastInfoBlock1-v940-IEs::=	SEQUENCE {
	field3-r9							Field3-r9				OPTIONAL,			-- Cond Cond1
	field4-r9							Field4-r9				OPTIONAL,			-- Need N
	nonCriticalExtension				SEQUENCE {}				OPTIONAL			-- Need S
}

-- ASN1STOP

The UE shall, apply the following principles regarding the levels applicable in case of nested error handling:
-	an extension additon group is not regarded as a level on its own. E.g. in the ASN.1 extract in the previous, a error regarding the conditionality of field3 would result in the entire itemInfo entry to be ignored (rather than just the extension addition group containing field3 and field4)
-	 a traditional nonCriticalExtension is not regarded as a level on its own. E.g. in the ASN.1 extract in the previous, a error regarding the conditionality of field3 would result in the entire BroadcastInfoBlock1 to be ignored (rather than just the non critical extension containing field3 and field4).
5.1.3.5	Not comprehended field
The UE shall, when receiving an RRC message on any logical channel:
1>	if the message includes a field that the UE does not comprehend:
2>	treat the rest of the message as if the field was absent;
NOTE:	This section does not apply to the case of an extension to the value range of a field. Such cases are addressed instead by the requirements in section 5.1.3.3.
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[bookmark: _Toc491180883][bookmark: _Toc493510584]5.8	Generic error handling
[bookmark: _Toc491180884][bookmark: _Toc493510585]5.8.1	General
The generic error handling defined in the subsequent sub-clauses applies unless explicitly specified otherwise e.g. within the procedure specific error handling.
The UE shall consider a value as not comprehended when it is set:
-	to an extended value that is not defined in the version of the transfer syntax supported by the UE.
-	to a spare or reserved value unless the specification defines specific behaviour that the UE shall apply upon receiving the concerned spare/ reserved value.
The UE shall consider a field as not comprehended when it is defined:
-	as spare or reserved unless the specification defines specific behaviour that the UE shall apply upon receiving the concerned spare/ reserved field.
[bookmark: _Toc491180885][bookmark: _Toc493510586]5.8.2	ASN.1 violation or encoding error
The UE shall:
1>	when receiving an RRC message on the [FFS] for which the abstract syntax is invalid [6]:
2>	ignore the message;
NOTE:	This section applies in case one or more fields is set to a value, other than a spare, reserved or extended value, not defined in this version of the transfer syntax. E.g. in the case the UE receives value 12 for a field defined as INTEGER (1..11). In cases like this, it may not be possible to reliably detect which field is in the error hence the error handling is at the message level.
[bookmark: _Toc491180886][bookmark: _Toc493510587]5.8.3	Field set to a not comprehended value
The UE shall, when receiving an RRC message on any logical channel:
1>	if the message includes a field that has a value that the UE does not comprehend:
2>	if a default value is defined for this field:
3>	treat the message while using the default value defined for this field;
2>	else if the concerned field is optional:
3>	treat the message as if the field were absent and in accordance with the need code for absence of the concerned field;
2>	else:
3>	treat the message as if the field were absent and in accordance with sub-clause 5.7.4;
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The UE shall:
1>	if the message includes a field that is mandatory to include in the message (e.g. because conditions for mandatory presence are fulfilled) and that field is absent or treated as absent:
2>	if the RRC message was received on DCCH or CCCH:
3>	ignore the message;
2>	else:
3>	if the field concerns a (sub-field of) an entry of a list (i.e. a SEQUENCE OF):
4>	treat the list as if the entry including the missing or not comprehended field was not present;
3>	else if the field concerns a sub-field of another field, referred to as the 'parent' field i.e. the field that is one nesting level up compared to the erroneous field:
4>	consider the 'parent' field to be set to a not comprehended value;
4>	apply the generic error handling to the subsequent 'parent' field(s), until reaching the top nesting level i.e. the message level;
3>	else (field at message level):
4>	ignore the message;
NOTE 1:	The error handling defined in these sub-clauses implies that the UE ignores a message with the message type or version set to a not comprehended value.
NOTE 2:	The nested error handling for messages received on logical channels other than DCCH and CCCH applies for errors in extensions also, even for errors that can be regarded as invalid NR operation e.g. NR not observing conditional presence.
The following ASN.1 further clarifies the levels applicable in case of nested error handling for errors in extension fields.
-- /example/ ASN1START

-- Example with extension addition group

ItemInfoList ::=					SEQUENCE (SIZE (1..max)) OF ItemInfo

ItemInfo ::=						SEQUENCE {
	itemIdentity						INTEGER (1..max),
	field1								Field1,
	field2								Field2					OPTIONAL,			-- Need N
	...
	[[	field3-r9						Field3-r9				OPTIONAL,			-- Cond Cond1
		field4-r9						Field4-r9				OPTIONAL			-- Need N
	]]
}

-- Example with traditional non-critical extension (empty sequence)

BroadcastInfoBlock1 ::=				SEQUENCE {
	itemIdentity						INTEGER (1..max),
	field1								Field1,
	field2								Field2					OPTIONAL,			-- Need N
	nonCriticalExtension				BroadcastInfoBlock1-v940-IEs	OPTIONAL
}

BroadcastInfoBlock1-v940-IEs::=	SEQUENCE {
	field3-r9							Field3-r9				OPTIONAL,			-- Cond Cond1
	field4-r9							Field4-r9				OPTIONAL,			-- Need N
	nonCriticalExtension				SEQUENCE {}				OPTIONAL			-- Need S
}

-- ASN1STOP

The UE shall, apply the following principles regarding the levels applicable in case of nested error handling:
-	an extension additon group is not regarded as a level on its own. E.g. in the ASN.1 extract in the previous, a error regarding the conditionality of field3 would result in the entire itemInfo entry to be ignored (rather than just the extension addition group containing field3 and field4)
-	 a traditional nonCriticalExtension is not regarded as a level on its own. E.g. in the ASN.1 extract in the previous, a error regarding the conditionality of field3 would result in the entire BroadcastInfoBlock1 to be ignored (rather than just the non critical extension containing field3 and field4).
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The UE shall, when receiving an RRC message on any logical channel:
1>	if the message includes a field that the UE does not comprehend:
2>	treat the rest of the message as if the field was absent;
NOTE:	This section does not apply to the case of an extension to the value range of a field. Such cases are addressed instead by the requirements in section 5.7.3.



