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1	Introduction
In RAN2#99bis, the following was captured in the minutes of the main session:
Agreements 
1: No need to specify behaviour for PDCP count wrap around in NR (network expected to take action before this happens)

Offline discussion to try to conclude the FFS point (SN requests to MN whenever a new key is required (e.g. to avoid count wrap around)) (Offline discussion #21, Samsung)
-	Update from offline: Covered during online discussion of other docuements.

As a consequence, the U-plane session agreed the following.
=>	We will update the note “when performing comparison of values related to COUNT, the UE takes into account that COUNT is a 32-bit value, which may wrap around (e.g., COUNT value of 232 - 1 is less than COUNT value of 0).” So that it doesn’t state the Count may wrap around.  

This contribution discusses this further.
2	Discussion
In LTE PDCP, the COUNT can wrap around. What needs to be avoided is the re-use of COUNT values for different PDU content but the same security key.
For both LTE PDCP and NR PDCP, change of security key involves PDCP re-establishment, which does reset the COUNT for UM DRBs and SRBs. In contrast, it does not reset COUNT for AM DRBs. In fact, the only way to reset COUNT for an AM DRB seems to be DRB release + addition.
Observation 1:	For an AM DRB, PDCP COUNT cannot be reset while keeping the DRB, i.e. without releasing the PDCP entity.
For an SCG AM DRB (split or not), there currently does not seem to be a way for the SN to request DRB release + add from the MN. The only thing the SN can do is to request release of the DRB, without the MN knowing that this is because COUNT needs to be reset.
Observation 2:	To prevent COUNT from wrapping around on an SCG AM DRB (split or not), SN can only request DRB release from the MN, without the MN knowing why.
Thus, ruling out wrap-around of PDCP COUNT seems to come with some issues. On the other hand, looking at what was minuted in RAN2#99bis - 

Agreements 
1: No need to specify behaviour for PDCP count wrap around in NR (network expected to take action before this happens)

Offline discussion to try to conclude the FFS point (SN requests to MN whenever a new key is required (e.g. to avoid count wrap around)) (Offline discussion #21, Samsung)
-	Update from offline: Covered during online discussion of other docuements.

- it can be asked whether the subject in consideration was really wrap-around of COUNT value, or COUNT re-use with the same key (because, with reference to the latter highlighting above, adopting a new key would not avoid COUNT wrap-around per se, given the properties of PDCP Re-establishment for AM DRBs discussed above).
As the way forward, it would seem simpler to adopt the LTE baseline, i.e. to allow PDCP COUNT wrap-around and allow SN to request from MN a refresh of security key for an SCG DRB. Especially, as this will only require a NOTE in the NR PDCP specification UE takes such possibility of COUNT wrap-around into account.
Proposal 1:	Clarify the previous agreement such that “network expected to take action before [count wrap around] happens” can also mean key refresh without DRB release, i.e. like in LTE PDCP, NR PDCP COUNT can wrap around (but a COUNT value cannot be re-used with the same key).
	Proposal 2:	SN is able to request from MN a refresh of security key for an SCG DRB (split or not).
3	Conclusion
This contribution discusses the possibility of NR PDCP COUNT wrapping around, and concludes with the following.
Observation 1:	For an AM DRB, PDCP COUNT cannot be reset while keeping the DRB, i.e. without releasing the PDCP entity.
Observation 2:	To prevent COUNT from wrapping around on an SCG AM DRB (split or not), SN can only request DRB release from the MN, without the MN knowing why.

Proposal 1:	Clarify the previous agreement such that “network expected to take action before [count wrap around] happens” can also mean key refresh without DRB release, i.e. like in LTE PDCP, NR PDCP COUNT can wrap around (but a COUNT value cannot be re-used with the same key).
	Proposal 2:	SN is able to request from MN a refresh of security key for an SCG DRB (split or not).

