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[bookmark: _Toc486507040]Introduction
At previous meetings, it has been discussed what security information should be provided in MSG3 (i.e., the RRCConnectionResumeRequest message) for UEs resuming from RRC_INACTIVE and how it should be derived. This contribution analyses different options and proposes a way forward. 
This contribution is a revision of R2-1710835.

Requirements on MSG3 security
General observation
The MSG3 is an early message with neither confidentially nor integrity protection. Therefore, without first processing the message (e.g., retrieving/verifying UE context), it is infeasible to detect early that the message is not a replayed message or a forged message sent via a man in the middle. Nevertheless, the security solution of the MSG3 should minimize the impacts of such attacks and ensure that damage that could be achieve by attacking MSG3 is not worse than what can be achieved using other local jamming or denial of service attacks. 
[bookmark: _Toc487200264][bookmark: _Toc490205847][bookmark: _Toc490229502][bookmark: _Toc490229686][bookmark: _Toc490243968][bookmark: _Toc494110897][bookmark: _Toc498546628]It is infeasible to prevent or detect early the replay or the man in the middle attacks on MSG3 (i.e, the RRCConnectionResumeRequest message).
For this to be ensured the following section discussed requirements on MSG3 security.

Requirements currently supported by LTE
The security of MSG3 should be linked to the UE security context:
The motivation for this is obvious since it enables the UE to prove to the right network which also have access to the security context that it is the right UE. 
In LTE this is achieved by generating the shortResumeMAC-I using the old key.

The security of MSG3 should be linked to cellular location of the UE:
There are several motivations for this. Linking the security to the UE location;
· prevents attacks where MSG3 is replayed somewhere else in the network as a form of remote denial of service attacks which are more serious concern than local denial of service attacks which e.g. can be performed using brute force radio jamming. 
· ensures that different security information is generated for different target nodes, which increases network security. 
In LTE this is achieved by including the target cell ID (28 bits) into the calculation of the shortResumeMAC‑I.
 
The solution should not require the target node to know the AS keys used in the old node:
This is in line with the current requirements related to backwards security. 
In LTE the source eNB will never send its own KeNB to the target eNB instead it will send KeNB* which is either derived from the old KeNB or from the NH parameter. It is assumed similar solution will be adopted in 5G-RAN for RRC_INACTIVE to RRC_CONNECTED transition.

The solution should make it possible to support optional pre-population of UE contexts in candidate target nodes (in addition to context fetch):
Although the network aspects of such solutions may not be specified in Rel-15 it is good for future compatibility if the solution allows that the source node can send the UE context to candidate target nodes prior to UE arriving to speed up the transition to active state. This may for instance be beneficial for URLLC services.
In LTE it is technically possible for source eNB to provide the UE context to multiple candidate eNBs since each eNB (or target cell) will get a unique UE security context (e.g. shortResumeMAC‑I, KeNB*).

The solution should prevent attackers from hijacking the UE connection:
Given that the MSG3 could be replayed it is important that then network does not fundamentally alter the local UE state until it has received a confirmation message that either cannot be replayed or where replay does not lead to that UE and network end up in an unsynchronized state. 
In LTE this can be achieved by the UE not sending MSG5 (RRCConnectionResumeComplete) until it gets a correct MSG4 (RRCConnectionResume) and that the network can choose not to accept any old MSG3s after it has sent MSG4 updating the UE context. In this way, even if the attacker are able to replay MSG3 it most likely will not succeed in changing this UE state in the network.

[bookmark: _Toc498546635]It is proposed to adopt the following requirements related to the security of MSG3 (e.g. RRC resume message):
a. [bookmark: _Toc498546636]The security of MSG3 (RRCConnectionResumeRequest) should be linked to the UE AS security context.
b. [bookmark: _Toc498546637]The security of MSG3 (RRCConnectionResumeRequest) should be linked to cellular location of the UE.
c. [bookmark: _Toc498546638]The solution should not require the target node to know the AS keys used in the old node.
d. [bookmark: _Toc498546639]The solution should make it possible to support optional pre-population of UE contexts in multiple candidate target nodes.
e. [bookmark: _Toc498546640]The solution should prevent attackers from hijacking the UE connection.

Potential new requirements which could be discussed for NG-RAN
The security of MSG3 should be linked to a specific radio resource:
In addition to cellular location it would also be possible to link the message security to a specific radio resource e.g. the SFN or frequency or sub frame number, etc., that was used to transmit the message. The advantage with such a solution would be that it prevents replay attacks performed in a different radio resource. Another advantage is that UE and network node do not need to rely on external timing information. It could also allow multiple attempts of resume the UE context since MSG3 security information would change at every attempt indicating it is a new attempt and not a replay.
Of course some parameters like SFN will wrap around, but then Hyper SFN will wrap around in longer time. The attacker has to wait (in terms of hours) for replay and she cannot affect any genuine user instantly. As such, the attack becomes less interesting.
The drawback though is added complexity in the UE on ensuring right coding of the message as well as added complexity in the network to ensure the security information can be verified in source and target node.
[bookmark: _Toc498546641]It should be discussed in RAN2/SA3 if it is worth to link MSG3 security to a specific radio resource. 

The content of MSG3 should when feasible be protected by security information: 
Currently in LTE the shortResumeMAC-I is calculated over a set of variables, including the target Cell ID, the source PCI and the C-RNTI used in source cell. This does not provide any integrity protection of the actual resume message which includes Resume ID and a cause value. In theory this means that an attacker could modify these parameters. Fortunately, not so much can be achieved by doing this since changing the Resume ID will make the shortResumeMAC-I invalid, and not so much can be achieved with changing the cause value. It may however be so that more information will be sent in MSG3 in NR or NG-RAN and in that case it may make sense to protect those parameters from manipulation. 
[bookmark: _Toc498546642]It should be discussed in RAN2/SA3 if it is worth to “integrity protect” more parameters in MSG3 than what is currently protected by the shortResumeMAC‑I.

Possible solutions for NR and NG-RAN 
Overall, we see the following different solution for security in MSG3 characterized in different high level types:
· Security token based solution similar to Short-MAC-I characterized in that a checksum is calculated based on a pre-defined set of variables. 
· Message Authentication Code (called MAuC to no confuse with MAC layer) based solutions characterized in that a checksum is calculated based on the content of MSG3.
For each solution, it could also be considered if new (KgNB* like) or old (KgNB like) AS key should be used to calculate the security information, on which layer the security information should be sent and the size security information. 
Some observations can be made of these solutions:
[bookmark: _Toc487200265][bookmark: _Toc490205848][bookmark: _Toc490229503][bookmark: _Toc490229687][bookmark: _Toc490243969][bookmark: _Toc494110898][bookmark: _Toc498546629]The size of the security information is independent of if a security token based solution is adopted or a MAuC based solution. It should be possible to generate enough bits with any of the solution to support SA3 requirements.
[bookmark: _Toc487200266][bookmark: _Toc490205849][bookmark: _Toc490229504][bookmark: _Toc490229688][bookmark: _Toc490243970][bookmark: _Toc494110899][bookmark: _Toc498546630]In the case the old key is used to calculate a security token or a MAuC it is only possible on the network side to generate this token or MAuC in the source node based on parameters known in the source node (directly known or conveyed by the UE), since the target node does not have access to the old key.
[bookmark: _Toc487200267][bookmark: _Toc490205850][bookmark: _Toc490229505][bookmark: _Toc490229689][bookmark: _Toc490243971][bookmark: _Toc494110900][bookmark: _Toc498546631]In case the new key is used to calculate a security token or MAuC it is possible to generate this token or MAuC both in the source and target node assuming both nodes have access to the input parameters used, since both the target and source node has access to the new key. This makes it possible to verify the UE in both nodes.
[bookmark: _Toc487200268][bookmark: _Toc490205851][bookmark: _Toc490229506][bookmark: _Toc490229690][bookmark: _Toc490243972][bookmark: _Toc494110901][bookmark: _Toc498546632]In case of a token based solution it is preferably to transfer the token inside the RRC message although it is theoretically possible to transfer the token also on other layers e.g. MAC or PDCP which would add some complexity.
[bookmark: _Toc487200269][bookmark: _Toc490205852][bookmark: _Toc490229507][bookmark: _Toc490229691][bookmark: _Toc490243973][bookmark: _Toc494110902][bookmark: _Toc498546633]In case of a MAuC based solution it is preferably to transfer the MAuC on PDCP layer, since the MAuC typically is calculated on the whole RRC PDU. In theory it would be possible to put the MAuC inside RRC but then calculate the MAuC only on other parts of the RRC message, but that seems unnecessary complex.

Below is a table analyzing the two main type of solutions with old and new key against the requirements:

	
	Token based solution (like shortResumeMAC-I)
	MAuC based solution

	Old key 
	(1) This solution would be similar to what has been adopted in LTE and would meet the security requirements in proposal 1. 
It cannot easily make it possible to protect more parameters of MSG3, since the token can only be derived in the source node who have access to the old key while the parameters of MSG3 could be dynamic (e.g. cause values) which would prevent solutions based on pre-population. Only pre-known parameters could be pre-populated. 

	(2) This solution cannot easily meet all the security requirements in proposal 1 since only the source node would have access to the old security key and will be able to verify the content of MSG3 which could be dynamic which would make it unfeasible to pre-populate the UE context in the target node.

	New key
	(3) This solution would meet the security requirements in proposal 1 since the new key could be known both in source and target node both nodes can generate the security token. 
Furthermore, it would also allow solutions were more MSG3 parameters are protected since both the target and source node has access to the new key and can verify the security token. For this reasons it is also possible to support both context fetch and pre-population.
	(4) This solution would meet the security requirements in proposal 1 since the new key could be known both in source and target node both nodes can be used to verify the MAuC. 
Furthermore, it would also allow solutions were more MSG3 parameters are protected since the target node can verify the MAuC using the new key and the MAuC will protect the message.  This solution would also both context fetch and pre-population. In the former case the whole message need to be forwarded to the source nod in the context fetch.



As can be seen from the table solution 1, 3 and 4 can meet existing security requirements. Out of these solutions, solution 3 and 4 seems most promising since they have the potential to meet also new requirements. 
In addition to the requirements above we think solution 1 and 3 has an advantage over solution 4 in that it the security token can be included in the RRC message itself and it should be possible to use transparent PDCP with these solutions while solution 4 would require some sort of PDCP header/trailer. 
For this reason it is proposed to adopt solution 3. 
[bookmark: _Toc498546643]MSG 3 for UEs resuming from RRC_INACTIVE should be protected with a security token (similar to shortResumeMAC-I) send in RRC, calculated using New Key and input parameters in the RRC message (incl. UE ID) as well as information related to the target cell to prevent remote replay attacks.
[bookmark: _Toc498546644]RAN2 should ask SA3 to verify the security of the proposed solution.
Other topics
Need for MSG5
Since MSG3 could be in practice replayed with various degree of success, we think MSG5 is needed for RRC connection resume to ensure the right UE is performing the signaling before performing further operations or allocating further resources. Essentially the network should only update its state if it knows that the UE has received MSG4 and responded in MSG5 otherwise there is a risk that the UE and network would be unsynchronized.
[bookmark: _Toc490219299][bookmark: _Toc498546645]MSG5 should be defined for RRC connection resume in Rel-15

Allowing multiple attempts 
With the current understanding of the LTE solution the network should be reluctant to accept MSG3s after it has send MSG4 to the UE, since those MSG3 could be in practice replayed messages. One way to avoid this is to add counters in either MSG3 or MSG4 which are echoed back in the MSG4 or MSG5. In this way it is possible to ensure that either MSG3 and MSG4, or MSG4 and MSG5 is new for each attempt preventing possible replay attacks of MSG4 and MSG5 towards the UE or network respectively. Given that MSG3 should be as small as possible the preferred choice is to put a counter in MSG4.
[bookmark: _Toc498546646]It should be studied if an counter should be introduced in MSG4 (Resume) which the UE echoes back in MSG5 (Resume Complete) to allow multiple attempts to Resume a connection.

Early data transmission
Regardless which solution is used for MSG3 it should be possible to allow early data transmission in conjunction or after MSG3 if it is later decided to support early data transmission. This data transmission can be protected using new key and full PDCP security. The network should store the UL data until the network has obtained the UE context and is able to decrypt the data. 
[bookmark: _Toc487200270][bookmark: _Toc490205853][bookmark: _Toc490229508][bookmark: _Toc490229692][bookmark: _Toc490243974][bookmark: _Toc494110903][bookmark: _Toc498546634]All the solutions for MSG3 security discussed in this contribution would support early data transmission from RRC_INACTIVE if it is later decided to support it in NR.
[bookmark: _Toc486507048]Conclusion
Observation 1	It is infeasible to prevent or detect early the replay or the man in the middle attacks on MSG3 (i.e, the RRCConnectionResumeRequest message).
Observation 2	The size of the security information is independent of if a security token based solution is adopted or a MAuC based solution. It should be possible to generate enough bits with any of the solution to support SA3 requirements.
Observation 3	In the case the old key is used to calculate a security token or a MAuC it is only possible on the network side to generate this token or MAuC in the source node based on parameters known in the source node (directly known or conveyed by the UE), since the target node does not have access to the old key.
Observation 4	In case the new key is used to calculate a security token or MAuC it is possible to generate this token or MAuC both in the source and target node assuming both nodes have access to the input parameters used, since both the target and source node has access to the new key. This makes it possible to verify the UE in both nodes.
Observation 5	In case of a token based solution it is preferably to transfer the token inside the RRC message although it is theoretically possible to transfer the token also on other layers e.g. MAC or PDCP which would add some complexity.
Observation 6	In case of a MAuC based solution it is preferably to transfer the MAuC on PDCP layer, since the MAuC typically is calculated on the whole RRC PDU. In theory it would be possible to put the MAuC inside RRC but then calculate the MAuC only on other parts of the RRC message, but that seems unnecessary complex.
Observation 7	All the solutions for MSG3 security discussed in this contribution would support early data transmission from RRC_INACTIVE if it is later decided to support it in NR.


Proposal 1	It is proposed to adopt the following requirements related to the security of MSG3 (e.g. RRC resume message):
a.	The security of MSG3 (RRCConnectionResumeRequest) should be linked to the UE AS security context.
b.	The security of MSG3 (RRCConnectionResumeRequest) should be linked to cellular location of the UE.
c.	The solution should not require the target node to know the AS keys used in the old node.
d.	The solution should make it possible to support optional pre-population of UE contexts in multiple candidate target nodes.
e.	The solution should prevent attackers from hijacking the UE connection.
Proposal 2	It should be discussed in RAN2/SA3 if it is worth to link MSG3 security to a specific radio resource.
Proposal 3	It should be discussed in RAN2/SA3 if it is worth to “integrity protect” more parameters in MSG3 than what is currently protected by the shortResumeMAC‑I.
Proposal 4	MSG 3 for UEs resuming from RRC_INACTIVE should be protected with a security token (similar to shortResumeMAC-I) send in RRC, calculated using New Key and input parameters in the RRC message (incl. UE ID) as well as information related to the target cell to prevent remote replay attacks.
Proposal 5	RAN2 should ask SA3 to verify the security of the proposed solution.
Proposal 6	MSG5 should be defined for RRC connection resume in Rel-15
Proposal 7	It should be studied if an counter should be introduced in MSG4 (Resume) which the UE echoes back in MSG5 (Resume Complete) to allow multiple attempts to Resume a connection.
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