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Introduction
This contribution addresses the topic of network slice selection and evaluates the impact on the RRC connection establishment/resume procedure for UEs in idle and inactive mode. We look at the format and size of the network slice selection assistance information included in MSG5 and the potential security risk that comes from sending slicing information unprotected over the air interface. We also discuss the need for an early indication of the requested slice in MSG3 to enable RAN to prioritize or reject UEs already in the initial phase of the RRC connection establishment.
Note: This document is a revision of R2-1707798 submitted to RAN2#99. The main change is in section 4 which has been updated to reflect the RAN2#99 agreement to not support RACH partitioning for slices.
AMF selection at network registration
The NSSAI (Network Slice Selection Assistance information) is a new identifier introduced by SA2 which is included at network registration both in RRC and NAS to allow the network to select the correct CN instance [1]. The NSSAI represents the network slices a UE subscribes to and consists of one or more S-NSSAIs (Single NSSAI). Each S-NSSAI identifies a single network slice and is in turn comprised of two parts:
· [bookmark: _Hlk494800916]Slice/Service type (SST) which identifies the type of slice e.g., eMBB or MMTC (8 bits)
· Slice Differentiator (SD) which distinguishes network slices of the same type e.g., two eMBB slices (24 bits, optional)
From a RAN point of view, the main purpose of the assistance information included at RRC level in the network registration is to enable the RAN to select a suitable AMF, i.e. an AMF that supports the network slice(s) that the UE subscribes to. The assistance information is provided both in the initial network registration (i.e. “Attach”) and in network registration triggered due to mobility when the UE enters a new registration area (i.e. “TAU”).  The reason for providing NSSAI also in the latter case is because the new registration area may be served by a different AMF pool which requires a new AMF to be selected. In RAN2#98 meeting it was agreed that the assistance information is included in MSG5 of the RRC connection establishment [2].
[bookmark: _Toc484068121][bookmark: _Toc484157680][bookmark: _Toc484162556][bookmark: _Toc484162593][bookmark: _Toc484162646][bookmark: _Toc484165090][bookmark: _Toc484165206][bookmark: _Toc485047511][bookmark: _Toc485204412][bookmark: _Toc485397300][bookmark: _Toc486927234][bookmark: _Toc486927346][bookmark: _Toc486944974][bookmark: _Toc486946191][bookmark: _Toc486946233][bookmark: _Toc487122349][bookmark: _Toc489947009][bookmark: _Toc489973348][bookmark: _Toc490116514][bookmark: _Toc490116645][bookmark: _Toc490135576][bookmark: _Toc490144919][bookmark: _Toc490225685][bookmark: _Toc492045258]Assistance information for AMF selection is provided in MSG5 of the RRC connection establishment at network registration (initial or mobility triggered).
In case the network registration is triggered due to mobility (i.e. UE entering a new registration area), the UE also provides its 5G Globally Unique Temporary Identity (5G-GUTI) that was assigned by the AMF during the initial network registration. The 5G-GUTI is constructed from the Globally Unique AMF ID (GUAMI) which is used by the RAN to determine the serving AMF, and the 5G Temporary Mobile Subscriber (5G-TMSI) which identifies the UE context within the AMF. In case the gNB belongs to a different AMF pool and a new AMF is selected, the new AMF uses the 5G-GUTI to fetch the UE context from the old AMF. This is analogous to Tracking Area Update in LTE where GUTI – consisting of GUMMEI and M-TMSI – is provided by the UE to the eNB.


Figure 1: Network registration (initial or mobility triggered)
[bookmark: _Hlk494800335]For subsequent accesses where the UE remains within the same registration area (e.g. service request or periodic registration request), the UE continues to use the same serving AMF and hence no assistance information would need to be included in the RRC connection establishment. In this case the shortened form of the 5G-GUTI, the 5G-S-TMSI, is sufficient for the RAN to locate the serving AMF [1]. As 5G-S-TMSI is equivalent to S-TMSI in EPC it seems natural to include it in MSG3 of the RRC connection establishment.
[bookmark: _Toc484068128][bookmark: _Toc484157685][bookmark: _Toc484162563][bookmark: _Toc484162598][bookmark: _Toc484162651][bookmark: _Toc484165095][bookmark: _Toc484165199][bookmark: _Toc485047516][bookmark: _Toc485204417][bookmark: _Toc485397305][bookmark: _Toc486927239][bookmark: _Toc486927351][bookmark: _Toc486944977][bookmark: _Toc486945012][bookmark: _Toc486946194][bookmark: _Toc486946224][bookmark: _Toc487122352][bookmark: _Toc489947012][bookmark: _Toc489973339][bookmark: _Toc490116505][bookmark: _Toc490116636][bookmark: _Toc490135567][bookmark: _Toc490144910][bookmark: _Toc490225688][bookmark: _Toc492045261]For service request, when the UE is already registered to the network and remains within the same registration area, the 5G-S-TMSI is used to locate the serving AMF.
[bookmark: _Toc484068129][bookmark: _Toc484157686][bookmark: _Toc484162564][bookmark: _Toc484162599][bookmark: _Toc484162652][bookmark: _Toc484165096][bookmark: _Toc484165200][bookmark: _Toc485047517][bookmark: _Toc485204418][bookmark: _Toc485397306][bookmark: _Toc486927240][bookmark: _Toc486927352][bookmark: _Toc486944978][bookmark: _Toc486945013][bookmark: _Toc486946195][bookmark: _Toc486946225][bookmark: _Toc487122353][bookmark: _Toc489947013][bookmark: _Toc489973340][bookmark: _Toc490116506][bookmark: _Toc490116637][bookmark: _Toc490135568][bookmark: _Toc490144911][bookmark: _Toc490225689][bookmark: _Toc492045262]5G-S-TMSI is provided in MSG3 of the RRC connection establishment, similar to S-TMSI in LTE/EPC.
For UEs in inactive mode there is no reason for including the assistance information in the RRC connection establishment (regardless if the UE is doing a service request or registration update) as this information can be stored as part of the UE RAN context.
[bookmark: _Toc484068130][bookmark: _Toc484157687][bookmark: _Toc484162565][bookmark: _Toc484162600][bookmark: _Toc484162653][bookmark: _Toc484165097][bookmark: _Toc484165201][bookmark: _Toc485047518][bookmark: _Toc485204419][bookmark: _Toc485397307][bookmark: _Toc486927241][bookmark: _Toc486927353][bookmark: _Toc486944979][bookmark: _Toc486945014][bookmark: _Toc486946196][bookmark: _Toc486946226][bookmark: _Toc487122354][bookmark: _Toc489947014][bookmark: _Toc489973341][bookmark: _Toc490116507][bookmark: _Toc490116638][bookmark: _Toc490135569][bookmark: _Toc490144912][bookmark: _Toc490225690][bookmark: _Toc492045263]No assistance information needs to be provided by UEs in inactive mode as this information is already available from the UE context stored in RAN.
Format of the assistance information provided in RRC
According to recent SA2 agreements, the UE can subscribe to up to eight slices simultaneously and the maximum size of the S-NSSAI is 8+24=32 bits (if both the SST and SD parts are included) [3]. This means that if NSSAI is used as assistance information up to 256 bits may need to be signalled in MSG5.
[bookmark: _Toc484068122][bookmark: _Toc484157681][bookmark: _Toc484162557][bookmark: _Toc484162594][bookmark: _Toc484162647][bookmark: _Toc484165091][bookmark: _Toc484165207][bookmark: _Toc485047512][bookmark: _Toc485204413][bookmark: _Toc485397301][bookmark: _Toc486927235][bookmark: _Toc486927347][bookmark: _Toc486944975][bookmark: _Toc486946192][bookmark: _Toc486946234][bookmark: _Toc487122350][bookmark: _Toc489947010][bookmark: _Toc489973349][bookmark: _Toc490116515][bookmark: _Toc490116646][bookmark: _Toc490135577][bookmark: _Toc490144920][bookmark: _Toc490225686][bookmark: _Toc492045259]Using NSSAI as assistance information means that up to 8*(8+24) = 256 bits may need to be signalled in MSG5 at every network registration.
Using NSSAI may still be acceptable considering that MSG5 is not size limited and network registration is not in general latency critical. Some companies (including us) have earlier suggested that assistance information would also be included in other cases than network registration (e.g. service request) to enable the RAN to apply early slicing policies. However, this may not be essential considering that RAN can anyway receive NSSAI shortly after MSG5 in the NG initial context setup procedure. 
[bookmark: _Toc486927242][bookmark: _Toc486927354][bookmark: _Toc486944980][bookmark: _Toc486945015][bookmark: _Toc486946197][bookmark: _Toc486946227][bookmark: _Toc487122355][bookmark: _Toc489947015][bookmark: _Toc489973342][bookmark: _Toc490116508][bookmark: _Toc490116639][bookmark: _Toc490135570][bookmark: _Toc490144913][bookmark: _Toc490225691][bookmark: _Toc492045264]NSSAI is used as assistance information in MSG5.
[bookmark: _Toc486944981][bookmark: _Toc486945016][bookmark: _Toc486946198][bookmark: _Toc486946228][bookmark: _Toc487122356][bookmark: _Toc489947016][bookmark: _Toc489973343][bookmark: _Toc490116509][bookmark: _Toc490116640][bookmark: _Toc490135571][bookmark: _Toc490144914][bookmark: _Toc490225692][bookmark: _Toc492045265]NSSAI is provided in MSG5 only at network registration.
[bookmark: _Toc486946199][bookmark: _Hlk494800992]Including NSSAI in RRC means that the same information will be duplicated in both in RRC and NAS. One way to reduce the size of MSG5 is therefore to omit the NSSAI in NAS and instead forward the RRC provided NSSAI to the AMF over the NG interface.  A similar optimization is used for GUTI in LTE.
[bookmark: _Toc484157689][bookmark: _Toc484162567][bookmark: _Toc484162602][bookmark: _Toc484162655][bookmark: _Toc484165099][bookmark: _Toc484165203][bookmark: _Toc485047520][bookmark: _Toc485204421][bookmark: _Toc485397309][bookmark: _Toc486927244][bookmark: _Toc486927356][bookmark: _Toc486944983][bookmark: _Toc486945018][bookmark: _Toc486946200][bookmark: _Toc486946229][bookmark: _Toc487122357][bookmark: _Toc489947017][bookmark: _Toc489973344][bookmark: _Toc490116510][bookmark: _Toc490116641][bookmark: _Toc490135572][bookmark: _Toc490144915][bookmark: _Toc490225693][bookmark: _Toc492045266]To reduce the size of MSG5, NSSAI is only included at the RRC level and not duplicated at NAS level. Send LS to SA2 and CT1 to confirm this is feasible.
SA3 has previously expressed security concerns of including NSSAI in unprotected RRC or NAS signalling. According to the LS from SA3 [4], revealing information about the network slices the UE subscribes may have privacy implications and the NSSAI should therefore preferably be kept secret, at least for slices which are considered privacy sensitive.  However, following this recommendation implies that NSSAI cannot be included in RRC which would result in that the RAN has to select the default AMF. This may in turn lead to AMF relocation (if the default AMF does not support the requested slice) which increases latency and CN signalling. Considering the performance impact, we should be careful before introducing such a privacy requirement.
[bookmark: _Hlk494801190]We should also keep in mind that even if NSSAI is kept secret, slice information might still be leaked in other ways:
· [bookmark: _Hlk494801228]The AMF identifier in the 5G-TMSI/5G-GUTI reveals information about the serving AMF and hence about the networks slices the UE subscribes to. It is also hard to see how this parameter can be protected since even if the AMF identifier is encrypted or replaced there will always be a one-to-one correspondence between the original and encrypted identifier.
· To enable early prioritization of network slices, there have been proposals to include an early (and unprotected) indication of the network slice in MSG1 or MSG3 (see next section). 
· In the unified access barring scheme the network slice will be one of the input factors when determining the access category.  This means that it may be possible to determine the network slice based on the time an access is made in e.g. a congested network.
· In many cases traffic types can be distinguished based on the traffic flows (e.g. VoIP vs web traffic). It is possible that the same strategy can be applied to detect network slices (e.g. URLLC vs eMBB)
Due to the above reasons, we propose to postpone NSSAI privacy protection to later releases.
[bookmark: _Toc489947018][bookmark: _Toc489973345][bookmark: _Toc490116511][bookmark: _Toc490116642][bookmark: _Toc490135573][bookmark: _Toc490144916][bookmark: _Toc490225694][bookmark: _Toc492045267]No privacy protection enhancements for NSSAI is standardized in Rel-15.
Early indication of the network slice
For NR several companies have suggested to introduce an early indication of the requested network slice (in MSG1 or MSG3) to enable RAN to prioritize or reject UEs already in the initial phase of the RRC connection establishment. 
In RAN2#99 it was agreed that RACH partitioning for slices will not be supported for NR in Rel-15, which means that network slice indication in MSG1 is ruled out. Using MSG3 seems like a better approach but also this message has its limitation when it comes to amount of information that can be conveyed. As MSG3 lacks segmentation the size of MSG3 is determined by the number of bits that can be reliably delivered in a single transport block to a UE at the cell edge. For LTE, this is typically around 56 or 72 bits and it is expected that the size will be similar for NR. This means that only a very limited amount of network slicing related information can be included in MSG3 (i.e. not an NSSAI and not a full S-NSSAI either). This was also the conclusion in the RAN2#98 where it was agreed that “MSG3 does not deliver assistance information for AMF selection due to RRC size constraints as in LTE” [2].
[bookmark: _Toc484068125][bookmark: _Toc484157684][bookmark: _Toc484162560][bookmark: _Toc484162597][bookmark: _Toc484162650][bookmark: _Toc484165094][bookmark: _Toc484165210][bookmark: _Toc485047515][bookmark: _Toc485204416][bookmark: _Toc485397304][bookmark: _Toc486927238][bookmark: _Toc486927350][bookmark: _Toc486944976][bookmark: _Toc486946193][bookmark: _Toc486946235][bookmark: _Toc487122351][bookmark: _Toc489947011][bookmark: _Toc489973350][bookmark: _Toc490116516][bookmark: _Toc490116647][bookmark: _Toc490135578][bookmark: _Toc490144921][bookmark: _Toc490225687][bookmark: _Toc492045260]Only a very limited amount of network slicing related information can be included in MSG3 (i.e. not an NSSAI and not a full S-NSSAI either).
[bookmark: _Hlk494801605][bookmark: _Hlk494801310]One potential solution is to include a short access category in MSG3 indicating the “importance” of the access attempt. The access category is part of the unified access control framework for NR and serves a similar purpose as the establishment cause used in LTE. The access category is determined at NAS level as a function of {network slice, call type, application,….} and thus partly depends on the requested network slice(s). More details of how the access category can be used as establishment cause is provided in [5].
[bookmark: _Toc485204422][bookmark: _Toc485397310][bookmark: _Toc486927245][bookmark: _Toc486927357][bookmark: _Toc486944984][bookmark: _Toc486945019][bookmark: _Toc486946202][bookmark: _Toc486946231][bookmark: _Toc487122359][bookmark: _Toc489947019][bookmark: _Toc489973346][bookmark: _Toc490116512][bookmark: _Toc490116643][bookmark: _Toc490135574][bookmark: _Toc490144917][bookmark: _Toc490225695][bookmark: _Toc492045268]MSG3 contains a NAS provided access category/establishment cause which can be slice-dependant and enables the RAN to apply provisional policies.
[bookmark: _Hlk494801772]For UEs in inactive mode it is possible to provide more detailed information in MSG3 about which network slice the UE is attempting to access. MSG3 still has the same size limitation but since the UE context is retrieved after MSG3 the network slices the UE is registered to will be known to the gNB at this point. To indicate which network slice the UE is attempting to access it is therefore sufficient to provide the index of the registered slice the access is for. Since there is a unique mapping between DRB and slice, this can also be done by including the DRB ID in MSG3 or, alternatively, by including a BSR indicating the LCG.
[bookmark: _Toc484162562][bookmark: _Toc484162604][bookmark: _Toc484162657][bookmark: _Toc484165101][bookmark: _Toc484165205][bookmark: _Toc485047522][bookmark: _Toc485204423][bookmark: _Toc485397311][bookmark: _Toc486927246][bookmark: _Toc486927358][bookmark: _Toc486944985][bookmark: _Toc486945020][bookmark: _Toc486946203][bookmark: _Toc486946232][bookmark: _Toc487122360][bookmark: _Toc489947020][bookmark: _Toc490144918][bookmark: _Toc490225696][bookmark: _Toc492045269][bookmark: _Toc489973347][bookmark: _Toc490116513][bookmark: _Toc490116644][bookmark: _Toc490135575]For UEs in inactive mode, the requested network slice is indicated in MSG3 by including the slice index or DRB ID in RRC or, alternatively, by including a BSR in MAC indicating the LCG. 

Conclusion
In this contribution, we discussed the signalling aspects of network slicing from a RAN2 point of view. In section 2 we made the following observations:
Observation 1	Assistance information for AMF selection is provided in MSG5 of the RRC connection establishment at network registration (initial or mobility triggered).
Observation 2	Using NSSAI as assistance information means that up to 8*(8+24) = 256 bits may need to be signalled in MSG5 at every network registration.
Observation 3	Only a very limited amount of network slicing related information can be included in MSG3 (i.e. not an NSSAI and not a full S-NSSAI either).

Based on the discussion in section 2 we propose the following:
Proposal 1	For service request, when the UE is already registered to the network and remains within the same registration area, the 5G-S-TMSI is used to locate the serving AMF.
Proposal 2	5G-S-TMSI is provided in MSG3 of the RRC connection establishment, similar to S-TMSI in LTE/EPC.
Proposal 3	No assistance information needs to be provided by UEs in inactive mode as this information is already available from the UE context stored in RAN.
Proposal 4	NSSAI is used as assistance information in MSG5.
Proposal 5	NSSAI is provided in MSG5 only at network registration.
Proposal 6	To reduce the size of MSG5, NSSAI is only included at the RRC level and not duplicated at NAS level. Send LS to SA2 and CT1 to confirm this is feasible.
Proposal 7	No privacy protection enhancements for NSSAI is standardized in Rel-15.
Proposal 8	MSG3 contains a NAS provided access category/establishment cause which can be slice-dependant and enables the RAN to apply provisional policies.
Proposal 9	For UEs in inactive mode, the requested network slice is indicated in MSG3 by including the slice index or DRB ID in RRC or, alternatively, by including a BSR in MAC indicating the LCG.
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