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1   Introduction
5GS will use new security mechanism and it will impact on both NR and LTE connected to 5GC. This paper discusses the RAN impact on E-UTRA connected to 5GC. 
2   Discussion
2.1   Understanding of SA3’s progress

The 5GS security is under the study of SA3. At the latest SA3 meeting, the Key hierarchy of 5GS security architecture was agreed. As shown in Figure 1, compared with the EPS security architecture, a new level key was introduced to 5GS key hierarchy, which is called anchor key, and also KSEAF [1]. Based on this key hierarchy, how to do key derivation is FFS. From UE’s perspective, the security procedures between UE and 5G Core Network will be quite different from that of EPS, e.g. authentication, key derivation, etc. However, in our understanding, from RAN’s perspective, the security procedures between UE and 5G RAN will be quite similar with that of EPS. Since there is no agreement on AS algorithm negotiation in mobility scenario and initial AS security activation yet, we do not rule out the possibility that the detailed procedure will not exactly the same as EPS. Regarding E-UTRA connected to 5GC (as part of NG-RAN), since the eNB should provide legacy UE AS security according to EPS security architecture, and simultaneously provide 5G UE AS security according to 5GS security architecture, there may be some impacts from RAN2’s point of view. 
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Figure 1: Key hierarchy in 5GS
2.2   Possible impacts to E-UTRA connected 5GC to support 5GS security 
In SA3’s discussion, it was agreed that the length of key will be 128 bits in R15, and may be extended to 256 bits in the forwards release version. Both of the two lengths can be handled by E-UTRA connected to 5GC in a similar way as in EPS. 
Observation 1: the length of key (128 bits or 256 bits) in 5GS security architecture will not have extra impact on E-UTRA connected 5GS to support 5GS security.

As shown in Figure 1, the UE specific key used in AS is KgNB (and NH) which is received via NG interface from AMF by 5G-RAN, the key derivation will not affect the usage in 5G RAN which is same as in EPS.

Observation 2: the different key hierarchy and key derivation will not have extra impact on E-UTRA connected 5GS to support 5GS security.
Currently it has been agreed that new security algorithms will be added on the basis of legacy LTE security algorithms in the forward release version. Even though one of the 5G security algorithms is the same as one 4G security algorithm, it will be named by a 5G ID, then it should be distinguished from 4G security algorithm when informed to UE, e.g. in the initial AS security activation procedure.  In addition, SA3 is studying enhancement on UP security, for example, UP integrity protection activation, per-PDU session security algorithm configuration, etc. Since the detailed solutions are still under SA3 discussion, which will have impact on RAN UP security configuration, we can wait for SA3’s agreements.
Proposal 1: During initial AS security activation, the 5G security algorithm ID should be informed to the UE at least for RRC integrity protection and ciphering.
Proposal 2: The details on AS UP security configuration for the UE accessing 5GC via E-UTRA can be discussed later once SA3 has agreements on it.
3   Conclusion
In this contribution, we discuss the potential impacts on E-UTRA connected to 5GC to support 5GS security from the RAN2’s point of view.
Observation 1: the length of key (128 bits or 256 bits) in 5GS security architecture will not have extra impact on E-UTRA connected 5GS to support 5GS security.

Observation 2: the different key hierarchy and key derivation will not have extra impact on E-UTRA connected 5GS to support 5GS security.

Proposal 1: During initial AS security activation, the 5G security algorithm ID should be informed to the UE at least for RRC integrity protection and ciphering.

Proposal 2: The details on AS UP security configuration for the UE accessing 5GC via E-UTRA can be discussed later once SA3 has agreements on it.
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