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1   Introduction
In RAN2 #99bis meeting [1], it was agreed that

	Agreements

1-
Msg 5 is used to indicate the CN type. eNB shall initially configure SRB1 with LTE PDCP. Upon receiving CN Type Selection = 5GCN in Message 5, eLTE eNB reconfigures SRB1 with NR-PDCP

FFS: Whether the reconfiguration to NR PDCP is required before SMC.

2-
If it is found during further work that changes are required in Message 3 for other reasons, then this decision can be revisited (a solution where eNB initially configures SRB1 with NR-PDCP can be adopted)


In this paper, we discuss how to configure NR PDCP for SRB for UE accessing 5GC in E-UTRA connected to 5GC and also address the issue raised by the FFS in the agreements. 
2   Discussion
2.1   Impact on SMC to support 5G security in E-UTRA connected to 5GC
In paper [2], we discuss the potential impact on E-UTRA connected to 5GC to support 5GS security. To our knowledge, from RAN’s point of view, the way to handle AS security in 5GS is quite similar with that in EPS. However, according to SA3’s discussion, in phase 1, 5G security algorithms supported are the same as that supported in LTE, however 5G security algorithms will have different algorithm IDs. Therefore, during initial AS security activation procedure, the selected 5G security algorithm ID should be informed to UE explicitly. In order to minimize the impact on RRC protocol, we assume to reuse legacy SMC procedure to activate AS for the UEs accessing 5GC. 

Proposal 1: The legacy LTE SMC procedure is reused to activate initial 5G AS security for the UE accessing 5GC via E-UTRA connected to 5GC.

Proposal 2: The SMC message should indicate 5G security algorithm ID.
2.2   How to configure NR PDCP for SRB
Since the SMC message should be integrity protected using the algorithm indicated within the message itself, the straightforward way is to transmit and receive the SMC message using NR PDCP. And there are 2 options to configure NR PDCP before SMC.

Option 1 Explicit reconfigure NR PDCP for SRB1 before SMC: 
· As shown in Figure 1, after the eNB receives Msg. 5 carrying CN type=5GC, it sends a RRCConnectionReconfiguration message to reconfigure UE to use NR PDCP for SRB1 along with NR PDCP parameters if any. 

· Once the UE receives the RRCConnectionReconfiguration message, it releases LTE PDCP and establishes NR PDCP for SRB1. For the subsequence RRC messages belonging to SRB1, it uses NR PDCP to transmit and receive. This RRCConnectionReconfiguration message is not protected.
· The eNB sends SMC message using NR PDCP, which carries 5G security algorithm(s) for the UE to apply AS security. This message should be integrity protected using the 5G security algorithm indicated by the message.
· After AS security activation, the eNB could send RRCConnectionReconfiguration message to configure SRB2 and DRB(s) with NR PDCP.
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Figure 1: Option 1.
Option 2 Implicit reconfiguration NR PDCP for SRB1 before SMC:

Considering that there may be not NR PDCP parameters needed in NR PDCP configuration besides some default configuration, the explicit configuration message can be avoided. And then the Option 1 could be simplified as Option2, as shown in Figure 2. After sending the Msg.5 carrying CN type=5GC, the UE switches to NR PDCP for SRB1 automatically, with the RLC buffer maintained in case the eNB trigger a RLC retransmission for Msg.5. Then UE expects that the eNB will send SMC to activate 5G AS security using NR PDCP.
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Figure 2: Option 2.
There are also 2 options to reconfigure SRB1 to apply NR PDCP after SMC, which means SMC will be sent using LTE PDCP in the legacy way. Then we give the Option 3 as shown in Figure 3.
Option 3 Reconfigure NR PDCP for SRB1 after SMC but with 5GS security algorithm carried in SMC:

· Once eNB receives Msg. 5 carrying CN type=5GC, it sends SMC to UE, which should include 5G security algorithm as we discussed in the section 2.1. Then, since the SMC message itself should be integrity protected, and it is sent using LTE PDCP, then the 4G integrity protection algorithm should also be indicated within the message. 

· The UE receives the SMC message and then sends security mode complete message to the eNB using LTE PDCP.

· Then eNB considers the AS security activated, it can reconfigure SRB1 with NR PDCP by sending the RRCConnectionReconfiguration message which could also be used to configure SRB2 and DRB(s) with NR PDCP, using LTE PDCP. Since this message should be ciphered and integrity protected if including SRB2/DRB configuration.
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Figure 3: Option 3.

Option 4 Reconfigure NR PDCP for SRB1 after SMC but with 5GS security algorithm for UP carried in RRC Connection Reconfiguration message:
As shown in Figure 4, considering the AS UP security could be configured along with the DRB to be added in 5GS, in a similar way with option3, the 5G algorithms for UP may be carried in RRC Connection Reconfiguration message along with the DRB to be added.

· Once eNB receives Msg. 5 carrying CN type=5GC, it sends SMC to UE using LTE PDCP integrity protected by 4G integrity protection algorithm indicated within SMC self, the SMC should also included the 5G algorithm for CP. 

· The UE receives the SMC message and then sends security mode complete message to the eNB using LTE PDCP.

· Then eNB considers the AS security activated, it can reconfigure SRB1 with NR PDCP by sending the RRCConnectionReconfiguration message which could also be used to configure SRB2 and DRB(s) with NR PDCP, using LTE PDCP. Along with the NR PDCP configuration, the RRC Connection Reconfiguration message should also include 5GS algorithms for encryption and/or integrity protection in AS UP. For the subsequence RRC message and UP data, it should be ciphered and/or integrity protected by NR PDCP using 5G algorithms.
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Figure 4: Option 4.

Compared with Option 1 and Option 2, Option 3 and Option4 need to extend SMC message and/or RRC Connection Reconfiguration message to carry 5G algorithms with 4G algorithms, and actually the 4G algorithm carried in SMC is just used for will not be used for one or two RRC messages. Since no gain is foreseen for Option 3 and Option 4, we prefer the UE switches to NR PDCP before SMC like in Option 1 and Option2. Compared with Option1, Option2 costs less signalling. 
Proposal 3: RAN2 down selects a method for NR PDCP configuration between Option 1 and Option 2, i.e. explicit or implicit reconfiguration NR PDCP for SRB1 before SMC.
2.3   PDCP configuration for SRB2

RAN2 has already agreed that upon receiving CN Type Selection = 5GCN in Message 5, the ng-eNB reconfigures SRB1 with NR-PDCP. SRB2 is established always after Msg5, thus the SRB2 should be established with NR PDCP for UEs that are connecting via E-UTRA to 5GC. 
Proposal 4: The UE should be configured with NR PDCP for SRB2 when SRB2 is established.
3   Conclusion
In this paper, we discuss to how to configure NR PDCP for SRB for the UEs accessing 5GC via ng-eNB.
Proposal 1: The legacy LTE SMC procedure is reused to activate initial 5G AS security for the UE accessing 5GC via E-UTRA connected to 5GC.

Proposal 2: The SMC message should indicate 5G security algorithm ID.

Proposal 3: RAN2 down selects a method for NR PDCP configuration between Option 1 and Option 2, i.e. explicit or implicit reconfiguration NR PDCP for SRB1 before SMC.

Proposal 4: The UE should be configured with NR PDCP for SRB2 when SRB2 is established.
References
[1] RAN2 #99bis meeting chairman notes.
[2] R2-1713136, Support of 5GS security in E-UTRA connected to 5GC.
3GPP


_1571069223.vsd
UE


RRCConnectionReconfiguration
(Ciphered&Integrity protected)


ng-eNB


RRCConnectionSetupRequest


RRCConnectionSetup


RRCConnectionSetupComplete(CN type=5GC)


SecurityModeCommand
(4G algorithms and 5G algorithms) 
(Integrity protected using 4G algorithm)


LTE PDCP 


LTE PDCP 


...


SecurityModeComplete


LTE PDCP


LTE PDCP


LTE PDCP


Switch to NR PDCP for SRB1


LTE PDCP


LTE PDCP 


LTE PDCP 


RRCConnectionReconfigurationComplete
(Ciphered&Integrity protected)


NR PDCP


NR PDCP



_1571147509.vsd
UE


ng-eNB


RRCConnectionSetupRequest


RRCConnectionSetup


RRCConnectionSetupComplete(CN type=5GC)


SecurityModeCommand(5G security algorithm)
(Integrity protected)


LTE PDCP 


LTE PDCP 


RRCConnectionReconfiguration
(unprotected)


……


SecurityModeComplete
(Integrity protected)


RRCConnectionReconfiguration
(Ciphered&Integrity protected)


NR PDCP


NR PDCP


 Switch to NR PDCP for SRB1


NR PDCP


NR PDCP


NR PDCP


NR PDCP


LTE PDCP 


LTE PDCP 


RRCConnectionReconfigurationComplete
(unprotected)


NR PDCP


NR PDCP



_1572109618.vsd
UE


RRCConnectionReconfiguration carrying 5G algorithms for UP
(Ciphered&Integrity protected)


ng-eNB


RRCConnectionSetupRequest


RRCConnectionSetup


RRCConnectionSetupComplete(CN type=5GC)


SecurityModeCommand
(4G algorithms and 5G algorithms for CP) 
(Integrity protected using 4G algorithm)


LTE PDCP 


LTE PDCP 


...


SecurityModeComplete


LTE PDCP


LTE PDCP


LTE PDCP


Switch to NR PDCP for SRB1


LTE PDCP


LTE PDCP 


LTE PDCP 


RRCConnectionReconfigurationComplete
(Ciphered&Integrity protected)


NR PDCP


NR PDCP



_1571068013.vsd
UE


ng-eNB


RRCConnectionSetupRequest


RRCConnectionSetup


RRCConnectionSetupComplete(CN type=5GC)


SecurityModeCommand(5G security algorithm)
(Integrity protected)


LTE PDCP 


LTE PDCP 


……


SecurityModeComplete
(Integrity protected)


RRCConnectionReconfiguration
(Ciphered&Integrity protected)


NR PDCP


NR PDCP


 Switch to NR PDCP for SRB1


NR PDCP


NR PDCP


NR PDCP


NR PDCP



