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1. Introduction
SA3 has agreed that supporting integrity protection for DRBs is mandatory for the UEs. At RAN2#99-bis, RAN2 discussed the data rate restrictions to use integrity protection for DRBs [1]. An LS was sent to SA3 informing the RAN2 intention to limit the use-cases of the user plane integrity protection to DRBs of low data rate [2]. In this contribution we discuss the details of how this can be achieved. 
2. Discussion
At RAN2#99-bis it was proposed to limit the usage of the integrity protection for DRBs to low data rate applications. The motivation for this proposal was to minimize the impact on UE hardware. It is also assumed that the main motivation of using integrity protection for UP data is to enable IoT applications. Whilst we agree with the motivation to restrict the usage of integrity protection for DRBs to IoT applications, the open question is regarding the data rates applicable to these IoT applications. It should be noted that IoT applications span a wide variety of data rates, ranging from a very low data rate (a few kbps – such as the smart meter applications) to high data rates (e.g. V2X applications). NR should support these variety of IoT applications. It is also clear that a UE’s designed specifically for a given application will also support the data rates specific to that application (including UP integrity protection feature at these supported data rates). Given that IoT applications span a wide variety of applications with a range of data rates, fixing an arbitrary data rate threshold for UP integrity protection as an upper limit in RAN specifications is unnecessarily restrictive. 

Observation 1: IoT applications need to support a wide variety of data rates and devices supporting these applications need to support these data rates with integrity protection for DRB

Observation 2: Limiting the UP integrity protection to an arbitrary maximum data rate threshold is unnecessarily restrictive

Given the above observations, we propose that the UEs should indicate a capability (e.g. in the security capability container) indicating the upper limit on the data rate up to which UP integrity protection is supported by the UE. The network should ensure that the aggregated data rate (measured over a given period of time as agreed in RAN2) should not exceed this UE indicated data rate. This approach allows IoT applications with a wide variety of data rates to be supported whilst still restricting the UP integrity protection to an upper limit per the capability of the UE that is designed to support the specific IoT application. Given that further discussion on this needs to happen in SA2/SA3, we also propose to send an LS to these groups informing them about our decisions. 

Proposal 1: The UE shall indicate a capability of the maximum data rate up to which UP integrity protection can be supported. 
Proposal 2: When using UP integrity protection, network shall ensure that the aggregated data rate of the user plane data over a given DRB does not exceed the maximum indicated data rate per the UE capability. The aggregated data rate may be measured over a fixed window of time (to be agreed by RAN2). 
Proposal 3: RAN2 should send an LS to SA2 and SA3 informing them about the above agreements
3. Conclusion and proposals
In this contribution, we discussed the aspects related to UP integrity protection for DRB and the following observations/proposals are made:

Observation 1: IoT applications need to support a wide variety of data rates and devices supporting these applications need to support these data rates with integrity protection for DRB

[bookmark: _GoBack]Observation 2: Limiting the UP integrity protection to an arbitrary maximum data rate threshold is unnecessarily restrictive

Proposal 1: The UE shall indicate a capability of the maximum data rate up to which UP integrity protection can be supported. 

Proposal 2: When using UP integrity protection, network shall ensure that the aggregated data rate of the user plane data over a given DRB does not exceed the maximum indicated data rate per the UE capability. The aggregated data rate may be measured over a fixed window of time (to be agreed by RAN2). 

Proposal 3: RAN2 should send an LS to SA2 and SA3 informing them about the above agreements. 
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5. Annex – Stage 2 text proposal
13	Security
13.1	Overview and Principles
The following principles apply to NR connected to 5GC security, see 3GPP TS 33.501 [5]:
-	For user data (DRBs), ciphering and integrity protection;
-	For RRC signalling (SRBs), ciphering and integrity protection;
NOTE 1:	Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured. Integrity protection can be configured per DRB.
NOTE 2: When integrity protection for DRB is enabled, the gNB ensures that the maximum aggregated data rate over the DRB doesn’t exceed the signalled UE capability

FFS whether possible exceptions are possible (SA3).
-	For key management and data handling, any entity processing cleartext shall be protected from physical attacks and located in a secure environment;
-	After connection establishment, enabling or disabling integrity protection on a DRB requires a handover.




