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1 Introduction

During RAN2#99bis, a discussion around [1] showed that many companies have a concern about the implementation burden of supporting integrity protection on high data rate DRBs.  This document examines the issue and proposes a way forward.
2 Discussion
Part of the thesis of [1] is that integrity protection for DRBs is largely intended for low data rate IoT type applications, e.g. device control signalling over the user plane.  It was proposed accordingly to have integrity protection enabled only for DRBs of “low” data rate.  This principle appears reasonable; otherwise there is an obvious risk of severely overdimensioning implementations for a use case that may not be real.

However, it naturally needs to be clarified what constitutes a “low” data rate for this purpose, so that the network does not inadvertently configure a bearer for integrity protection at a higher data rate than expected by the UE.  Also, the possibility of having multiple low-rate bearers should be considered; if the typical use case for integrity protection on DRBs is a single bearer, dimensioning the UE implementation to allow simultaneous integrity protection for 32 DRBs of the same rate would be excessive.  There needs to be some indication of what aggregate data rate (not only what rate per bearer) the UE can support integrity protection for.
This scenario is a natural application for a UE capability.  Rather than have an arbitrary definition of “low rate” hardcoded in a specification, the UE can indicate the aggregate data rate for which it supports integrity protection, and the network is expected to respect this limit in configuring DRBs for integrity.  The limit could be expressed in the data rate of the underlying flows, or in lower layer metrics such as TB size (the maximum number of bits in a TTI that can belong to DRBs with integrity enabled).

Proposal 1: The UE can declare in UE capability a maximum throughput for which it supports integrity on DRBs.
3 Conclusion
Proposal 1: The UE can declare in UE capability a maximum throughput for which it supports integrity on DRBs.
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