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Discussion and Decision
1 Introduction
In LTE, AS key can be changed with handover procedure which requires MAC reset and RLC/PDCP re-establishment, but it will impact data transmission and introduce interruption. In NR, to avoid data transmission interruption, AS key change can be done without L2 reset/re-establishment, but the security confusing issue occurs, i.e. the receiver maintaining two AS keys doesn’t know which AS key should be used for correct deciphering. Therefore, a solution is needed to solve the security confusing issue for the AS key change cases.
In this paper, we mainly discuss the AS key change cases and provide solutions for the security confusing issue occurred when AS key is changed without L2 reset/re-establishment.
2 Discussion
2.1 Security confusing issue in AS key change cases
In LTE, AS key change is done with MAC reset and RLC/PDCP re-establishment, thus the receiver will not receive the packets ciphered with the old key after it applies the new key. Although there is no security confusing issue, data transmission interruption exists and it impacts user experience seriously. In NR, it is much less tolerable on the service interruption. 0ms service interruption reconfigurations are proposed for NR which request special treatment on AS key changes. Here we discuss several senarrios: 
· Bearer type change (e.g. MCG split bearer -> SCG bearer)
In NR DC, direct bearer type change between MCG split bearer and SCG bearer may be supported since indirect change, e.g. MCG split bearer->MCG bearer->SCG bearer, performs RRC Connection Reconfiguration twice which would introduce latency and complexity. In NR, to avoid latency, direct bearer type change between MCG split bearer and SCG bearer can be done without L2 reset/re-establishment. Assuming the key for the MgNB is key1 and the key for the SgNB is key2, during bearer type reconfiguration, the UE would receive the PDUs ciphered with key1 which are split from the MgNB and the PDUs ciphered with key2 which are transmitted directly via the SgNB, and it doesn’t know which AS key should be used since it can’t distinguish the PDUs from the SgNB. The following figure1 shows the case that bearer type is reconfigured from MCG split bearer to SCG bearer.
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Figure 1: bearer type change between MCG split bearer and SCG bearer
Besides this, there are some other key change cases which can be handled without L2 reset/re-establishment but requiring to solve the security confusing issue.
· Normal handover 
During normal handover procedure, bearer is relocated from the source gNB to the target gNB. In LTE, the UE performs L2 reset/re-establishment and RACH to synchronize the AS key. In NR, to avoid interruption, handover can be done without PDCP re-establishment, e.g. the indication of the PDCP SN from which to use the new key can be informed to the receiver, then the receiver can use the corresponding key for deciphering based on the indication.
· Key refresh
The serving gNB updating its AS security key by intra-cell handover as in LTE would cause interruption. In NR, to avoid interruption, RRC connection reconfiguration procedure without L2 reset/re-establishment which has been described in [1] can refresh the key. In this case, security confusing issue also needs to be considered.
· Role (Master versus Secondary) change for 0ms interruption
In [2], DC 3C-based solution can be used to achieve 0ms interruption. No L2 reset/re-establishment is required in the UE, and the only issue is how to distinguish packets protected using the old key from the packets using the new key during PDCP relocation. 
Observation 1: The following cases without PDCP re-establishment would cause security confusing issue:
· PDCP PDUs delivered with bearer type change (e.g. MCG split bearer -> SCG bearer)
· Normal handover

· Key refresh
· Role (Master versus Secondary) change for 0ms interruption
Proposal 1: RAN2 needs to solve the AS key confusing issue in the above cases.
2.2 Solutions for security confusing issue

To handle the security issue, there are three options:
Option1: A key index is added in the PDCP PDU header. According to the key index, the packet integrity should be checked with the correct key, e.g. if the key index is “0”, the packet integrity should be checked with the old key while if the key index is “1”, the packet integrity should be checked with the new key. In this option, a key index is added in each packet, which would introduce additional overhead in air interface. 
Option2: The DRB is configured with two LCIDs, the original one is related with the old key and the newly added one is related with the new key. The receiver can be informed of the newly added LCID, according to the LCID, the packet could be checked with the corresponding key, i.e. the packet transmitted via the new LC shall be checked with the new key and the packet transmitted via the old LC shall be checked with the old key.
Option3: The indication of the PDCP SN from which to use the new key can be informed to the receiver via the RRC connection reconfiguration message or the end-marker PDCP control PDU. This option was discussed in eLWA and the end-marker solution has been agreed.
With the above options, the receiver can use the correct key for deciphering to solve the security confusing issue. To avoid introducing much complexity, a unified solution should be considered.
Proposal 2: A unified solution should be considered to solve the security confusing issue.
Proposal 3: Consider the following options:

· Option1: key index in the PDCP PDU header
· Option2: DRB is configured with two LCIDs, e.g. the original one is related with the old key and the newly added one is related with the new key, and the receiver can be informed of the newly added LCID.
· Option3: the indication of the PDCP SN from which to use the new key is included in the RRC connection reconfiguration message or the end-marker PDCP control PDU
3 Conclusion
This paper mainly discusses the AS key change cases and provides the solutions for the security confusing issue. Based on the above analysis, we have following observations and proposals:
Observation 1: The following cases without PDCP re-establishment would cause security confusing issue:
-
PDCP PDUs delivered with bearer type change (e.g. MCG split bearer -> SCG bearer)
-
Normal handover

-
Key refresh
-
Role (Master versus Secondary) change for 0ms interruption
Proposal 1: RAN2 needs to solve the AS key confusing issue in the above cases.
Proposal 2: A unified solution should be considered to solve the security confusing issue.

Proposal 3: Consider the following options:

-
Option1: key index in the PDCP PDU header

-
Option2: DRB is configured with two LCIDs, e.g. the original one is related with the old key and the newly added one is related with the new key, and the receiver can be informed of the newly added LCID.
-
Option3: the indication of the PDCP SN from which to use the new key is included in the RRC connection reconfiguration message or the end-marker PDCP control PDU
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