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1 Introduction

This contribution presents a clarification of the security mode control procedure. The current description in 25.331 is not applicable for radio bearers with UM or AM RLC mapped on common or shared transport channels. Detailed CR to 25.331 is provided in [3]. The proposed procedure requires the introduction of a partial suspend state in RLC. Detailed CR to 25.322 is provided in [6].

2 Discussion

Today's solution is to use CFN based activation time for radio bearers mapped on dedicated transport channels, as described in 25.331 [4]. The ciphering configuration is changed for all radio bearers belonging to the same CN at a given CFN. The ciphering configuration is also changed for the signalling links.

For Radio Bearers (RB) mapped on common or shared transport channels, CFN based activation time can not be used, since data may be buffered on MAC layer and RLC has no knowledge of the CFN in which the RLC PDUs are transmitted. This will lead to a situation where RLC PDUs that have been buffered on MAC will be deciphered with the wrong key. Therefore, when common or shared transport channels are used, it is necessary to base the activation time on the RLC Sequence Number (SN). Furthermore, since DSCH and DCH can be used simultaneously by one radio bearer, CFN based activation time cannot be used for this radio bearer. Therefore, we propose that the same mechanism is used for radio bearers using RLC in AM or UM regardless of which transport channel type the radio bearers are mapped to. 

The activation time for radio bearers using transparent RLC mode should still be based on CFN. 

The sequence for security mode control procedure with activation time based on RLC SN is given in Figure 1. Below is a textual description of the procedure.

When UTRAN initiates a security mode control procedure, it locally suspends all RLC entities of the RBs belonging to the same CN domain. Also the signalling connections are suspended. This is done with the CRLC-SUSPEND-Req primitive. The CRLC-SUSPEND-Req primitive includes a parameter N. RLC shall not send any PDU with a SN>= VT(S)+N. All RLC entities will return their VT(S) values in the CRLC-SUSPEND-Conf primitive. VT(S)+N will be used as the downlink activation time for the corresponding radio bearer or signalling link in the Security Mode Command message. Note, RRC should set N to a sufficiently big value for the RRC DCCH using AM in order to make sure that the SECURITY MODE COMMAND message is transferred. RRC then configures the RLC entities with the new ciphering information (new key and which SN to start using the new key [only downlink]). 

UTRAN sends the SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using confirmation (this message will be transferred using the old ciphering key). When UTRAN RRC receives the confirmation, it resumes the RLC entities by means of issuing a CRLC-RESUME-Req primitive. Then the RLC entities are allowed to send PDUs with SN>= VT(S)+N. 

When the UE receives a Security Mode Command message, the UE shall locally suspend all RLC entities of the RBs and signalling connections covered by the Security Mode Command message. This is done with the CRLC-SUSPEND-Req primitive. The CRLC-SUSPEND-Req primitive includes a parameter N. RLC shall not send any PDU with a SN>= VT(S)+N. All RLC entities shall return their VT(S) values in the CRLC-SUSPEND-Conf primitive. VT(S)+N will be used as the uplink activation time for the corresponding radio bearer or signalling link in the Security Mode Complete message. Note, RRC should set N to a sufficiently big value for the RRC DCCH using AM in order to make sure that the SECURITY MODE COMPLETE message is transferred. RRC then configures the RLC entities with the new ciphering information (new key and which SN to start using the new key [both uplink and downlink]). 

UE sends the SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC using confirmation (this message will be transferred using the old ciphering key). When UE RRC receives the confirmation, it resumes the RLC entities by means of issuing a CRLC-RESUME-Req primitive. Then the RLC entities are allowed to send PDUs with SN>= VT(S)+N. 
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Figure 1. Security mode control procedure for one radio bearer mapped on common and shared transport channel, showing only one signalling link.

3 Proposal

It is proposed that the description of the security mode control procedure is inserted into 25.331 [4]. Detailed CR is provided in [3].

It is also proposed that the suspend state is introduced into 25.322 [5]. Detailed CR is provied in [6].
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