Page 1



3GPP TSG-RAN WG3 #108-e
R3-204045

1-11 June 2020, Online       
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	36.413
	CR
	1774
	rev
	3
	Current version:
	16.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	X
	Core Network
	X


	

	Title:

	Correction the NCC for 5G to 4G handover

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell

	Source to TSG:
	R3

	
	

	Work item code:
	NR_newRAT-Core
	
	Date:
	2020-06-02

	
	
	
	
	

	Category:
	A
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	For inter-RAT handover to LTE, current NCC in S1 HANDOVER REQUEST message is set to 0 since Rel-8. This is correct for non-5G to LTE handover, but it miss the SA3 agreement on 5G to LTE handover. SA3 TS 33.501 (Rel-15) Section 8.3 describes NCC=2 shall be used. 

4. When the target MME receives Forward Relocation Request message from source AMF, then the target MME shall derive EPS NAS keys (i.e., KNASenc and KNASint) from the received KASME' key with the received EPS NAS security algorithm identifiers as input, to be used in EPC as described in Annex A.7 in TS 33.401 [10]. The target MME needs to include the {NH, NCC=2} pair and the UE security capabilities in the S1 HANDOVER REQUEST message to the target LTE eNB.


	
	

	Summary of change:
	Section 9.2.1.26: Add the NCC=2 setting to support 5G to 4G handover
Section 2: add TS33.501
Impact Analysis:
Impact assessment towards the previous version of the specification (same release): 

This CR is functionally non backwards compatible, but its impact is limited to the MME/eNB that support 5G to 4G handover. The MME/eNB not supporting 5G to 4G handover are not affected.



	
	

	Consequences if not approved:
	Mismatch between RAN3 specification and SA3 specification, and the 5G to 4G handover will fail.
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	This CR's revision history:
	Rev 1: updated the Impact Analysis and Consequences if not approved.
Rev 2: update cover page.
Rev 3: updated WI code to “NR_newRAT-Core”. Added TS33.501 in reference section, and added the reference to TS 33.501 in Semantics Description. 
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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

>>>
Unaffected parts skipped    <<<
[46] 
3GPP TS 23.501: "System Architecture for the 5G System".

[47] 
3GPP TS 37.340: "NR; Multi-connectivity; Overall description; Stage-2".

[x]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

Next Change
9.2.1.26
Security Context

The purpose of the Security Context IE is to provide security related parameters to the eNB which are used to derive security keys for user plane traffic and RRC signalling messages and for security parameter generation for subsequent X2 or intra eNB Handovers, or for the security parameters for the current S1 Handover. For intra LTE S1 Handover one pair of {NCC, NH} is provided for 1-hop security, see TS 33.401 [15].

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Next Hop Chaining Count
	M
	
	INTEGER (0..7)
	Next Hop Chaining Counter (NCC) defined in TS 33.401 [15]. 
For handover from 5GS to EPS, Next Hop Chaining Count IE = “2” as defined in TS 33.501 [x].

For other inter-RAT Handover into LTE the Next Hop Chaining Count IE takes the value defined for NCC at initial setup, i.e., Next Hop Chaining Count IE = “0”.

	Next-Hop NH
	M
	
	9.2.1.41

Security Key
	The NH together with the NCC is used to derive the security configuration as defined in TS 33.401 [15]. For inter RAT Handover the Next-Hop NH IE is the KeNB to be used in the new configuration.
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