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<< START OF CHANGES >>
1
Scope

The present document defines the common test environment required for testing Client and Server implementations for compliance to the Mission Critical Services over LTE protocol requirements defined by 3GPP.

It contains definitions of reference conditions and test signals, default messages and other parameters, generic procedures, and, common requirements for test equipment with the goal for facilitating testing in general and test procedures specification in particular. Various parts of its content are referred to from other parts of the Mission Critical Services over LTE protocol conformance testing specification e.g. TS 36.579-2 [2] and TS 36.579-3 [3].

The present document does not define the common test environment required for testing the implementation of the underlying LTE protocols, i.e. the LTE bearers used for transport of the Mission Critical Services signalling and media. This is defined in TS 36.508 [6] and referred to from the present document whenever needed.

In regard to default messages or other information elements contents, the present document refers to content defined in requirements specifications specified by 3GPP or other organisations.
In the present release of the specification only Mission Critical Push To Talk (MCPTT) Services are considered. Future releases may include other Mission Critical Services.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 36.579-2: "Mission Critical (MC) services over LTE; Part 2: Mission Critical Push To Talk (MCPTT) User Equipment (UE) Protocol conformance specification".

[3]
3GPP TS 36.579-3: "Mission Critical (MC) services over LTE; Part 3: Mission Critical Push To Talk (MCPTT) Server Application test specification".

[4]
3GPP TS 36.579-4: "Mission Critical (MC) services over LTE; Part 4: Test Applicability and Implementation Conformance Statement (ICS)".

[5]
3GPP TS 36.579-5: " Mission Critical (MC) services over LTE; Part 5: Abstract test suite (ATS)".

[6]
3GPP TS 36.508: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Packet Core (EPC); Common Test Environments for User Equipment (UE) Conformance Testing".

[7]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE; Stage 1".

[8]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services; Stage 2".

[9]
3GPP TS 24.379: "Mission Critical Push To Talk (MCPTT) call control; Protocol specification".

[10]
3GPP TS 24.380: "Mission Critical Push To Talk (MCPTT) floor control; Protocol specification".

[11]
3GPP TS 24.481: "Mission Critical Services (MCS) group management; Protocol specification".

[12]
3GPP TS 24.482: "Mission Critical Services (MCS) identity management; Protocol specification".

[13]
3GPP TS 24.483: "Mission Critical Services (MCS) Management Object (MO)".

[14]
3GPP TS 24.484: "Mission Critical Services (MCS) configuration management; Protocol specification".

[15]
3GPP TS 33.179: "Security of Mission Critical Push-To-Talk (MCPTT) over LTE".

[16]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[17]
Void

[18]
Void

[19]
Void

[20]
Void

[21]
Void
[22]
IETF RFC 3261 (June 2002): "SIP: Session Initiation Protocol".

[23]
IETF RFC 6509 (February 2012): ''MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)''.

[24]
IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".

[25]
IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)". 

[26]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

[27]
IETF RFC 4566 (July 2006): "SDP: Session Description Protocol".

[28]
Void

[29]
IETF RFC 3841 (August 2004): "Caller Preferences for the Session Initiation Protocol (SIP)".

[30]
IETF RFC 4028 (April 2005): "Session Timers in the Session Initiation Protocol (SIP)".

[31]
IETF RFC 6050 (November 2010): "A Session Initiation Protocol (SIP) Extension for the Identification of Services".

[32]
IETF RFC 3325 (November 2002): "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks".

[33]
IETF RFC 3840 (August 2004): "Indicating User Agent Capabilities in the Session Initiation Protocol (SIP)".

[34]
IETF RFC 5373 (November 2008): "Requesting Answering Modes for the Session Initiation Protocol (SIP)".

[35]
IETF RFC 5366 (October 2008): "Conference Establishment Using Request-Contained Lists in the Session Initiation Protocol (SIP)".

[36]
IETF RFC 4488 (May 2006): "Suppression of Session Initiation Protocol (SIP) REFER Method Implicit Subscription".

[37]
IETF RFC 4538 (June 2006): "Request Authorization through Dialog Identification in the Session Initiation Protocol (SIP)".

[38]
IETF RFC 3515 (April 2003): "The Session Initiation Protocol (SIP) Refer Method".

[39]
IETF RFC 6665 (July 2012): "SIP-Specific Event Notification".
[40]
IETF RFC 4412 (February 2006): "Communications Resource Priority for the Session Initiation Protocol (SIP)".

[41]
Void

[42]
Void
[43]
IETF RFC 3903 (October 2004): "Session Initiation Protocol (SIP) Extension for Event State Publication".

[44]
IETF RFC 4567 (July 2006): "Key Management Extensions for Session Description Protocol (SDP) and Real Time Streaming Protocol (RTSP)".

[45]
IETF RFC 8101 "IANA Registration of New Session Initiation Protocol (SIP) Resource-Priority Namespace for Mission Critical Push To Talk service".

[46]
Void
[47]
Void.
[48]
IETF RFC 4661 (September 2006): "An Extensible Markup Language (XML)-Based Format for Event Notification Filtering".

[49]
Void

[50]
IETF RFC 3329 (January 2003): "Security Mechanism Agreement for the Session Initiation Protocol (SIP)".

[51]
IETF RFC 7913 (June 2016): "P-Access-Network-Info ABNF Update".

[52]
IETF RFC 7315 (July 2014): "Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the 3GPP".

[53]
IETF RFC 3329: "TBD".

[54]
IETF RFC 5031 (January 2008): "A Uniform Resource Name (URN) for Emergency and Other Well-Known Services".

[55]
IETF RFC 3581 (August 2003): "An Extension to the Session Initiation Protocol (SIP) for Symmetric Response Routing".

[56]
IETF RFC 3312 (October 2002): "Integration of resource management and Session Initiation Protocol (SIP)".

[57]
IETF RFC 7134: "The Management Policy of the Resource Priority Header (RPH) Registry Changed to "IETF Review"".

[58]
IETF RFC 5621 (September 2009): "Message Body Handling in the Session Initiation Protocol (SIP)".

[59]
IETF RFC 4867: "RTP Payload Format and File Storage Format for the Adaptive Multi-Rate (AMR) and Adaptive Multi-Rate Wideband (AMR-WB) Audio Codecs".

[60]
IETF RFC 5009 (September 2007): "Private Header (P-Header) Extension to the Session Initiation Protocol (SIP) for Authorization of Early Media".

[61]
IETF RFC 3842 (August 2004) "A Message Summary and Message Waiting Indication Event Package for the Session Initiation Protocol (SIP)".

[62]
IETF RFC 6442 (December 2011): "Location Conveyance for the Session Initiation Protocol".

[63]
IETF RFC 6335: "Internet Assigned Numbers Authority (IANA) Procedures for the Management of the Service Name and Transport Protocol Port Number Registry".

[64]
3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia telephony; Media handling and interaction".

[65]
3GPP TS 23.032: "Universal Geographical Area Description (GAD)".

[66]
3GPP TS 26.171: "Speech codec speech processing functions; Adaptive Multi-Rate - Wideband (AMR-WB) speech codec; General description".

[67]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".

[68]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[69]
3GPP TS 23.003: "Numbering, addressing and identification".

[70]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[71]
Void

[72]
IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".

[73]
3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".

[74]
3GPP TS 36.523-3: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Packet Core (EPC); User Equipment (UE) conformance specification; Part 3: Abstract Test Suites (ATS)".

[75]
3GPP TS 36.523-2: "User Equipment (UE) conformance specification; Part 2: Implementation Conformance Statement (ICS) proforma specification".

[76]
IETF RFC 3550: "TBD".

[77]
IETF RFC 6749: "TBD".

[78]
3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to ProSe function protocol aspects; Stage 3".

[79]
3GPP TS 31.101: "UICC-terminal interface; Physical and logical characteristics.

[80]
3GPP TS 31.103: "Characteristics of the IP Multimedia Services Identity Module (ISIM) application".
[81]
IETF RFC 6809 (November 2012): "Mechanism to Indicate Support of Features and Capabilities in the Session Initiation Protocol (SIP)".

[82]
IETF RFC 7462 (March 2015): "URNs for the Alert-Info Header Field of the Session Initiation Protocol (SIP)".

[83]
IETF RFC 4826 (May 2007): " Extensible Markup Language (XML) Formats for Representing Resource Lists".
…

5.4.2
Generic Test Procedure for MCPTT UE registration

5.4.2.1
Initial conditions

System Simulator:

-
SS (MCPTT server)

-
E-UTRA related parameters are set to the default parameters for the basic single cell environment, as defined in TS 36.508 [6] subclause 4.4, unless otherwise specified in the test case. Requirements in regard to the PLMN which the simulated Cell(s) belongs to are specified in the test case using the present procedure.

IUT:

-
UE (MCPTT client)

-
The UE is MCPTT capable. The MCPTT preconditions required for initiation of MCPTT service authorization for the MCPTT client and the MCPTT service are specified in the test cases.

-
The test USIM set as defined in subclause 5.5.10 is inserted.

-
The UE shall be switched off.

5.4.2.2
Definition of system information messages

The E-UTRA default system information messages as defined in TS 36.508 [6] are used.

5.4.2.3
Procedure

Table 5.4.2.3-1: EUTRA/EPS signalling for UE registration

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	0
	Switch the UE on.
	-
	-

	1
	Make the UE initiate MCPTT service authorization for the MCPTT client and the MCPTT service.
	-
	-

	2
	UE transmits an RRCConnectionRequest message.
	-->
	RRC: RRCConnectionRequest

	3
	SS transmits an RRCConnectionSetup message.
	<--
	RRC: RRCConnectionSetup

	4
	The UE transmits an RRCConnectionSetupComplete message to confirm the successful completion of the connection establishment and to initiate the Attach procedure by including the ATTACH REQUEST message. The PDN CONNECTIVITY REQUEST message is piggybacked in ATTACH REQUEST. (NOTE 1)
	-->
	RRC: RRCConnectionSetupComplete
NAS: ATTACH REQUEST

NAS: PDN CONNECTIVITY REQUEST

	5
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	RRC: DLInformationTransfer 

NAS: AUTHENTICATION REQUEST

	6
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	RRC: ULInformationTransfer
NAS: AUTHENTICATION RESPONSE

	7
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	RRC: DLInformationTransfer
NAS: SECURITY MODE COMMAND

	8
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	RRC: ULInformationTransfer
NAS: SECURITY MODE COMPLETE

	-
	EXCEPTION: Steps 9a1 to 9a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-

	9a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	RRC: DLInformationTransfer
NAS: ESM INFORMATION REQUEST

	9a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	RRC: ULInformationTransfer
NAS: ESM INFORMATION RESPONSE

	10
	The SS transmits a SecurityModeCommand message to activate AS security.
	<--
	RRC: SecurityModeCommand

	11
	The UE transmits a SecurityModeComplete message and establishes the initial security configuration.
	-->
	RRC: SecurityModeComplete

	12
	The SS transmits a UECapabilityEnquiry message to initiate the UE radio access capability transfer procedure.
	<--
	RRC: UECapabilityEnquiry

	13
	The UE transmits a UECapabilityInformation message to transfer UE radio access capability.
	-->
	RRC: UECapabilityInformation

	14
	The SS transmits an RRCConnectionReconfiguration message to establish the default bearer with condition SRB2-DRB(1, 0) according to TS 36.508 [6] subclause 4.8.2.2.1.1.

This message includes the ATTACH ACCEPT message. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT. (NOTE 1)
	<--
	RRC: RRCConnectionReconfiguration
NAS: ATTACH ACCEPT

NAS: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

	15
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of default bearer.
	-->
	RRC: RRCConnectionReconfigurationComplete

	-
	EXCEPTION: In parallel to the event described in step 16 below, if initiated by the UE the generic procedure for IP address allocation in the U-plane as defined in TS 36.508 [6] subclause 4.5A.1 takes place.
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 16 below the events described in table 5.4.2.3-2 take place.
	-
	-

	16
	This message includes the ATTACH COMPLETE message. The ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message is piggybacked in ATTACH COMPLETE.
	-->
	RRC: ULInformationTransfer

NAS: ATTACH COMPLETE

NAS: ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT

	-
	EXCEPTION: Depending on the UE capability step 16A may be performed 0, 1 or 2 times. (NOTE 1)
	-
	-

	16A
	The generic procedure for UE establishing additional PDN connectivity as specified in TS 36.508 [6] subclause 4.5A.16 takes place.
	-
	-

	17
	The SS transmits an RRCConnectionRelease message.
	<--
	RRC: RRCConnectionRelease

	NOTE 1:
The assumptions for the PDN support of a MCPTT capable UE, including the default EPS bearer context QCI requirements in regard to the different PDN are described in 5.4.1A.


Table 5.4.2.3-2: SIP signalling for MCPTT UE registration

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	The UE sends initial registration for IMS services.
	-->
	SIP REGISTER

	2
	The SS responds with a valid AKAv1-MD5 authentication challenge and security mechanisms supported by the network.
	<--
	SIP 401 Unauthorized

	3
	The UE completes the security negotiation procedures, sets up a temporary set of SAs and uses those for sending another REGISTER with AKAv1-MD5 credentials.
	-->
	SIP REGISTER

	4
	The SS responds with 200 OK.
	<--
	SIP 200 OK

	-
	EXCEPTION: Steps 1a1 to 1b1 describe behaviour that depends on UE implementation and on availability of an access-token received as outcome of the user authentication procedure as described in 3GPP TS 24.482 [12]; the "lower case letter" identifies a step sequence that take place when one or the other is the case.
	-
	-

	5a1
	The UE (MCPTT client) sends a SIP REGISTER request for service authorisation.
	-->
	SIP REGISTER

	5b1
	The UE (MCPTT client) sends a SIP PUBLISH request for service authorisation.
	-->
	SIP PUBLISH

	6
	The SS (MCPTT server) sends SIP 200 (OK).
	<--
	SIP 200 (OK)


5.4.2.4
Specific message contents

All specific EUTRA/EPS signalling message contents shall be referred to TS 36.508 [6] subclause 4.6 and 4.7.


The MCPTT relevant SIP message contents, Table 5.4.2.3-2, are specified in the present document subclause 5.5.2.

<< END OF CHANGES >>

