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	Reason for change:
	1)   In the current TTCN implementation, as per the expected test sequence, at Step 11, the SMC message changes the Integrity algorithm , and the ciphering algorithm is changed to null ciphering.However, before sending the SMC, an Authentication Procedure needs to be done before so that the new keys are calculated and updated accordingly on the SS side and the UE side. This needs to be implemented. A Prose CR will be raised for this.

2)   In current TTCN implementation, the function f_NBIOT_InitialRegistration_Step14 is called with variable v_PDNType (For Steps 13a1 – 18b1). However, the PDN type should be set by calling function f_GetPdnType(). This also needs to be changed.


	
	

	Summary of change:
	1)   Called the functions f_NBIOT_NAS_Authentication, f_NBIOT_Security_Set and f_EUTRA_NB_SS_NAS_ConfigureSecurity in thatorder before transmission of SMC at Step 11.

2)   Also, instead of passing v_PDNType as a parameter in function f_NBIOT_InitialRegistration_Step14 for Steps 13a1-18b1, passed f_GetPdnType().
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1. Corrections required

Change 1 – Correction to function ‘fl_22_5_2_Body()’
	Function name
	fl_22_5_2_Body()

	Reason for change
	1) In the current TTCN implementation, as per the expected test sequence, at Step 11, the SMC message changes the Integrity algorithm , and the ciphering algorithm is changed to null ciphering.However, before sending the SMC, an Authentication Procedure needs to be done before so that the new keys are calculated and updated accordingly on the SS side and the UE side. This needs to be implemented. A Prose CR will be raised for this.

2) In current TTCN implementation, the function f_NBIOT_InitialRegistration_Step14 is called with variable v_PDNType (For Steps 13a1 – 18b1). However, the PDN type should be set by calling function f_GetPdnType(). This also needs to be changed.

	Summary of change
	1) Called the functions f_NBIOT_NAS_Authentication, f_NBIOT_Security_Set and f_EUTRA_NB_SS_NAS_ConfigureSecurity in thatorder before transmission of SMC at Step 11.

2) Also, instead of passing v_PDNType as a parameter in function f_NBIOT_InitialRegistration_Step14 for Steps 13a1-18b1, passed f_GetPdnType().

	TTCN module
	NBIOT_NAS_Authentication_Security.ttcn

	MCC160 Comment
	


Before Change:
	<<SKIPPED CODE>>
//@siclog "Step 11" siclog@
    //The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security requesting "null ciphering algorithm" EEA0
    //and a not "null integrity protection algorithm" (i.e. different to EIA0).
    v_SecurityParams.NAS_Integrity.Algorithm := px_NAS_IntegrityProtAlgorithm;
    f_NBIOT_Security_Set (v_SecurityParams); // store the new setting, configure security at the SS side as UE will accept it
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, //see 24.301 cl. 5.4.3.2
                                                      cs_508_SECURITY_MODE_COMMAND(v_SecurityParams.NAS_Ciphering.Algorithm,
                                                                                   v_SecurityParams.NAS_Integrity.Algorithm,
                                                                                   v_SecurityParams.KSIasme,
                                                                                   v_SecurityParams.NAS_SecurityCap))));
    //@siclog "Step 12" siclog@
    //Check: Does the UE transmit a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext, cr_508_SECURITY_MODE_COMPLETE)))
      -> value v_ReceivedAsp;
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 12");
    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;
    //@siclog "Step 13a1-18b1" siclog@
    //Steps 9a1-14b1 from the Generic procedure 'NB-IoT UE Attach, Connected mode (State 2-NB)' as described in TS 36.508 [18], clause 8.1.5.2 take place.
    f_NBIOT_InitialRegistration_Step9_12(nbiot_Cell1, CONTROL_PLANE, STATE2_NB_CONNECTED_UPDATED, v_NasInd, v_NasCountUL);
    if (not px_DoAttachWithoutPDN) {
      v_PDN := f_NBIOT_MobileInfo_GetAssignedPdn (0);  // This is registration, so this is the first PDN
      if (not match (v_PDN.assignedPdnType, '101'B) and isvalue(v_PDN.protocolConfigurationOptions)){
        v_IPv4AllocationViaNasFlag := f_CheckExtdPCOforIPallocationViaNas(v_PDN.protocolConfigurationOptions);
      }
      v_PcoToUE := f_GetDefaultExtdProtocolConfigOptions(v_PDN.protocolConfigurationOptions);
    }
    f_NBIOT_InitialRegistration_Step13(nbiot_Cell1,
                                       CONTROL_PLANE,
                                       v_NasInd,
                                       v_IPv4AllocationViaNasFlag,
                                       v_PcoToUE);
    f_NBIOT_InitialRegistration_Step14(nbiot_Cell1, CONTROL_PLANE, tsc_EpsDefaultBearerId, v_PDNType);
    //@siclog "Step 19" siclog@
<<SKIPPED CODE>>


After Change:

	<<SKIPPED CODE>>
//@siclog "Step 11" siclog@
    //The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security requesting "null ciphering algorithm" EEA0
    //and a not "null integrity protection algorithm" (i.e. different to EIA0).
    v_SecurityParams.NAS_Integrity.Algorithm := px_NAS_IntegrityProtAlgorithm;
    f_NBIOT_Security_Set (v_SecurityParams); // store the new setting, configure security at the SS side as UE will accept it
    //WA#22_5_2 : New change , Prose CR needed
    v_SecurityParams := f_NBIOT_NAS_Authentication(nbiot_Cell1,
                                                   tsc_SRB1bis,
                                                   v_SecurityParams,
                                                   tsc_SHT_NoSecurityProtection, 
                                                   (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected), 
                                                   v_PLMN);                     
    f_NBIOT_Security_Set(v_SecurityParams); //WA#22_5_2
    f_EUTRA_NB_SS_NAS_ConfigureSecurity (NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, false); //WA#22_5_2
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, //see 24.301 cl. 5.4.3.2
                                                      cs_508_SECURITY_MODE_COMMAND(v_SecurityParams.NAS_Ciphering.Algorithm,
                                                                                   v_SecurityParams.NAS_Integrity.Algorithm,
                                                                                   v_SecurityParams.KSIasme,
                                                                                   v_SecurityParams.NAS_SecurityCap))));
    //@siclog "Step 12" siclog@
    //Check: Does the UE transmit a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext, cr_508_SECURITY_MODE_COMPLETE)))
      -> value v_ReceivedAsp;
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 12");
    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;
    //@siclog "Step 13a1-18b1" siclog@
    //Steps 9a1-14b1 from the Generic procedure 'NB-IoT UE Attach, Connected mode (State 2-NB)' as described in TS 36.508 [18], clause 8.1.5.2 take place.
    f_NBIOT_InitialRegistration_Step9_12(nbiot_Cell1, CONTROL_PLANE, STATE2_NB_CONNECTED_UPDATED, v_NasInd, v_NasCountUL);
    if (not px_DoAttachWithoutPDN) {
      v_PDN := f_NBIOT_MobileInfo_GetAssignedPdn (0);  // This is registration, so this is the first PDN
      if (not match (v_PDN.assignedPdnType, '101'B) and isvalue(v_PDN.protocolConfigurationOptions)){
        v_IPv4AllocationViaNasFlag := f_CheckExtdPCOforIPallocationViaNas(v_PDN.protocolConfigurationOptions);
      }
      v_PcoToUE := f_GetDefaultExtdProtocolConfigOptions(v_PDN.protocolConfigurationOptions);
    }
    f_NBIOT_InitialRegistration_Step13(nbiot_Cell1,
                                       CONTROL_PLANE,
                                       v_NasInd,
                                       v_IPv4AllocationViaNasFlag,
                                       v_PcoToUE);
    f_NBIOT_InitialRegistration_Step14(nbiot_Cell1, CONTROL_PLANE, tsc_EpsDefaultBearerId, f_GetPdnType() /*WA#22_5_2 v_PDNType*/);
    //@siclog "Step 19" siclog@
<<SKIPPED CODE>>


