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1 Introduction

UE sendsiits capability information, including security capability (supported ciphering and integrity
agorithms) to UTRAN during the RRC connection setup procedure. This information is sent without any
protection (no ciphering nor integrity), since at this phase these functions cannot yet be used.

To ensure that UTRAN has received thisinformation as it was sent by mobile, the "security capability” is
returned in SECURITY MODE COMMAND message from UTRAN to UE. This message is integrity
protected.

SA WG3 has noticed that there is a need to replay also the GSM Classmark information (CM2 and CM3),
sinceillegal change of thisinformation may cause the connection to be swithed to non-ciphered mode,
when UE makes inter-system handover to GSM.

2 Solutions

According to current RRC specification (ver 3.5.0), UE sends GSM CM2 and CM 3 (as mandatory
infoelements) in the RRC CONNECTION SETUP COMPLETE message. Thus, to replay these to the UE,
similar mechanisms as for the UTRAN UE Security Capability can be defined.

Since the length of GSM CM2+CM 3 can be max 19 octects (5+14), adding them as such into SECURITY
MODE COMMAND message is not the optimal solution.

Three aternative solutions have been identified:

1 Define anew RRC information element, including only the GSM ciphering algorithm capability. This
requires 7 bits. This information element is then added to the SECURITY MODE COMMAND
message. The drawback of this solution is that to encode this new information element, UTRAN RRC
first hasto decode the GSM CM2 and CM 3 information elements, which encoding/decoding rules are
specified in 3GPP TS 24.008.

2. Seefigure 1. Thereceived GSM CM2+CM 3 information (RRC infoelement "Inter-RAT UE radio
access capability") is used for calculating MAC-I for the SECURITY MODE COMMAND message,
but the actual CM2 + CM3 is not included in the RRC message. Using similar approach, also the size
of the existing SECURITY MODE COMMAND can be reduced by 32 bits by taking the |IE " Security
Capability" out from the message and using it only for calculating the MAC-I. This solution has no
drawbacks from security point of view, since the UE does not need to receive the actual " Security
Capability" (nor "Inter-RAT UE radio access capability") but only a confirmation that UTRAN has
received these infoelements correctly. This 'confirmation’ can well be achieved by using the message
authentication code (MAC-I) as described in figure 1. From the integrity algorithm viewpoint this
solution is OK, since the length of the message used as input to the f9 algorithm does not need to be
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the same as the length of the encoded message to be sent over the air. The drawback of this solution
isthat either these two information elements must be encoded separately by the (PER) encoder or
their bit-coding has to be defined explicitely.

If the encoding of information elements "Inter-RAT UE radio access capability” and " Security
Capability" for the calculation of MAC-I can not easily be defined (alternative 2), the same result is
achieved by using the full encoded RRC_CONNECTION_SETUP_COMPLETE message instead of
the two information elements only. It is probably quite easy from implementation viewpoint to save a
copy of the encoded message before it is sent (UE side) or just after receiving, before passing it to the
decoder (UTRAN side). This saved copy would then be used when calculating the MAC-I (UTRAN)
and XMAC-I (UE) for the SECURITY_MODE_COMMAND message. Thus, MAC-I for
SECURITY_MODE_COMMAND would be calculated by setting the MESSA GE-input parameter
for the integrity algorithm as:

MESSAGE = SECURITY_MODE_COMMAND + RRC_CONNECTION_SETUP_COMPLETE

Naturally in this case the rules specified in 8.5.10.3 would be only applicable to the
SECURITY_MODE_COMMAND part. The drawback (compared to 2) is that this solution requires a
bit more memory.

Thissolution isillustrated in figure 2.
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Figure 1: Calculating MAC-I (and XMAC-I) for RRC SECURITY MODE COMMAND message
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Figure 2: Calculating MAC-I (and XMAC-I) for RRC SECURITY MODE COMMAND message
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3 Proposal

Solution 1 was the preferred solution in RAN WG2 and it is therefore implemented in a proposed CR
below.
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8.1.12 Security mode control
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Figure 18: Security mode control procedure

8.1.12.1 General

The purpose of this procedureisto trigger the stop or start of ciphering or to command the restart of the ciphering with
anew ciphering configuration, both for the signalling link and for any of the radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for uplink and downlink
signalling.
8.1.12.2 Initiation

8.1.12.2.1 Ciphering configuration change

To stop or start/restart ciphering, UTRAN sendsa SECURITY MODE COMMAND message on the downlink DCCH
in AM RLC using the old ciphering configuration. If no old ciphering configuration exists then the SECURITY MODE
COMMAND is not ciphered.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the |IE "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:

- suspend al radio bearers using RLC-AM and RLC-UM;

- suspend all signalling radio bearers using RLC-AM and RLC-UM, except the signalling radio bearer used to
send the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM;

- ¢, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence
number" in 1E "Radio bearer downlink ciphering activation timeinfo" in the |E " Ciphering mode info", at which
time the new ciphering configuration shall be applied;

- include "Ciphering activation time for DPCH" in |E " Ciphering mode info" when a DPCH exists for radio
bearers using transparent mode RLC;

- s¢t, for each suspended radio bearer and signalling radio bearer, the "RLC send sequence number” in 1E "Radio
bearer downlink ciphering activation time info" in the |E " Ciphering mode info", at which time the new
ciphering configuration shall be applied.

While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater
than or equal to the number in |E "Radio bearer downlink ciphering activation time info".

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN shall:

- resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be
applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the |IE
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"Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall
be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number
indicated in |E "Radio bearer downlink ciphering activation time info", sent to the UE.

8.1.12.2.2 Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink
DCCH in AM RLC using the new integrity protection configuration.

8.1.12.3 Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received
information elements according to 8.6.

If the |E " Security capability" isthe same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the |E
"GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the

variable UE_CAPABILITY_TRANSFERRED, the UE shall:

suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to receive the
SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM) using RLC-AM or RLC-UM
that belong to the CN domain indicated in the |IE "CN domain identity”, with RLC sequence number greater than
or equal to the number in IE "Radio bearer downlink ciphering activation timeinfo" in the |E " Ciphering mode
info";

set the |E "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE CONTROL message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

clear that entry;
if the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set:

- include and set the | E "Radio bearer uplink ciphering activation timeinfo" to the value of that variable, for
the respective radio bearer and signalling radio bearer;

when the radio bearers and signalling radio bearers have been suspended:

- send aSECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering
and the new integrity protection configurations;

when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends. If a
RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been
confirmed by RLC, but before the activation time for the new ciphering configuration has been reached, then
the activation time shall be ignored and the new ciphering configuration shall be applied immediately after
the RLC reset or RLC re-establishment.

For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity”, the UE shall:

if anew integrity protection key has been received:
- inthe downlink:
- usethe new key;

- set the HFN component of the downlink COUNT-I to zero at the RRC sequence number indicated in 1E
"Downlink integrity protection activation info" included in the | E "Integrity protection mode info";

in the uplink:

use the new key;
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- set the HFN component of the uplink COUNT-I to zero at the RRC sequence number indicated in |E
"Uplink integrity protection activation info" included in the |E "Integrity protection mode info";

- if anew ciphering key is available:
- inthe downlink:
- usethe new key;

- set the HFN component of the downlink COUNT-C to zero at the RLC sequence number indicated in |E
"Radio bearer downlink ciphering activation time info" in the IE " Ciphering mode info";

- intheuplink:
- usethe new key;

- set the HFN component of the uplink COUNT-C to zero at the RLC sequence number indicated in IE
"Radio bearer uplink ciphering activation time info".

If the | E " Security capability" is not the same asindicated by the variable UE_CAPABILITY_TRANSFERRED, or the
IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the
variable UE_ CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the
procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.1.12.4 Cipher activation time too short

If the time specified by the | E " Ciphering activation time for DPCH" or the IE "Radio bearer downlink ciphering
activation time info" contained in the IE " Ciphering mode info" has elapsed, the UE shall switch immediately to the
new ciphering configuration.

8.1.12.5 Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all
subsequent messages with the new integrity protection configuration, if changed. When UTRAN hasreceived a
SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN shall:

- for radio bearers using RLC-AM or RLC-UM:

- usetheold ciphering configuration for received RLC PDUs with RLC segquence number less than the RLC
sequence number indicated in the | E "Radio bearer uplink ciphering activation time info" sent by the UE;

- usethe new ciphering configuration for received RLC PDUs with RLC sequence humber greater than or
equal to the RLC sequence number indicated in the |E "Radio bearer uplink ciphering activation time info"
sent by the UE;

- if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been
received by UTRAN before the activation time for the new ciphering configuration has been reached, ignore
the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-
establishment;

- for radio bearersusing RLC-TM:

- usethe new ciphering configuration for the received RLC PDUs at the CFN asindicated in the |E " Ciphering
activation time for DPCH" in the IE "Ciphering mode info";

- and the procedure ends.

8.1.12.6 Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific
error handling as follows:

- transmit aSECURITY MODE FAILURE message on the uplink DCCH using AM RLC;
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set the |E "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE CONTROL message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

clear that entry;
set the | E "failure cause" to the cause value "protocol error";

include the | E "Protocol error information” with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION.

when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

- resume normal operation asif theinvalid SECURITY MODE COMMAND message has not been received
and the procedure ends.
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8.5.10.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the " Status" in the variable
INTEGRITY_ PROTECTION_INFO hasthe value "Started" and the IE ’Integrity check info’ is present the UE shall:

- check the value of the |E "RRC message sequence number" included in the IE "Integrity check info". If the RRC
message sequence number is lower than the "Downlink RRC Message sequence number” for RB#n in the
variable INTEGRITY_PROTECTION_INFO, the UE shall increment "Downlink RRC HFN" for RB#n in the
variable INTEGRITY_PROTECTION_INFO with one. If the RRC message sequence number is equal to the
"Downlink RRC Message sequence number” for RB#n in the variable INTEGRITY_PROTECTION_INFO, the
message shall be discarded.

- calculate an expected message authentication code in accordance with subclause 8.5.10.3.

- compare the expected message authentication code with the value of the received |E " message authentication
code” contained in the IE 'Integrity check info'.

- If the expected message authentication code and the received message authentication code are the same, the
integrity check is successful.

- If the calculated expected message authentication code and the received message authentication code differ:

- if the IE "RRC message sequence number” included in the IE "Integrity check info" islower than the
"Downlink RRC Message sequence number” for RB#n in the variable
INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for RB#n in the variable
INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

- decrement "Downlink RRC HFN" for RB#n in the variable INTEGRITY_PROTECTION_INFO by
one.

- discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the " Status’ in the variable
INTEGRITY_PROTECTION_INFO hasthe value " Started" and the | E 'Integrity check info’ is not present the UE
shall discard the message.

8.5.10.2 Integrity protection in uplink

Upon transmitting an RRC message using the signalling radio bearer with radio bearer identity n, and the " Status' in the
variable INTEGRITY_ PROTECTION_INFO has the value " Started" the UE shall:

- increment "Uplink RRC Message sequence number" for RB#n in the variable
INTEGRITY_PROTECTION_INFO with 1. When "Uplink RRC Message sequence number” for RB#n in the
variable INTEGRITY_PROTECTION_INFO becomes 0, the UE shall increment "Uplink RRC HFN" for RB#n
inthevariable INTEGRITY_PROTECTION_INFO with 1

- calculate the message authentication code in accordance with subclause 8.5.1011.3

- replace the "Message authentication code” in the IE "Integrity check info" in the message with the calculated
message authentication code.

- replace the "RRC Message sequence number” in the | E "Integrity check info" in the message with contents set to
the new value of the "Uplink RRC Message sequence number" for RB#n in the variable
INTEGRITY_PROTECTION_INFO

8.5.10.3 Calculation of message authentication code

The UE shall calculate the message authentication code in accordance with 3GPP TS 33.102. The input parameter
MESSAGE (3GPP TS 33.102) for the integrity algorithm shall be constructed by:

- setting the "Message authentication code” in the | E "Integrity check info" in the message to the signalling radio
bearer identity
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- setting the "RRC Message sequence number" in the IE "Integrity check info" in the message to zero
- encoding the message

- appending RRC padding (if any) as a bitstring to the encoded bitstring as the least significant bits
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10.2.41 RRC CONNECTION SETUP COMPLETE

This message confirms the establishment of the RRC Connection by the UE.

RLC-SAP: AM
Logica channel: DCCH

Direction: UE -~ UTRAN

Information Element/Group Need Multi Type and Semantics description
name reference
Message Type MP Message
Type
UE Information Elements
RRC transaction identifier MP RRC
transaction
identifier
10.3.3.36
START list MP 1to START [TS 33.102] values for
<maxCNdo all CN domains.
mains>
>CN domain identity MP CN domain
identity
10.3.1.1
>START MP START START value to be used in
10.3.3.38 this CN domain.
UE radio access capability OoP UE radio
access
capability
10.3.3.42
Other information elements
UE system specific capability CHOP 1to This IE is included if the IE
<maxSyste "System specific capability
mCapabilit update requirement " in the IE
y> "Capability update
requirement” was included in
RRC CONNECTION SETUP
message
>Inter-RAT UE radio access MP Inter-RAT
capability UE radio
access
capability
10.3.8.7

10.2.43 SECURITY MODE COMMAND

This message is sent by UTRAN to start or reconfigure ciphering and/or integrity protection parameters.

RLC-SAP: AM
Logical channel: DCCH

Direction: UTRAN to UE
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Information Element/Group Need Multi Type and Semantics description
name reference
Message Type MP Message
Type
UE information elements
RRC transaction identifier MP RRC
transaction
identifier
10.3.3.36
Integrity check info MP Integrity
check info
10.3.3.16
Security capability MP Security
capability
10.3.3.37
Ciphering mode info OoP Ciphering Only present if ciphering shall
mode info be controlled
10.3.3.5
Integrity protection mode info OoP Integrity Only present if integrity
protection protection shall be controlled
mode info
10.3.3.19
CN Information elements
CN domain identity MP CN domain Indicates which cipher and
identity integrity protection keys are
10.3.1.1 applicable
Other information elements
UE system specific security CH 1lto This IE is included if the |E
capability <maxSyste "Inter-RAT UE radio access
mCapabilit capability” was included in
y> RRC CONNECTION SETUP
COMPLETE message
Inter-RAT UE security capability | MP Inter-RAT
UE security
capability
10.3.8.x
10.3.8.x Inter-RAT UE security capability
Information Element/Group Need Multi Type and Semantics description
name reference
CHOICE system MP
>GSM
>>GSM security capability MP Bit string(7) "0000001,": A5/1 supported,

"00000105": A5/2 supported,
"00001005": A5/3 supported,
"0001000>": A5/4 supported,
"00100005": A5/5 supported,
"0100000>": A5/6 supported,
"1000000»": A5/7 supported
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11.2 PDU definitions
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-- TABULAR The nessage type and integrity check info are not

-- visible in this nodule as they are defined in the class nodul e.
-- Also, all FDD/ TDD specific choices have the FDD option first

-- and TDD second, just for consistency.
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PDU- defi ni tions DEFI N TI ONS AUTOVATI C TAGS :: =
BEG N
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-- |E paraneter types from other nodul es

ok kkkhkkkhkkhkkhkhkhkhkkhkhkhkhkhkhkhkhkhhkhkhkhkhhkhhkhhhhhkhhkhkhhkhhhhhhkhhhhhkrhhhhhhhdkddk

I MPORTS

-- Core Network IEs :
CN- Donai nl dentity,
CN- | nf or mat i onl nf o,
NAS- Message,
Pagi ngRecor dTypel D,
-- UTRAN Mobility IEs :
URA- I dentity,
-- User Equipnent |Es :
ActivationTi ne,
C- RNTI,
Capabi | i t yUpdat eRequi renent ,
Cel | Updat eCause,
G pheringAl gorithm
G pheri nghodel nf o,
Est abl i shnent Cause,
Fai | ureCauseWthProtErr,
Fai |l ureCauseWthProtErrTrid,
Initial UE-1dentity,
IntegrityProtActivationlnfo,
I ntegrityProtecti onMbdel nfo,
N- 308,
Pagi ngCause,
Pagi ngRecor dLi st ,
Pr ot ocol Error | ndi cat or,
Pr ot ocol Errorl ndi cat or Wt hMor el nf o,
Rb-ti mer-indicator,
Re- Est abl i shnent Ti ner,
Redi recti onl nfo,
Rej ect i onCause,
Rel easeCause,
RRC- St at el ndi cat or,
RRC- Tr ansacti onl denti fi er,
SecurityCapability,

START- Val ue,
STARTLI st ,

U RNTI ,

U- RNTI - Shor t

UE- Radi oAccessCapability,
UE- ConnTi ner sAndConst ant s,
URA- Updat eCause,
UTRAN- DRX- Cycl eLengt hCoef fi ci ent,
Wi t Ti ne,
-- Radio Bearer |Es :
Pr edefi nedConfi gl dentity,
RAB- | nf o,
RAB- | nf o- Post ,
RAB- | nf or mat i onlLi st
RAB- | nf or mat i onReconfi gLi st
RAB- | nf or mat i onSet uplLi st ,
RB- Act i vat i onTi nel nf o,
RB- Act i vat i onTi nel nf oLi st
RB- COUNT- C- | nf or mat i onlLi st
RB- COUNT- C- MSB- | nf or mat i onlLi st
RB- | denti tyLi st,
RB- | nf or mat i onAf f ect edLi st
RB- | nf or mat i onReconfi gLi st
RB- | nf or mat i onRel easelLi st
RB- | nf or mat i onSet uplLi st
RB- W t hPDCP- | nf oLi st ,
SRB- | nf or mat i onSet uplLi st,
SRB- | nf or mat i onSet upLi st 2,
-- Transport Channel |Es:
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CPCH- Set | D,
DL- AddReconf Tr ansChl nf o2Li st ,
DL- AddReconf Tr ansChl nf oLi st ,
DL- CommonTr ansChl nf o,
DL- Del et edTr ansChl nf oLi st
DRAC- St ati cl nformationLi st
TFC- Subset,
TFCS- I dentity,
UL- AddReconf Tr ansChl nf oLi st ,
UL- CommonTr ansChl nf o,
UL- Del et edTr ansChl nf oLi st
-- Physical Channel |Es :
Al | ocati onPeri odl nf o,
Al pha,
CCTr CH Power Control | nf o,
Const ant Val ue,
CPCH- Set | nf o,
DL- Commonl nf or mat i on,
DL- Cormonl nf or mat i onPost ,
DL- I nf or mati onPer RL,
DL- | nf or mat i onPer RL- Li st ,
DL- I nf or mat i onPer RL- Li st Post FDD,
DL- | nf or mat i onPer RL- Post TDD,
DL- DPCH Power Cont r ol | nf o,
DL- PDSCH- | nf or mati on,
DPCH- Conpr essedModesSt at usl nf o,
Frequencyl nf o,
Frequency! nf oFDD,
Fr equency! nf oTDD,
I ndi vi dual TS-I nterferenceli st,
MaxAl | onedUL- TX- Power ,
PDSCH- Capaci t yAl | ocati onl nf o,
PDSCH- | denti ty,
PDSCH- | nf o,
PRACH RACH- | nf o,
Pri mar yCCPCH- TX- Power ,
PUSCH- Capaci t yAl | ocat i onl nf o,
PUSCH- | denti ty,
RL- Addi ti onl nf ormati onLi st
RL- Renoval | nf or mati onLi st
SSDT- | nf ormati on,
TFC Cont rol Dur ati on,
Ti nesl ot Li st,
TX- Di versi t yMode,
UL- Channel Requi r enent ,
UL- Channel Requi r ement Wt hCPCH- Set | D,
UL- DPCH- | nf o,
UL- DPCH- | nf oPost FDD,
UL- DPCH- | nf oPost TDD,
UL- Ti m ngAdvance,
UL- Ti m ngAdvanceControl ,
-- Measurenent IEs :
Addi ti onal Measur enent | D- Li st
Event Resul t s,
| nt er RAT- Tar get Cel | Descri pti on,
Measur edResul t s,
Measur edResul t sLi st
Measur edResul t SONRACH,
Measur enent Conmand,
Measur enment | dentity,
Measur enent Repor t i nghbde,
Pr i mar y CCPCH- RSCP,
Ti mesl ot Li st Wt hl SCP,
Traf fi cVol uneMeasur edResul t sLi st,
UP- GPS- Assi st anceDat a,
UP- OTDOA- Assi st anceDat a,
-- OGher IEs :
BCCH- Modi fi cati onl nfo,
CDMA2000- Messageli st ,
GSM Messageli st ,
| nt er RAT- ChangeFai | ur eCause,
I nt er RAT- HO Fai | ure,
| nt er RAT- UE- Radi oAccessCapabi | i tyLi st,
I nt er RAT- UE- Securi t yCaplLi st ,
| nt er RATMessage,
I nt raDomai nNasNodeSel ect or,
Prot ocol Error | nfornmati on,
Pr ot ocol Err or Mor el nf or mati on,
Rpl m- | nf or mati on,
SegCount ,
Segnent | ndex,
SFN- Pri ne,
S| B-Dat a- f i xed,
S| B- Dat a- vari abl e,
S| B- Type
FROM | nf or mat i onEl enent s
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max S| Bper Msg,
maxSyst enCapabi lity
FROM Const ant - def i ni ti ons;

R R R Sk Sk S S S S R S S R R

-- SECURI TY MODE COMVAND

R R R Sk R S S S S S S R S S R R

SecurityMdeCommand-r3-1Es ::= SEQUENCE {
-- TABULAR Integrity protection shall always be perfornmed on this nmessage.
-- User equi pment | Es

rrc-Transactionldentifier RRC- Tr ansact i onl denti fier,

securityCapability SecurityCapability,

ci pheri nghbdel nf o Ci pheri nghbdel nf o OPTIl ONAL,

i ntegrityProtectionMdel nfo I ntegrityProtectionMbdel nfo OPTIl ONAL,
-- Core network | Es

cn- Domai nl dentity CN- Dormai nl dentity,
-- Oher |Es

ue- Syst enBpeci fi cSecurityCap I nt er RAT- UE- Securi t yCaplLi st OPTI ONAL

11.3 Information element definitions

khhkkhkhkhhhhkhhhhhhkhhkhhhhhkhhhhhkhhkhhkhhhkhkhkhhkhkhhhkhkkk

. OTHER | NFORVATI ON ELEMENTS ( 10. 3. 8)

khhkkhkhkhhhhkhhhhhhhhhhhhhhkhhkhhhkhhkhhkhh kb khkhhkhkhkhkkk

GsnBSecurityCapability ::= BIT STRING (SIZE (7))
I nt er RAT- UE- SecurityCapability ::= CHO CE {
gsm SEQUENCE {
gsnSecurityCapability GsnBSecurityCapability
}
b
| nt er RAT- UE- SecurityCaplList ::= SEQUENCE (S| ZE(1.. max| nt er SysMessages)) OF

I nt er RAT- UE- SecurityCapability
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13.4.28 UE_CAPABILITY_TRANSFERRED

This variable stores information about which UE capabilities that have been transferred to UTRAN.

Information Element/Group
name

Need

Multi

Type and
reference

Semantics description

UE radio access capability

OP

UE radio
access
capability
10.3.3.42

UE system specific capability

OP

message
10.-3-8:8Inter

-RAT UE

radio access

capability
10.3.8.7

Includes inter-RAT classmark
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