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Cellular IoT user plane security options
1. Introduction
In the third GERAN teleconference on Cellular IoT, the need for secure transfer of both signalling and user data for Cellular IoT applications was highlighted. For the Gb interface option, it was identified that integrity protection is not supported between the MS and the SGSN and user plane security between MS and SGSN might benefit from more secure encryption algorithms like GEA4. 
However, for both the Gb and S1 interface architecture options, user plane encryption does not extend to the GGSN/PDN gateway (or a nearby MTC server). This situation may make it essential for a Cellular IoT application provider to run an end-to-end application level security protocol between MS and the application server which would result in significant signalling overhead (protocol handshakes etc.) and increased MS power consumption. This contribution looks at several options to improve security between MS and SGSN (for Gb interface option) and also between MS and the GGSN/PDN GW or MTC server for cellular IOT applications. 
2. Issues with end-to-end security protocols for Cellular IoT
End-to-end security protocols e.g. DTLS between the MS and an application server provide one way of securing the communication between MS and a cellular IoT application server, irrespective of the nature of the security over the radio access and within the cellular network domain (including both the home network and visited network).

One of the main drawbacks of supporting existing end-to-end security protocols for Cellular IoT devices is the amount of security related signalling – protocol overheads like DTLS handshakes - that need to be exchanged between MS and the application server before any useful information can be sent (usually a small data packet). The signalling overhead will not only reduce the radio access capacity but, more importantly, increase the energy consumption by the M2M device.This may make the objective of having devices lasting for years with standard battery power un achievable.
From an application level perspective, the customer may not be satisfied with relying on the user plane security between MS and a visited SGSN (assuming this is implemented) and between the GGSN and the application server since there is a gap in user plane security between the visited SGSN and the GGSN. (It is to be noted that the communication between a visited SGSN and GGSN may run over thousands of kilometres). Even if the link between visited SGSN and GGSN can be secured, there is still the risk that communication between the MS and Application server may be intercepted in a visited network (e.g. in visited SGSN), with which the customer may not have a contractual relationship. 
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Figure 1: Potential user plane security gap between SGSN and GGSN
However, if user plane security could be extended to the GGSN, or to a nearby MTC server, this may remove the need for additional end-to-end security, which will in turn improve both the radio access capacity and the MS energy consumption. Alternatively, if end-to-end application level security is still required, the signalling exchange over the radio access to establish application level security will need to be optimised.

Section 3 outlines several options for establishing security between MS and GGSN/PDN GW or MTC server and the potential to optimise the signalling exchange for end-to-end security protocols, to deliver improved radio access capacity and reduced MS power consumption.

3. Options for improving user-plane and end-to-end security

3.1 Integrity Protection between MS and visited SGSN 
Running integrity protection between MS and the visited SGSN prevents data sessions from being hijacked. One approach to introduce integrity protection between MS and SGSN is to reuse the security algorithm negotiation algorithm from UMTS/LTE and  introduce a Message Authentication Code (MAC) at the LLC layer  (see [1] Ericsson contribution to third GERAN telco on Cellular IoT on ‘Minimal security enhancements for GSM/GPRS to support secure delivery of MTC data).
However, this approach (although obvious), increases the overhead on the user plane and also adds extra signalling overhead for the security algorithm negotiation.
Observations

The LLC layer in GPRS contains a 24 bit Cyclic Redundancy Check for error detection. SGSN (at LLC layer) doesn’t perform error correction: LLC either passes the frame through with a warning if errors are tolerable, or discards the frame if accuracy is critical. CRCs can detect random bit errors, but can’t cope with deliberate manipulation of the bit-stream. Indeed, existing GPRS encryption doesn’t prevent that either, it just makes it hard for an attacker to see what they are manipulating.

One solution is to replace the CRC with a cryptographic integrity check, such as the 32 bit MAC provided by EIA1 (formerly UIA2). This will reduce the overhead to support integrity protection for small messages. 
Proposal 1: The CRC field at LLC layer may be substituted with a MAC to provide integrity protection between MS and SGSN.

A 3G-quintuplet may also be distributed from the HLR/HSS to the SGSN, but only the integrity key (IK) used by the SGSN. The cipher key (CK) field can be set to some null or dummy value, and the true CK will be used elsewhere (or a key derived from CK will be used elsewhere). 
Proposal 2: Only the integrity key is distributed from HLR/HSS to the SGSN for integrity protection and the cipher key is withheld by the home network. 

There should finally be some signalling options for the home network to tell the visited network to switch on integrity protection/switch off encryption. These are not supported by current signalling messages (neither MAP (TS 29.002) nor S6a (TS29.272)), so will need to be specified. 

Proposal 3: It should be possible for the home network to tell the visited network to switch on integrity protection and switch off encryption. 
3.2 User Plane Encryption between MS and GGSN/MTC server
The choice of MTC server end-point could be the GGSN (or a more elaborate server with a bit of GGSN functionality) or another server in HPLMN, close to GGSN, or an application server. It is assumed that the GGSN can communicate with a MTC server by Diameter/RADIUS parameters. (Note: wherever GGSN is mentioned, it can also be a PDN-GW.)
To enable the GGSN or MTC server to become the encryption endpoint, an interface is required for the end-point server to interrogate the HLR or HSS for the relevant encryption key (CK or a derivative). This might be done directly – using Diameter - or through a proxy (e.g. http -> Diameter, or Diameter->MAP, or http->MAP) especially if the end-point server is not on the same LAN as the HLR/HSS.  
It is foreseen that the GGSN/MTC server (end point server) will need an identifier for the relevant authentication vector e.g. an IMSI or RAND or preferably both to interrogate the HLR/HSS. Alternatively, a proxy in front of the HLR/HSS could find the matching CK and return it to the end point server; this will work provided the SGSN in the visited network had also connected through the proxy to retrieve the original vector (minus the CK), which ensures the proxy will know about it. 

Proposal 4: The GGSN/MTC server should be able to query the HLR/HSS or a proxy in the home network for the relevant cipher key to start end-to-end user plane encryption with the MS.

A further option for the GGSN/MTC server to acquire the encryption key might involve direct exchange of identifiers or other security parameters between the MS and the GGSN/MTC server end point. For example, the existing Protocol Configuration Option (PCO) information element in Non-Access Stratum (NAS) message exchanges between UE and SGSN already provides a means for conveying information to the GGSN since the PCO IE is transparently conveyed to the GGSN in a bi-directional way. This would – for example - allow the UE to pass the relevant RAND to the GGSN, and allow the GGSN to pass the combination of IMSI and RAND onto the MTC server (if the MTC server is not combined with the GGSN) so it can look-up the CK.  
Proposal 5: The possibility of using the Protocol configuration Option (PCO) IE as a channel to exchange security key parameters directly between MS and the security end point (GGSN/PDN GW/MTC server) should be investigated. 

Once the encryption key is available in the MS and the encryption end-point (GGSN/PDN GW or MTC server), the CK may either be passed down to the modem, which allows re-use of existing cryptographic functionality of the modem, or passed up to higher layers to be used by the application processor. This may avoid the need for ‘heavy’ application level protocol handshakes to establish the encryption keys at both ends. 
It can be further envisaged that the encryption key could be used at the networking layer e.g. for IPsec for encrypting only the IP payload with ESP (Encapsulating Security Payload). Finally, further optimisations may be achieved by using a combined encryption/authentication method like AES-CCM.
Proposal 6: The possibility of the application or networking layer using an encryption key derived from the cellular security framework (without extra overheads from handshakes etc.) should be further investigated. 

4. Conclusions

In this contribution, we highlight the issues with using existing end-to-end application level security protocols for Cellular IoT and identify potential solutions to establish integrity protection between MS and SGSN and user plane encryption between MS and the GGSN/MTC server, without the overhead incurred by end-to-end application level protocols. The following proposals are made:

Proposal 1: The CRC field at LLC layer may be substituted with a MAC to provide integrity protection between MS and SGSN.

Proposal 2: Only the integrity key is distributed from HLR/HSS to the SGSN for integrity protection and the cipher key is withheld by the home network. 

Proposal 3: It should be possible for the home network to tell the visited network to switch on integrity protection and switch off encryption. 

Proposal 4: The GGSN/MTC server should be able to query the HLR/HSS or a proxy in the home network for the relevant cipher key to start end-to-end user plane encryption with the MS.

Proposal 5: The possibility of using the Protocol configuration Option (PCO) IE as a channel to exchange security key parameters directly between MS and the security end point (GGSN/PDN GW/MTC server) should be investigated. 

Proposal 6: The possibility of the application or networking layer using an encryption key derived from the cellular security framework (without extra overheads from handshakes etc.) should be further investigated. 
GERAN WG2 are kindly requestd to discuss the proposals made in the document and liaise with SA3 to discuss and investigate further the options for improving security for the user plane  between MS and GGSN/PDN GW/MTC server and integrity protection between MS and SGSN (for Gb interface option). [image: image2.png]
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