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[bookmark: _Toc10738250][bookmark: _Toc20396084][bookmark: _Toc29397666][bookmark: _Toc29398788][bookmark: _Toc36648798][bookmark: _Toc36654586][bookmark: _Toc44960857][bookmark: _Toc50982498][bookmark: _Toc50984669][bookmark: _Toc57111937][bookmark: _Toc57208084][bookmark: _Toc103688296][bookmark: _Toc143704053]3.6	Table of optional features
Support of several features is optional or release dependent for the user equipment. However, if a UE states conformance with a specific 3GPP release, it is mandatory for the UE to support all mandatory functions of that release, as stated in table A.1.
The supplier of the implementation shall state the support of possible options in table A.1.
Table A.1: Options
	Item
	Option
	Status
	Support
	Mnemonic

	1
	Support of CS
	O
	
	O_CS

	…
	…
	…
	
	…

	52
	Support of USAT functionality (see NOTE 3)
	O
	
	O_USAT

	53
	Support of CAG
	O
	
	pc_CAG



	C001
	If ((A.1/18 is supported) AND (A.1/31 is supported) AND (A.1/32 is supported)) THEN M, ELSE O

	C002
	If (A.1/11 is NOT supported) THEN N/A, ELSE M

	NOTE 1:
	'ME supports non-removable UICC only' means that access to the physical card interface as defined in ETSI TS 102 221 is not available

	NOTE 2:
	The UE shall claim to support the Java Card API if test relevant functions as defined in Annex A, clause A.2 are supported.

	NOTE 3:
	The support of the USAT functionalities as expected  here requires the support of the UICC API defined in ETSI TS 102 241 [23] and the USIM API defined in TS 31.130 [17]


[…]
***** next change *****
3.8	Applicability table
	Table B.1: Applicability of tests



	Test#
	Title
	from Rel
	to Rel (see note)
	Applicability
	Network Dependency
	Test Option
	Support

	[bookmark: RANGE!A2]5
	Subscription related tests
	 
	 
	 
	 
	 
	 

	…
	…
	…
	…
	…
	…
	…
	 

	[bookmark: _Hlk145688547]5.6
	Handling subscription identifier privacy for 5G - SUPI type in NAI format
	 
	 
	 
	 
	 
	 

	…
	…
	…
	…
	…
	…
	…
	 

	5.6.2
	UE identification by SUCI during initial registration – SUCI calculation by USIM using profile A
	Rel-16
	 
	C007
	NG-SS
	E.04FFS
	 

	5.6.3
	UE identification by SUCI during initial registration – SUCI calculation by USIM using profile B
	Rel-16
	 
	C007
	NG-SS
	E.04FFS
	 

	5.6.4
	UE identification after SUPI is changed
	Rel-16
	 
	C007
	NG-SS
	E.04FFS
	 

	5.6.5
	UE identification by SUCI during initial registration – SUCI calculation by ME using profile A
	Rel-16
	 
	C007
	NG-SS
	E.04FFS
	 

	5.6.6
	UE identification by SUCI during initial registration – SUCI calculation by USIM using profile B
	Rel-16
	 
	C007
	NG-SS
	E.04FFS
	 

	…
	…
	…
	…
	…
	…
	…
	 

	8
	Subscription independent tests
	 
	 
	 
	 
	 
	 

	8.1
	Phone book procedures
	 
	 
	 
	 
	 
	 

	8.1.2
	Update of the Phonebook Synchronisation Counter (PSC)
	Rel-13
	 
	C012
	 
	FFSE.07
	 

	8.1.3
	Phonebook content handling
	 
	 
	 
	 
	 
	 

	8.1.3.1
	Handling of BCD number/ SSC content extension
	Rel-13
	 
	C013
	 
	FFSE.07
	 

	8.1.4
	Phonebook selection
	Rel-13
	 
	C014
	 
	FFSE.07
	 

	8.1.5
	Local Phonebook handling
	Rel-13
	 
	C012
	 
	FFSE.07
	 

	…
	…
	…
	…
	…
	…
	…
	 

	8.3
	MMS related tests
	 
	 
	 
	 
	 
	 

	8.3.1
	UE recognising the priority order of MMS Issuer Connectivity Parameters
	Rel-13
	 
	C017
	E-USS OR USS OR SS
	FFS
	 

	8.3.2
	UE recognising the priority order of MMS User Connectivity Parameters
	Rel-13
	 
	C017
	E-USS OR USS OR SS
	FFS
	 

	8.3.3
	UE recognising the priority order of MMS Issuer Connectivity Parameters over the MMS User Connectivity Parameters
	Rel-13
	 
	C017
	E-USS OR USS OR SS
	FFS
	 

	8.3.4
	Usage of MMS notification
	Rel-13
	 
	C018
	E-USS OR USS OR SS
	FFS
	 

	…
	…
	…
	…
	…
	…
	…
	

	13
	UICC interface during PSM
	 
	 
	 
	 
	 
	 

	…
	…
	…
	…
	…
	…
	…
	 

	13.3
	UICC interface in PSM handling for E-UTRAN – UICC deactivation in PSM
	Rel-13
	Rel-13
	C023
	E-USS OR NB-SS
	FFS
	 

	 
	 
	Rel-14
	 
	 
	 
	 
	 

	…
	…
	…
	…
	…
	…
	…
	 

	15
	Authentication procedure and NAS security context handling for 5G
	 
	 
	 
	 
	 
	 

	15.1
	Authentication procedure for EAP-AKA'
	 
	 
	 
	 
	 
	 

	15.1.1
	Authentication procedure for EAP-AKA' - Authentication is successful
	Rel-15
	Rel-15
	C004
	NG-SS
	E.07
	 

	15.1A.1
	Authentication procedure for EAP-AKA' - Authentication is successful
	Rel-16
	 
	C004
	NG-SS
	E.07FFS
	 

	…
	…
	…
	…
	…
	…
	…
	 

	15.2
	Authentication procedure for 5G AKA
	 
	 
	 
	 
	 
	 

	15.2.1
	[bookmark: RANGE!B213]Authentication procedure for 5G AKA - Authentication is successful
	Rel-15
	Rel-15
	C004
	NG-SS
	E.04 
(E.03)
	 

	15.2A.1
	Authentication procedure for 5G AKA - Authentication is successful
	Rel-16
	 
	C004
	NG-SS
	E.04 (E.03)FFS
	  

	15.2.2
	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC
	Rel-15
	Rel-15
	C004
	NG-SS
	I.01 
(E.04)
	 

	15.2A.2
	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC
	Rel-16
	
	
	NG-SS
	I.01 (E.04)FFS
	  

	…
	…
	…
	…
	…
	…
	…
	 

	17
	CAG list handling
	 
	 
	 
	 
	 
	 

	17.1
	CAG list handling for 5G
	 
	 
	 
	 
	 
	 

	17.1.1
	CAG list handling for 5G
	Rel-17
	
	C027
	NG-SS
	I.01
	

	NOTE:		Blank entries indicate the latest valid release at the time of publication of this specification

	NOTE 1:	Available methods are probably not sufficient. E.g. verification of electrical behaviour is needed



[…]
***** next change *****
	Table B.2: Applicability conditions



	Condition#
	Info
	Mnemonic

	…
	…
	…

	C026
	IF A.1/43 AND A.1/44 AND A.1/45 THEN M ELSE N/A
	-- pc_5GC AND pc_NR AND O_URSP_by_USIM

	C027
	IF A.1/43 AND A.1/44 AND A.1/49 THEN M ELSE N/A
	-- pc_5GC AND pc_NR AND pc_CAG


[…]
***** next change *****
[bookmark: _Toc58494983][bookmark: _Toc103688302][bookmark: _Toc143704092][bookmark: _Hlk145658091][bookmark: _Hlk150439058]4.1	Test environment description
[bookmark: _Toc103688303][bookmark: _Toc150448291][bookmark: _Hlk150867124]4.1.1	General test environment
Without having the UICC-Terminal interface accessible a direct verification of APDU/data timing and contents is not possible. Thus, alternative implementations and methods will be used to provide sufficient confidence in the result obtained. The present document will not specify an authoritative test environment. The following figure shows a test environment that allows the verification of test results for UEs with an integrated and not removable UICC/USIM (nrUSIM).
Without having the UICC-Terminal interface accessible, a direct verification of APDU or data contents is not possible. The present document shall provide a test environment and test methods that allow the verification of test results for UEs with an integrated and not removable UICC/USIM (nrUSIM).
Figure 4.1: General test environment[image: ][image: ]
Figure 4.1 gives an overview on how a test case shall be executed.
Based on the identified test purpose and the related conformance requirements an appropriate test sequence is defined. The test itself can be split into three phases:
In the preparation phase the initial set-up for the test case is performed. Test specific data is transferred to the nrUSIM. E.g. by provisioning a test specific profile.
In the execution phase the test procedure is performed. It has to be ensured that all steps defined in the test procedure are executed and that they are executed in order. The data generated during this execution is stored in the TT and/or test EFs in the file system within the nrUICC.
In the verification phase the data, procedures and processes identified and stored during execution are checked against given conformance requirements. A final verification of specific EF/DF contents might be required. The exchange of required data has to be ensured, even though the required data transfer is not necessarily listed in the test procedure.
[…]
***** next change *****
4.5.13	Definition 5G-NR UICC – CAG support
In general, the values of the 5G-NR UICC – CAG support are identical to the values of the of 5G-NR UICC as defined in clause 4.5.9 in addition the following exceptions apply:
EFUST (USIM Service Table)
Logically:
	Service n°137:
	
	Preconfigured CAG information list
	available



Coding:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xx1x xx11
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	B9
	B10
	B11
	…
	B16
	B17
	B18
	B19

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	...
	xxx0 111x
	xxxx xxxx
	xxxx xxx1
	0000 000x



EFCAG (Pre-configured CAG information list EF)
Logically:
PLMN: 				244 083 (MCC MNC)
CAG only: 			1
Range indication: 	1
CAG-ID range: 		00 00 00 01 – 00 00 00 07
Coding:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	00
	0D
	0C
	42
	34
	80
	03
	00
	00
	00
	01
	00

	
	B13
	B14
	B15

	
	00
	00
	07



EF/DF definitions provided in the Initial condition clause of a test case/test sequence take precedence over values defined as default.

[…]
5.6	Handling subscription identifier privacy for 5G - SUPI type in NAI format
[…]
***** next change *****
[bookmark: _Toc120281256]5.6.2	UE identification by SUCI during initial registration – SUCI calculation by USIM using profile A
5.6.2.1	Definition and applicability
If the operator's decision, indicated by the USIM, is that the USIM shall calculate the SUCI, then the USIM shall not give to the ME any parameter for the calculation of the SUCI including the Home Network Public Key Identifier, the Home Network Public Key, and the Protection Scheme Identifier. If the ME determines that the calculation of the SUCI, indicated by the USIM, shall be performed by the USIM, the ME shall delete any previously received or locally cached parameters for the calculation of the SUCI including the Routing Indicator, the Home Network Public Key Identifier, the Home Network Public Key and the Protection Scheme Identifier.
5.6.2.2	Conformance requirement
CR 1	SUCI calculation procedure shall be performed by the USIM if Services n°124 and n°125 are available in EFUST
Reference:
	-	TS 31.102 [19], clause 5.3.47.
CR 2	SUPI is available in EFSUPI_NAI if Service n°130 is available in EFUST
Reference:
	-	TS 31.102 [19], clauses 4.4.11.10 and 5.3.33.
CR 3	A subscriber identifier is in the form of a SUPI in NAI format
References:
	-	TS 31.102 [19], clause 4.4.11.10.
CR 4	The SUPI may contain:
- a NSI, used for private networks as defined in TS 22.261 [36] or
- a GLI and an operator identifier of the 5GC operator, used for supporting FN-BRGs, as further described in TS 23.316 [56] or
- a GCI and an operator identifier of the 5GC operator, used for supporting FN-CRGs and 5G-CRG, as further described in TS 23.316 [56].
References:
	-	TS 22.261 [36], clause 8.5;
	-	TS 23.316 [56], clause 4.7.3, 4.7.4, 4.7.8 and 4.7.9.
CR 5	The ME shall use the GET IDENTITY command in SUCI context to retrieve the SUCI calculated by the USIM.
Reference:
	-	TS 31.102 [19], clause 5.3.48.
CR 6	This GET IDENTITY command shall be as per 7.5.2 in 3GPP TS 31.102 [19].
Reference:
	-	TS 31.102 [19], clause 7.5.2.
CR 7	The USIM shall calculate the SUCI using the ECIES scheme profile A.
Reference:
	-	TS 31.102 [19], clauses 5.3.48;
	-	TS 33.501 [24], clause Annex C.
5.6.2.3	Test purpose
The purpose of this test is to verify that:
1)	that the GET IDENTITY command is performed correctly by the ME.
2)	the ME includes the SUCI received from the USIM within the GET IDENTITY response in the 5GS mobile identity IE.
5.6.2.4	Method of test
5.6.2.4.1	Initial conditions
The values of the 5G-NR UICC – non-IMSI SUPI Type as defined in clause 4.5.10 of the present document are used with the following exception:
EFUST (USIM Service Table)
Services defined in Releases higher than Rel-16 might be available.
Logically:
	Service n°125:
	
	SUCI calculation by the USIM
	available


	Coding:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xx1x xx11
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	B9
	B10
	B11
	…
	B16
	B17
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	...
	xxx1 111x
	xxxx xxxx
	
	



EFSUPI_NAI (SUPI as Network Access Identifier)
Logically:			verylongusername1@3gpp.com
SUPI Type:	NSI
Username:	verylongusername1
Realm:		3gpp.com
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	80
	1A
	76
	65
	72
	79
	6C
	6F
	6E
	67
	75
	73

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	65
	72
	6E
	61
	6D
	65
	31
	40
	33
	67
	70
	70

	
	B25
	B26
	B27
	B28

	
	2E
	63
	6F
	6D



5G-NR UICC is configured with:
Protection Scheme Identifier:				ECIES scheme profile A
Key Index:									1
Home Network Public Key Identifier:	30
Home Network Public Key:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	5A
	8D
	38
	86
	48
	20
	19
	7C
	33
	94
	B9
	26

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	13
	B2
	0B
	91
	63
	3C
	BD
	89
	71
	19
	27
	3B

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	F8
	E4
	A6
	F4
	EE
	C0
	A6
	50



EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF):	Not available to the ME.
The TT (NG-SS) transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):		244/083/000001
-	Access control:				unrestricted.
The NG-SS shall be configured with Home Network Private Key for profile A:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	C5
	3C
	22
	20
	8B
	61
	86
	0B
	06
	C6
	2E
	54

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	06
	A7
	B3
	30
	C2
	B5
	77
	AA
	55
	58
	98
	15

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	10
	D1
	28
	24
	7D
	38
	BD
	1D



Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case and runs an initial activation.
5.6.2.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	UE
	READ EFUST, EFSUPI_NAI
	(Evaluation of service settings)
	(CR 1) (CR 2) (CR 3)
	

	2
	ME > TT
	Send GET IDENTITY
	The ME sends a GET IDENTITY command with Identity Context in P2 as SUCI (0x01) to the 5G-NR UICC
	CR 5 CR 6
	A.2/1 OR A.2/2

	2a
	USIM
	Perform SUCI calculation
	The USIM shall calculate the SUCI using the ECIES scheme profile A
	(CR 7)
	

	3
	UE > TT
	Send REGISTRATION REQUEST
	The UE sends a REGISTRATION REQUEST with 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI"
	CR 1 CR 2 CR 3 CR 7
	

	4
	TT > UE
	Send REGISTRATION ACCEPT
	The TT sends a REGISTRATION ACCEPT with 5G‑GUTI
	
	

	5
	UE > TT
	Send REGISTRATION COMPLETE
	
	CR 4
	



5.6.2.5	Acceptance criteria
CR 1, CR 2, CR 3 and CR 7 are implicitly verified in step 3). The conformance requirements are met if the 5GS mobile identity IE in the REGISTRATION REQUEST performed in step 3) includes the following values:
-	SUPI format:						1
-	NAI format for the SUCI:		type1.rid17.schid1.hnkey30.ecckey<ECC ephemeral public key>.cip<encryption of "verylongusername1">.mac<MAC tag value>@3gpp.com
-	SUPI Type:						1
-	Home Network Identifier:		3gpp.com
-	Routing indicator:				17
-	Protection scheme ID:			01
-	Home network public key ID:	30
-	Scheme output:					ECC ephemeral public key, encryption of "verylongusername1" and MAC tag value
CR 5 and CR 6 can be verified by a method explicitly verifying the correct execution and contents of the GET IDENTITY command (A.2/1 or A.2/2).
CR 4 is met if the UE sends REGISTRATION COMPLETE message to the TT (NG-SS) in step 5).
CR 1, CR 2, CR 3 may optionally be verified in step 1) using explicit verifiction (A.2/1, A.2/2).
CR 7 may optionally be verified in step 2a) using explicit verifiction (A.2/1, A.2/2).
Example with test data from 3GPP TS 33.501 [43] Annex C:
type1.rid17.schid1.hnkey30.ecckey977D8B2FDAA7B64AA700D04227D5B440630EA4EC50F9082273A26BB678C92222.cip8E358A1582ADB15322C10E515141D2039A.mac12E1D7783A97F1AC@3gpp.com
FFS
[bookmark: _Toc120281264][…]
***** next change *****
5.6.3	UE identification by SUCI during initial registration – SUCI calculation by USIM using profile B
5.6.3.1	Definition and applicability
If the operator's decision, indicated by the USIM, is that the USIM shall calculate the SUCI, then the USIM shall not give to the ME any parameter for the calculation of the SUCI including the Home Network Public Key Identifier, the Home Network Public Key, and the Protection Scheme Identifier. If the ME determines that the calculation of the SUCI, indicated by the USIM, shall be performed by the USIM, the ME shall delete any previously received or locally cached parameters for the calculation of the SUCI including the Routing Indicator, the Home Network Public Key Identifier, the Home Network Public Key and the Protection Scheme Identifier.
5.6.3.2	Conformance requirement
CR 1	SUCI calculation procedure shall be performed by the USIM if Services n°124 and n°125 are available in EFUST
Reference:
	-	TS 31.102 [19], clause 5.3.47.
CR 2	SUPI is available in EFSUPI_NAI if Service n°130 is available in EFUST
Reference:
	-	TS 31.102 [19], clauses 4.4.11.10 and 5.3.33.
CR 3	A subscriber identifier is in the form of a SUPI in NAI format
References:
	-	TS 31.102 [19], clause 4.4.11.10.
CR 4	The SUPI may contain:
- a NSI, used for private networks as defined in TS 22.261 [36] or
- a GLI and an operator identifier of the 5GC operator, used for supporting FN-BRGs, as further described in TS 23.316 [56] or
- a GCI and an operator identifier of the 5GC operator, used for supporting FN-CRGs and 5G-CRG, as further described in TS 23.316 [56].
References:
	-	TS 22.261 [36], clause 8.5;
	-	TS 23.316 [56], clause 4.7.3, 4.7.4, 4.7.8 and 4.7.9.
CR 5	The ME shall use the GET IDENTITY command in SUCI context to retrieve the SUCI calculated by the USIM.
Reference:
	-	TS 31.102 [19], clause 5.3.48.
CR 6	This GET IDENTITY command shall be as per 7.5.2 in 3GPP TS 31.102 [19].
Reference:
	-	TS 31.102 [19], clause 7.5.2.
CR 7	The USIM shall calculate the SUCI using the ECIES scheme profile B.
Reference:
	-	TS 31.102 [19], clauses 5.3.48;
	-	TS 33.501 [24], clause Annex C.
5.6.3.3	Test purpose
The purpose of this test is to verify that:
1)	that the GET IDENTITY command is performed correctly by the ME.
2)	the ME includes the SUCI received from the USIM within the GET IDENTITY response in the 5GS mobile identity IE.
5.6.3.4	Method of test
5.6.3.4.1	Initial conditions
The values of the 5G-NR UICC – non-IMSI SUPI Type as defined in clause 4.5.10 of the present document are used with the following exception:
EFUST (USIM Service Table)
Services defined in Releases higher than Rel-16 might be available.
Logically:
	Service n°125:
	
	SUCI calculation by the USIM
	available


	Coding:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xx1x xx11
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	B9
	B10
	B11
	…
	B16
	B17
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	...
	xxx1 111x
	xxxx xxxx
	
	



EFSUPI_NAI (SUPI as Network Access Identifier)
Logically:			verylongusername1@3gpp.com
SUPI Type:	NSI
Username:	verylongusername1
Realm:		3gpp.com
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	80
	1A
	76
	65
	72
	79
	6C
	6F
	6E
	67
	75
	73

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	65
	72
	6E
	61
	6D
	65
	31
	40
	33
	67
	70
	70

	
	B25
	B26
	B27
	B28

	
	2E
	63
	6F
	6D



5G-NR UICC is configured with:
Protection Scheme Identifier:				ECIES scheme profile B
Key Index:									1
Home Network Public Key Identifier:	27
Home Network Public Key:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	04
	72
	DA
	71
	97
	62
	34
	CE
	83
	3A
	69
	07

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	42
	58
	67
	B8
	2E
	07
	4D
	44
	EF
	90
	7D
	FB

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32
	B33
	B34
	B35
	B36

	
	4B
	3E
	21
	C1
	C2
	25
	6E
	BC
	D1
	5A
	7D
	ED

	
	B37
	B38
	B39
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48

	
	52
	FC
	BB
	09
	7A
	4E
	D2
	50
	E0
	36
	C7
	B9

	
	B49
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57
	B58
	B59
	B60

	
	C8
	C7
	00
	4C
	4E
	ED
	C4
	F0
	68
	CD
	7B
	F8

	
	B61
	B62
	B63
	B64
	B65

	
	D3
	F9
	00
	E3
	B4



EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF):	Not available to the ME.
The TT (NG-SS) transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):		244/083/000001
-	Access control:				unrestricted.
The NG-SS shall be configured with Home Network Private Key for profile B:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	F1
	AB
	10
	74
	47
	7E
	BC
	C7
	F5
	54
	EA
	1C

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	5F
	C3
	68
	B1
	61
	67
	30
	15
	5E
	00
	41
	AC

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	44
	7D
	63
	01
	97
	5F
	EC
	DA



Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case and runs an initial activation.
5.6.3.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	UE
	READ EFUST, EFSUPI_NAI
	(Evaluation of service settings)
	(CR 1) (CR 2) (CR 3)
	

	2
	ME > TT
	Send GET IDENTITY
	The ME sends a GET IDENTITY command with Identity Context in P2 as SUCI (0x01) to the 5G-NR UICC
	CR 5 CR 6
	A.2/1 OR A.2/2

	2a
	USIM
	Perform SUCI calculation
	The USIM shall calculate the SUCI using the ECIES scheme profile B
	(CR 7)
	

	3
	UE > TT
	Send REGISTRATION REQUEST
	The UE sends a REGISTRATION REQUEST with 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI"
	CR 1 CR 2 CR 3 CR 7
	

	4
	TT > UE
	Send REGISTRATION ACCEPT
	The TT sends a REGISTRATION ACCEPT with 5G‑GUTI
	
	

	5
	UE > TT
	Send REGISTRATION COMPLETE
	
	CR 4
	



5.6.3.5	Acceptance criteria
CR 1, CR 2, CR 3 and CR 7 are implicitly verified in step 3). The conformance requirements are met if the 5GS mobile identity IE in the REGISTRATION REQUEST performed in step 3) includes the following values:
-	SUPI format:						1
-	NAI format for the SUCI:		type1.rid17.schid2.hnkey27.ecckey<ECC ephemeral public key>.cip<encryption of "verylongusername1">.mac<MAC tag value>@3gpp.com
-	SUPI Type:						1
-	Home Network Identifier:		3gpp.com
-	Routing indicator:				17
-	Protection scheme ID:			02
-	Home network public key ID:	27
-	Scheme output:					ECC ephemeral public key, encryption of "verylongusername1" and MAC tag value
CR 5 and CR 6 can be verified by a method explicitly verifying the correct execution and contents of the GET IDENTITY command (A.2/1 or A.2/2).
CR 4 is met if the UE sends REGISTRATION COMPLETE message to the TT (NG-SS) in step 5).
CR 1, CR 2, CR 3 may optionally be verified in step 1) using explicit verifiction (A.2/1, A.2/2).
CR 7 may optionally be verified in step 2a) using explicit verifiction (A.2/1, A.2/2).
Example with test data from 3GPP TS 33.501 [43] Annex C:
type1.rid17.schid2.hnkey27.ecckey03759BB22C563D9F4A6B3C1419E543FC2F39D6823F02A9D71162B39399218B244B.cipBE22D8B9F856A52ED381CD7EAF4CF2D525.mac3CDDC61A0A7882EB@3gpp.com
FFS
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5.6.4	UE identification after SUPI is changed
5.6.4.1	Definition and applicability
A globally unique temporary user identity for 5GS-based services, the 5G globally unique temporary identity (5G-GUTI), is used for identification within the signalling procedures. A UE supporting N1 mode includes a valid 5G-GUTI, if any is available, in the REGISTRATION REQUEST and DEREGISTRATION REQUEST messages.
5.6.4.2	Conformance requirement
CR 1	The following 5GMM parameters shall be stored on the USIM if the corresponding file is present:
-	5G-Globally Unique Temporary Identifier (5G-GUTI);
-	Last visited registered Tracking Area Identity in 5GS (TAI);
-	5GS update status;
-	5G NAS security context parameters from a full native 5G NAS security context.
NOTE:	The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [4].
Reference:
	-	TS 31.102 [19], clauses 4.4.11.2
CR 2	If the corresponding file is not present on the USIM, these 5GMM parameters are stored in a non-volatile memory in the ME together with the SUPI from the USIM (EFSUPI_NAI). These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
Reference:
	-	TS 24.501 [25], clauses 5.3.3, 5.5.1.2 and Annex C.
CR 3	The ME correctly performs the READ BINARY command on EFSUPI_NAI.
References:
	-	TS 31 101 [33], clause 11.1.3;
	-	ETSI TS 102 221 [8], clause 11.1.3 and 14.1.1.
CR 4	The ME shall use the GET IDENTITY command to retrieve the SUCI calculated by the USIM.
Reference:
	-	TS 31.102 [19], clause 5.3.48.
5.6.4.3	Test purpose
The purpose of this test is to verify that:
1) the READ EFSUPI_NAI command is performed correctly by the ME.
2) the ME deletes the 5GMM parameters from non-volatile memory in case SUPI is changed.
3) the GET IDENTITY command is performed correctly by the ME.
4) the ME includes the SUCI received from the USIM within GET IDENTITY response in the 5GS mobile identity IE.
5.6.4.4	Method of test
5.6.4.4.1	Initial conditions
The values of the 5G-NR UICC – non-IMSI SUPI Type as defined in clause 4.5.10 of the present document are used with the following exception:
EFUST (USIM Service Table)
Services defined in Releases higher than Rel-16 might be available.
Logically:
	Service n°125:
	
	SUCI calculation by the USIM
	available


	Coding:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xx1x xx11
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	B9
	B10
	B11
	…
	B16
	B17
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	...
	xxx1 111x
	xxxx xxxx
	
	



5G-NR UICC is configured with:
Protection Scheme Identifier:				null-scheme
Key Index:									0

EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF):	Not available to the ME.
The TT (NG-SS) transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):		244/083/000001
-	Access control:				unrestricted.
Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case and runs an initial activation.
5.6.4.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	UE
	READ EFUST, EFSUPI_NAI
	Evaluation of service settings.
Verification of the READ command on EFSUPI_NAI
	(CR 1) (CR 2) CR 3
	A.2/1 OR A.2/2

	2
	ME > TT
	Send GET IDENTITY
	The ME sends a GET IDENTITY command with Identity Context in P2 as SUCI (0x01) to the 5G-NR UICC
	CR 4
	A.2/1 OR A.2/2

	3
	UE > TT
	Send REGISTRATION REQUEST
	The UE sends a REGISTRATION REQUEST with 5GS registration type IE as "initial registration"
	
	

	4
	TT > UE
	Send REGISTRATION ACCEPT
	The REGISTRATION ACCEPT sent by the TT contains:
- 5G-GUTI: "24408300010266436587"
 - 5GS TAI list with TAI with:
   - TAI: 244/083/000001
	CR 1 CR 2
	

	5
	UE > TT
	Send REGISTRATION COMPLETE
	
	
	

	6
	USER/TT
	Power off/deactivate the UE, then run activation of the UE
	Before power on the SUPI value is set to: 00-00-5E-00-53-00@5gc.mnc012.mcc345.3gppnetwork.org to 00-00-5E-00-53-01@5gc.mnc012.mcc345.3gppnetwork.org
	
	

	7
	UE
	READ EFSUPI_NAI
	Verification of the READ command on EFSUPI_NAI
	CR 3
	A.2/1 OR A.2/2

	8
	ME > TT
	Send GET IDENTITY
	The ME sends a GET IDENTITY command with Identity Context in P2 as SUCI (0x01) to the 5G-NR UICC
	CR 4
	A.2/1 OR A.2/2

	9
	UE > TT
	Send REGISTRATION REQUEST
	The UE sends a REGISTRATION REQUEST with 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI" with the new SUCI corresponding to the new SUPI value
	CR 1 CR 2
	



5.6.4.5	Acceptance criteria
CR 1 and CR 2 are implicitly verified in step 5). The conformance requirements are met if the REGISTRATION ACCEPT performed in step 4) contains:
-	5G GUTI:			24408300010266436587
-	TAI:				244/083/000001
and the REGISTRATION REQUEST performed in step 10) includes the new SUCI:
-	SUPI format:						2
-	NAI format for the SUCI:		type3.rid17.schid0.userid00-00-5E-00-53-01@5gc.mnc012.mcc345.3gppnetwork.org
-	SUPI Type:						3
-	Home Network Identifier:		5gc.mnc012.mcc345.3gppnetwork.org
-	Routing indicator:				17
-	Protection scheme ID:			00
-	Home network public key ID:	0
-	Scheme output:					00-00-5E-00-53-01
CR 3 can be explicitly verified. The requirement is met if the READ command on EFSUPI_NAI is correctly performed in step 1) and step 7) (A.2/1 or A.2/2).
CR 4 can be verified by a method explicitly verifying the correct execution and contents of the GET IDENTITY command in step 2) and step 8) (A.2/1 or A.2/2).
CR 1 and CR 2 may optionally be verified in step 1) using explicit verifiction (A.2/1, A.2/2).
FFS
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5.6.5	UE identification by SUCI during initial registration – SUCI calculation by ME using profile A
5.6.5.1	Definition and applicability
If the operator's decision is that the ME shall calculate the SUCI, the Home Network Operator shall provision a list of the Protection Scheme Identifiers that the operator allows in the USIM. The list of Protection Scheme Identifiers in the USIM may contain one or more Protection Scheme Identifiers in order of their priority. The ME shall read the SUCI calculation information from the USIM, including the SUPI, the Home Network Public Key, the Home Network Public Key Identifier, and the list of Protection Scheme Identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list obtained from the USIM.
5.6.5.2	Conformance requirement
CR 1	SUCI calculation procedure shall be performed by the ME if Service n°124 is available and Service n°125 is not available in EFUST
Reference:
	-	TS 31.102 [19], clause 5.3.47.
CR 2	SUPI is available in EFSUPI_NAI if Service n°130 is available in EFUST
Reference:
	-	TS 31.102 [19], clauses 4.4.11.10, 7.5.2 and Annex N.
CR 3	A subscriber identifier is in the form of a SUPI in NAI format
References:
	-	TS 31.102 [19], clause 4.4.11.10.
CR 4	The SUPI may contain:
- a NSI, used for private networks as defined in TS 22.261 [36] or
- a GLI and an operator identifier of the 5GC operator, used for supporting FN-BRGs, as further described in TS 23.316 [56] or
- a GCI and an operator identifier of the 5GC operator, used for supporting FN-CRGs and 5G-CRG, as further described in TS 23.316 [56].
References:
	-	TS 22.261 [36], clause 8.5;
	-	TS 23.316 [56], clause 4.7.3, 4.7.4, 4.7.8 and 4.7.9.
CR 5	As part of the SUCI calculation performed by the ME, the ME performs the reading procedure for EFSUCI_Calc_Info.
Reference:
	-	TS 31.102 [19], clause 4.11.8 and 5.3.47.
CR 6		The ME shall calculate the SUCI using the ECIES scheme profile A if highest priority of the protection schemes listed in the USIM is the ECIES scheme profile A.
Reference:
	-	TS 31.102 [19], clauses 5.3.47;
	-	TS 33.501 [24], clause Annex C.
5.6.5.3	Test purpose
The purpose of this test is to verify that:
1)	that the READ EFSUCI_Calc_Info, EFRouting_Indicator and EFSUPI_NAI commands are performed correctly by the ME;
2)	the ME performs SUCI calculation procedure using the profile with the highest priority (i.e. ECIES scheme profile A and the Home Network Public Key).
5.6.5.4	Method of test
5.6.5.4.1	Initial conditions
The values of the 5G-NR UICC – non-IMSI SUPI Type as defined in clause 4.5.10 of the present document are used with the following exception:
EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF)
Logically:	
Protection Scheme Identifier List data object:
Protection Scheme Identifier 1 – ECIES scheme profile A
Key Index 1:		1
Protection Scheme Identifier 2 – ECIES scheme profile B
Key Index 2:		2
Protection Scheme Identifier 3 – null-scheme
Key Index 3:		0
Home Network Public Key List data object
Home Network Public Key 1 Identifier:	30
Home Network Public Key 1:
-	5A 8D 38 86 48 20 19 7C 33 94 B9 26 13 B2 0B 91 63 3C BD 89 71 19 27 3B F8 E4 A6 F4 EE C0 A6 50
Home Network Public Key 2 Identifier:	27
Home Network Public Key 2:
-	04 72 DA 71 97 62 34 CE 83 3A 69 07 42 58 67 B8 2E 07 4D 44 EF 90 7D FB 4B 3E 21 C1 C2 25 6E BC D1 5A 7D ED 52 FC BB 09 7A 4E D2 50 E0 36 C7 B9 C8 C7 00 4C 4E ED C4 F0 68 CD 7B F8 D3 F9 00 E3 B4
EFSUPI_NAI (SUPI as Network Access Identifier)
Logically:			verylongusername1@3gpp.com
SUPI Type:	NSI
Username:	verylongusername1
Realm:		3gpp.com
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	80
	1A
	76
	65
	72
	79
	6C
	6F
	6E
	67
	75
	73

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	65
	72
	6E
	61
	6D
	65
	31
	40
	33
	67
	70
	70

	
	B25
	B26
	B27
	B28

	
	2E
	63
	6F
	6D



The TT (NG-SS) transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):		244/083/000001
-	Access control:				unrestricted.
The NG-SS shall be configured with Home Network Private Key for profile A:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	C5
	3C
	22
	20
	8B
	61
	86
	0B
	06
	C6
	2E
	54

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	06
	A7
	B3
	30
	C2
	B5
	77
	AA
	55
	58
	98
	15

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	10
	D1
	28
	24
	7D
	38
	BD
	1D



Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case and runs an initial activation.
5.6.5.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	UE
	READ EFUST, EFSUPI_NAI, EFRouting_Indicator and EFSUCI_Calc_Info
	(Evaluation of service settings)
Verification of the READ command and the EF contents
	(CR 1) (CR 2) CR 5
	A.2/1 OR A.2/2

	1a
	ME
	Perform SUCI calculation
	The ME shall calculate the SUCI using the ECIES scheme profile A
	(CR 6)
	

	2
	UE > TT
	Send REGISTRATION REQUEST
	The UE sends a REGISTRATION REQUEST with 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI"
	CR 1 CR 2 CR 3 CR 4 CR 6
	

	3
	TT > UE
	Send REGISTRATION ACCEPT
	The TT sends a REGISTRATION ACCEPT with 5G‑GUTI
	
	

	4
	UE > TT
	Send REGISTRATION COMPLETE
	
	
	



5.6.5.5	Acceptance criteria
CR 1, CR 2, CR 3, CR 4 and CR 6 are implicitly verified in step 2). The conformance requirements are met if the 5GS mobile identity IE in the REGISTRATION REQUEST performed in step 2) includes the following values:
-	SUPI format:						1
-	NAI format for the SUCI:		type1.rid17.schid1.hnkey30.ecckey<ECC ephemeral public key>.cip<encryption of "verylongusername1">.mac<MAC tag value>@3gpp.com
-	SUPI Type:						1
-	Home Network Identifier:		3gpp.com
-	Routing indicator:				17
-	Protection scheme ID:			01
-	Home network public key ID:	30
-	Scheme output:					ECC ephemeral public key, encryption of "verylongusername1" and MAC tag value
CR 1 and CR 2 may be explicitly verified in step 1) if the READ commands on EFUST and EFSUPI_NAI are analysed using either of the methods A.2/1 or A.2/2. CRs for explicit contents verification of EFRouting_Indicator and EFSUCI_Calc_Info are not defined.
CR 5 is explicitly verified in step 1). The requirement is met if EFSUCI_Calc_Info is read (A.2/1 or A.2/2).
CR 6 may optionally be explicitly verified in step 1a) by any method tracing the ME behaviour.
Example with test data from 3GPP TS 33.501 [43] Annex C:
type1.rid17.schid1.hnkey30.ecckey977D8B2FDAA7B64AA700D04227D5B440630EA4EC50F9082273A26BB678C92222.cip8E358A1582ADB15322C10E515141D2039A.mac12E1D7783A97F1AC@3gpp.com
FFS
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5.6.6	UE identification by SUCI during initial registration – SUCI calculation by ME using profile A
5.6.6.1	Definition and applicability
If the operator's decision is that the ME shall calculate the SUCI, the Home Network Operator shall provision a list of the Protection Scheme Identifiers that the operator allows in the USIM. The list of Protection Scheme Identifiers in the USIM may contain one or more Protection Scheme Identifiers in order of their priority. The ME shall read the SUCI calculation information from the USIM, including the SUPI, the Home Network Public Key, the Home Network Public Key Identifier, and the list of Protection Scheme Identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list obtained from the USIM.
5.6.6.2	Conformance requirement
CR 1	SUCI calculation procedure shall be performed by the ME if Service n°124 is available and Service n°125 is not available in EFUST
Reference:
	-	TS 31.102 [19], clause 5.3.47.
CR 2	SUPI is available in EFSUPI_NAI if Service n°130 is available in EFUST
Reference:
	-	TS 31.102 [19], clauses 4.4.11.10, 7.5.2 and Annex N.
CR 3	A subscriber identifier is in the form of a SUPI in NAI format
References:
	-	TS 31.102 [19], clause 4.4.11.10.
CR 4	The SUPI may contain:
- a NSI, used for private networks as defined in TS 22.261 [36] or
- a GLI and an operator identifier of the 5GC operator, used for supporting FN-BRGs, as further described in TS 23.316 [56] or
- a GCI and an operator identifier of the 5GC operator, used for supporting FN-CRGs and 5G-CRG, as further described in TS 23.316 [56].
References:
	-	TS 22.261 [36], clause 8.5;
	-	TS 23.316 [56], clause 4.7.3, 4.7.4, 4.7.8 and 4.7.9.
CR 5	As part of the SUCI calculation performed by the ME, the ME performs the reading procedure for EFSUCI_Calc_Info.
Reference:
	-	TS 31.102 [19], clause 4.11.8 and 5.3.47.
CR 6		The ME shall calculate the SUCI using the ECIES scheme profile B if highest priority of the protection schemes listed in the USIM is the ECIES scheme profile B.
Reference:
	-	TS 31.102 [19], clauses 5.3.47;
	-	TS 33.501 [24], clause Annex C.
5.6.6.3	Test purpose
The purpose of this test is to verify that:
1)	that the READ EFSUCI_Calc_Info, EFRouting_Indicator and EFSUPI_NAI commands are performed correctly by the ME;
2)	the ME performs SUCI calculation procedure using the profile with the highest priority (i.e. ECIES scheme profile B and the Home Network Public Key).
5.6.6.4	Method of test
5.6.6.4.1	Initial conditions
The values of the 5G-NR UICC – non-IMSI SUPI Type as defined in clause 4.5.10 of the present document are used with the following exception:
EFSUPI_NAI (SUPI as Network Access Identifier)
Logically:			verylongusername1@3gpp.com
SUPI Type:	NSI
Username:	verylongusername1
Realm:		3gpp.com
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	80
	1A
	76
	65
	72
	79
	6C
	6F
	6E
	67
	75
	73

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	65
	72
	6E
	61
	6D
	65
	31
	40
	33
	67
	70
	70

	
	B25
	B26
	B27
	B28

	
	2E
	63
	6F
	6D



The TT (NG-SS) transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):		244/083/000001
-	Access control:				unrestricted.
The NG-SS shall be configured with Home Network Private Key for profile B:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	F1
	AB
	10
	74
	47
	7E
	BC
	C7
	F5
	54
	EA
	1C

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	5F
	C3
	68
	B1
	61
	67
	30
	15
	5E
	00
	41
	AC

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	44
	7D
	63
	01
	97
	5F
	EC
	DA



Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case and runs an initial activation.
5.6.6.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	UE
	READ EFUST, EFSUPI_NAI, EFRouting_Indicator and EFSUCI_Calc_Info
	(Evaluation of service settings)
Verification of the READ command and the EF contents
	(CR 1) (CR 2) CR 5
	A.2/1 OR A.2/2

	1a
	ME
	Perform SUCI calculation
	The ME shall calculate the SUCI using the ECIES scheme profile B
	(CR 6)
	

	2
	UE > TT
	Send REGISTRATION REQUEST
	The UE sends a REGISTRATION REQUEST with 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI"
	CR 1 CR 2 CR 3 CR 4 CR 6
	

	3
	TT > UE
	Send REGISTRATION ACCEPT
	The TT sends a REGISTRATION ACCEPT with 5G‑GUTI
	
	

	4
	UE > TT
	Send REGISTRATION COMPLETE
	
	
	



5.6.5.5	Acceptance criteria
CR 1, CR 2, CR 3, CR 4 and CR 6 are implicitly verified in step 2). The conformance requirements are met if the 5GS mobile identity IE in the REGISTRATION REQUEST performed in step 2) includes the following values:
-	SUPI format:						1
-	NAI format for the SUCI:		type1.rid17.schid2.hnkey27.ecckey<ECC ephemeral public key>.cip<encryption of "verylongusername1">.mac<MAC tag value>@3gpp.com
-	SUPI Type:						1
-	Home Network Identifier:		3gpp.com
-	Routing indicator:				17
-	Protection scheme ID:			02
-	Home network public key ID:	27
-	Scheme output:					ECC ephemeral public key, encryption of "verylongusername1" and MAC tag value
CR 1 and CR 2 may be explicitly verified in step 1) if the READ commands on EFUST and EFSUPI_NAI are analysed using either of the methods A.2/1 or A.2/2. CRs for explicit contents verification of EFRouting_Indicator and EFSUCI_Calc_Info are not defined.
CR 5 is explicitly verified in step 1). The requirement is met if EFSUCI_Calc_Info is read (A.2/1 or A.2/2).
CR 6 may optionally be explicitly verified in step 1a) by any method tracing the ME behaviour.
Example with test data from 3GPP TS 33.501 [43] Annex C:
type1.rid17.schid2.hnkey27.ecckey03759BB22C563D9F4A6B3C1419E543FC2F39D6823F02A9D71162B39399218B244B.cipBE22D8B9F856A52ED381CD7EAF4CF2D525.mac3CDDC61A0A7882EB@3gpp.com 
FFS
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[bookmark: _Toc103688514][bookmark: _Toc143704770]8	Subscription independent tests
[bookmark: _Toc103688515][bookmark: _Toc143704771]8.1	Phone book procedures
[bookmark: _Toc103688517][bookmark: _Toc143704773]***** next change *****
8.1.2	Update of the Phonebook Synchronization Counter (PSC)
[bookmark: _Toc10738867][bookmark: _Toc20396719][bookmark: _Toc29398372][bookmark: _Toc29399494][bookmark: _Toc36649504][bookmark: _Toc36655346][bookmark: _Toc44961649][bookmark: _Toc50983312][bookmark: _Toc50985483][bookmark: _Toc57112743][bookmark: _Toc138677571]8.1.2.1	Definition and applicability
The phonebook synchronisation counter is used to unambiguously identify the status of the phonebook. Every time the phonebook is reset/deleted or the UID and/or the CC has run out of range, the PSC shall be regenerated.
The PSC is a part of the phonebook identifier.
[bookmark: _Toc10738868][bookmark: _Toc20396720][bookmark: _Toc29398373][bookmark: _Toc29399495][bookmark: _Toc36649505][bookmark: _Toc36655347][bookmark: _Toc44961650][bookmark: _Toc50983313][bookmark: _Toc50985484][bookmark: _Toc57112744][bookmark: _Toc138677572]8.1.2.2	Conformance requirement
CR 1	Every time either the UID or the CC is incremented by the ME, the value of the contend of the appropriate EF shall be tested.
Reference:
-	TS 31.102 [4], clause 4.4.2.12.2.
CR 2	If either UID or CC has reached "FF FF", the related EF shall be set to "00 01" and the PSC is incremented.
[bookmark: _Toc10738869][bookmark: _Toc20396721][bookmark: _Toc29398374][bookmark: _Toc29399496][bookmark: _Toc36649506][bookmark: _Toc36655348][bookmark: _Toc44961651][bookmark: _Toc50983314][bookmark: _Toc50985485][bookmark: _Toc57112745][bookmark: _Toc138677573]Reference:
-	TS 31.102 [4], clause 4.4.2.12.2.
8.1.2.3	Test purpose
The purpose of this test is to verify that:
1)	the ME has recognised that the values of UID and CC has changed;
2)	the ME resets the value of EFUID and EFCC;
3)	the ME updates EFPSC.
[bookmark: _Toc10738870][bookmark: _Toc20396722][bookmark: _Toc29398375][bookmark: _Toc29399497][bookmark: _Toc36649507][bookmark: _Toc36655349][bookmark: _Toc44961652][bookmark: _Toc50983315][bookmark: _Toc50985486][bookmark: _Toc57112746][bookmark: _Toc138677574]8.1.2.4	Method of test
[bookmark: _Toc10738871][bookmark: _Toc20396723][bookmark: _Toc29398376][bookmark: _Toc29399498][bookmark: _Toc36649508][bookmark: _Toc36655350][bookmark: _Toc44961653][bookmark: _Toc50983316][bookmark: _Toc50985487][bookmark: _Toc57112747][bookmark: _Toc138677575]8.1.2.4.1	Initial conditions
The values of the Default UICC as defined in clause 4.5.2 of the present document are used with the following exceptions:
EFUID (Unique Identifier)
Logically:
	one record is set to "FF FF"
Coding:
	Byte
	B1
	B2

	Hex
	FF
	FF



EFPUID (Previous Unique Identifier)
Logically:
	record is set to "FF FF"
Coding:
	Byte
	B1
	B2

	Hex
	FF
	FF



EFCC (Change Counter)
Logically:
	record is set to "FF FF"
Coding:
	Byte
	B1
	B2

	Hex
	FF
	FF



EFPSC (Phonebook Synchronisation Counter)
Logically:
	record is set to "00 00 FF FF"
Coding:
	Byte
	B1
	B2
	B3
	B4

	Hex
	00
	00
	FF
	FF



[bookmark: _Toc10738872][bookmark: _Toc20396724][bookmark: _Toc29398377][bookmark: _Toc29399499][bookmark: _Toc36649509][bookmark: _Toc36655351][bookmark: _Toc44961654][bookmark: _Toc50983317][bookmark: _Toc50985488][bookmark: _Toc57112748][bookmark: _Toc138677576]At least one phonebook entry shall be empty and available for creating a new entry (e.g. an appropriate ADN record).
The TT does not need to transmits on any BCCH.
Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case and runs an initial activation.
8.1.2.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	USER
	Create a new phonebook entry
	This may be done by storing a new telephone number in an empty ADN record
	
	

	2
	UE
	Perform the regeneration of the UID records
	It is assumed that the UE will indicate the time it needs to perform the regeneration by displaying a busy signal to the user.
	(CR 1)
	

	3
	TT
	READ EFUID, EFPSC and EFCC
	Read and verify the content of the listed EFs
	CR 1 CR 2
	A.2/1 OR A.2/2 OR A.2/3



[bookmark: _Toc10738873][bookmark: _Toc20396725][bookmark: _Toc29398378][bookmark: _Toc29399500][bookmark: _Toc36649510][bookmark: _Toc36655352][bookmark: _Toc44961655][bookmark: _Toc50983318][bookmark: _Toc50985489][bookmark: _Toc57112749][bookmark: _Toc138677577]8.1.2.5	Acceptance criteria
CR 1 and CR 2 are explicitly verified in (or after) step 3) by any verification method listed in Table A.2. The requirements are met if:
1) the EFUID (Unique Identifier) has been regenerated with UID values starting with "00 01". 
NOTE:	The UID values may be stored in any order, but shall be unique. The entry in EFUID with value FF FF (the maximum value) shall have been replaced by an appropriate value which shall be distinguishable to the maximum value.
2) EFPUID contains a UID value (other than FFFF) that is present in EFUID.
3) EFCC contains the following value:
EFCC (Change Counter)
Logically:
	record is set to "00 01"
Coding:
	Byte
	B1
	B2

	Hex
	00
	01



4) EFPSC contains the following value:
EFPSC (Phonebook Synchronisation Counter)
Logically:
	record is set to "00 01 00 00"
Coding:
	Byte
	B1
	B2
	B3
	B4

	Hex
	00
	01
	00
	00



FFS
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8.1.3	Handling of BCD number/ SSC content extension
8.1.3.1	Definition and applicability
The length of BCD number/SSC contents in EFADN byte gives the number of bytes of the following two data items containing actual BCD number/SSC information. This means that the maximum value is 11, even when the actual ADN/SSC information length is greater than 11. When an ADN/SSC has extension, it is indicated by the extension1 identifier being unequal to 'FF'. The remainder is stored in the EFEXT1 with the remaining length of the additional data being coded in the appropriate additional record itself.
8.1.3.2	Conformance requirement
CR 1	The ME shall support the BCD number/SSC extension for EFADN.
Reference:
-	TS 31.102 [4], clauses 4.4.2.3 and 4.4.2.4.
8.1.3.3	Test purpose
The purpose of this test is to verify that the ME is able to read and update BCD numbers/ SSC content with and without extension correctly in EFADN and EFEXT1.
8.1.3.4	Method of test
8.1.3.4.1	Initial conditions
The values of the Default UICC as defined in clause 4.5.2 of the present document are used with the following exceptions:
Only the global phonebook is present, containing an EFPBR (Phonebook Reference File) were only EFADN and EFEXT1 are present.
EFADN (Abbreviated dialling numbers)
Logically:
10 records, each record non-empty and unique. Unless otherwise stated, the ADN records shall not use extended BCD numbers/SSC strings
Record 1:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact001";
Length of BCD number:		11;
TON and NPI:				Telephony and International;
Dialled number:				"00112233445566778899";
CCI:							'FF';
Ext1:							'01'.
Coding for record 1:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	31
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	0B
	91
	00
	11
	22
	33
	44
	55
	66
	77
	88

	
	B44
	B45
	B46

	
	99
	FF
	01



Record 2:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact002";
Length of BCD number:		11;
TON and NPI:				Telephony and International;
Dialled number:				"01234567890123456789";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 2:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	32
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	0B
	91
	10
	32
	54
	76
	98
	10
	32
	54
	76

	
	B44
	B45
	B46

	
	98
	FF
	FF



Record 3:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact003";
Length of BCD number:		11;
TON and NPI:				Telephony and International;
Dialled number:				"99887766554433221100";
CCI:							'FF';
Ext1:							'02'.
Coding for record 3:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	33
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	0B
	91
	99
	88
	77
	66
	55
	44
	33
	22
	11

	
	B44
	B45
	B46

	
	00
	FF
	02



Record 4:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact004";
Length of BCD number:		9;
TON and NPI:				Telephony and International;
Dialled number:				"1212121212121212";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 4:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	34
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	09
	91
	21
	21
	21
	21
	21
	21
	21
	21
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	02



Record 7:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact007";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"678";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 7:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	37
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	76
	F8
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



EFEXT1 (Extension 1)
Logically:
4 records
Record 1:
		Record type:		'02';
Extension data:	"01234567890123456789";
Identifier:			'FF'.
Coding for record 1:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	02
	0A
	10
	32
	54
	76
	98
	10
	32
	54
	76
	98

	
	B13

	
	FF



Record 2:
		Record type:		'02';
Extension data:	"11p12345";
Identifier:			'FF'.
Coding for record 2:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	02
	0A
	99
	88
	77
	66
	55
	44
	33
	22
	11
	00

	
	B13

	
	03



Record 3:
		Record type:		'02';
Extension data:	"11p12345";
Identifier:			'FF'.
Coding for record 3:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	02
	04
	11
	1C
	32
	54
	FF
	FF
	FF
	FF
	FF
	FF

	
	B13

	
	FF



Record 4:
		Record type:		'00';
Extension data:	empty;
Identifier:			'FF'.
Coding for record 4:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	00
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B13

	
	FF



The TT does not need to transmits on any BCCH.
Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case and runs an initial activation.
8.1.3.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	USER
	Select the global phonebook
	The user shall use an MMI dependent procedure to select the global phonebook.
	
	

	2
	TT
	READ EFPBR
	
	CR 1
	A.2/1 OR A.2/2

	3
	USER
	Change BCD number of the entry "Contact002" from EFADN
	The user shall change the BCD number of the entry "Contact002" to "22446622446622446600777888999".
If the maximum number of BCD digits supported for the global phonebook update is less than in the requested input BCD number string, then the user shall enter the BCD number string as requested, but only up to the maximum number of BCD digits which are supported for updating.
	
	

	4
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	5
	USER
	Extend the BCD number of the entry "Contact007" from EFADN
	The user shall extend the BCD number of the entry "Contact007" to "01234567890123456789777888999".
If the maximum number of BCD digits supported for the global phonebook update is less than in the requested input BCD number string, then the user shall enter the BCD number string as requested, but only up to the maximum number of BCD digits which are supported for updating.
	
	

	6
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	7
	USER
	Delete the entry "Contact001" from EFADN
	
	
	

	8
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	9
	USER
	Change BCD number of the entry "Contact002" from EFADN
	The user shall change the BCD number of the entry "Contact002" to "22446622446600".
	
	

	10
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	11
	USER
	Create a new entry in EFADN
	The user shall create the new phonebook entry "NewContact" with the BCD number "1234567890123456789012345678901234567890123456789012".
If the maximum number of BCD digits supported for the global phonebook update is less than in the requested input BCD number string, then the user shall enter the BCD number string as requested, but only up to the maximum number of BCD digits which are supported for updating.
	
	

	12
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	13
	USER
	Delete the entry "Contact003" from EFADN
	
	
	

	14
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)



8.1.3.5	Acceptance criteria
CR 1 is explicitly verified in step 2) by using the methods A.2/1 or A.2/2 CR 1 the requirement is met if the ME has selected the global phonebook and has read EFPBR.
CR 1 is explicitly verified in (or after, when using method A.2/3) steps 4), 6), 8), 10), 12) and 14), by any verification method listed in Table A.2. The requirement is met if:
in step 4), the global phonebook contains a record with "22446622446622446600" as BCD number and "04" as extension record identifier. EFEXT1 shall contain a record with "Additional data" as record type, the BCD number extension "777888999" and "FF" as identifier to indicate the end of the chain.
NOTE:	If the maximum number of BCD digits supported for global phonebook updating is less than in the requested input BCD number, then EFADN and EFEXT1 shall contain the BCD number as entered on the MMI.has selected selected the global phonebook and shall have read EFPBR in the global phonebook.
in step 6), the ME acted to prevent storage of the extended BCD number, e.g. by giving an indication to the user or not allowing to enter the extended number. EFEXT1 has not been updated and the extension record identifier of the entry "Contact007" remains as "FF".
in step 8), the records of EFADN and EFEXT1 for the phonebook entry "Contact001" are empty, i.e. the EFADN record shall be "FF… FF" and the EFEXT1 record shall be "00FF… FF."
in step 10), the record of EFEXT1 which was used to store the BCD number extension "777888999" is empty and the record of EFADN used for storing the entry with the alpha identifier "Contact002" contains the BCD number "22446622446600" and the extension record identifier "FF".
in step 12), a record of EFADN contains "NewContact" as alpha identifier, "12345678901234567890" as BCD number and uses an extension record identifier unequal to "FF".
NOTE:	The EFEXT1 record which was indicated in the EFADN record used in this case shall contain "Additional data" as record type, "12345678901234567890" as BCD number and an extension record identifier unequal to "FF", while the EFEXT1 record used to continue the chain inside EFEXT1 shall contain "Additional data" as record type, "123456789012" as BCD number and "FF" as extension record identifier.
If the maximum number of BCD digits supported for global phonebook updating is less than the requested input BCD number, then EFADN and EFEXT1 shall contain the BCD number as entered on the MMI.
in step 14), the EFADN record, which was used to store the data for "Contact003" and the related records of EFEXT1 are empty.
If A.2/3 is the only method used, the reading of EFPBR in step 2) can be handled as implicitly verified if all the following phonebook actions can be executed successfully.
FFS
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8.1.4	Phonebook selection
[bookmark: _Toc10738882][bookmark: _Toc20396734][bookmark: _Toc29398387][bookmark: _Toc29399509][bookmark: _Toc36649519][bookmark: _Toc36655361][bookmark: _Toc44961664][bookmark: _Toc50983327][bookmark: _Toc50985498][bookmark: _Toc57112758][bookmark: _Toc138677586]8.1.4.1	Definition and applicability
The UICC may contain a global phonebook, or application specific phonebooks, or both in parallel. When both phonebook types co-exist, they are independent and no data is shared. In this case, it shall be possible for the user to select which phonebook the user would like to access.
[bookmark: _Toc10738883][bookmark: _Toc20396735][bookmark: _Toc29398388][bookmark: _Toc29399510][bookmark: _Toc36649520][bookmark: _Toc36655362][bookmark: _Toc44961665][bookmark: _Toc50983328][bookmark: _Toc50985499][bookmark: _Toc57112759][bookmark: _Toc138677587]8.1.4.2	Conformance requirement
CR 1	The ME shall support the global and the application specific phonebooks.
Reference:
-	TS 31.102 [4], clauses 4.4.2.
[bookmark: _Toc10738884][bookmark: _Toc20396736][bookmark: _Toc29398389][bookmark: _Toc29399511][bookmark: _Toc36649521][bookmark: _Toc36655363][bookmark: _Toc44961666][bookmark: _Toc50983329][bookmark: _Toc50985500][bookmark: _Toc57112760][bookmark: _Toc138677588]8.1.4.3	Test purpose
The purpose of this test is to verify that:
1)	the ME offers a possibility to select which phonebook the user would like to use. If both, the global and the local phonebook, co-exist;
2)	the data contained in the local phonebook can be read and updated correctly;
3)	the data contained in the global phonebook can be read and updated correctly.
[bookmark: _Toc10738885][bookmark: _Toc20396737][bookmark: _Toc29398390][bookmark: _Toc29399512][bookmark: _Toc36649522][bookmark: _Toc36655364][bookmark: _Toc44961667][bookmark: _Toc50983330][bookmark: _Toc50985501][bookmark: _Toc57112761][bookmark: _Toc138677589]8.1.4.4	Method of test
[bookmark: _Toc10738886][bookmark: _Toc20396738][bookmark: _Toc29398391][bookmark: _Toc29399513][bookmark: _Toc36649523][bookmark: _Toc36655365][bookmark: _Toc44961668][bookmark: _Toc50983331][bookmark: _Toc50985502][bookmark: _Toc57112762][bookmark: _Toc138677590]8.1.4.4.1	Initial conditions
The values of the Default UICC as defined in clause 4.5.2 of the present document are used with the following exceptions:
The local and the global phonebook are both present.
The local phonebook shall contain an:
EFPBR (Phonebook Reference File) were only EFADN and EFEXT1 are present:
EFADN (Abbreviated dialling numbers)
Logically:
10 records, each record non-empty and unique.
Record 4:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact004";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"004";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 4:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	34
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	00
	F4
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



Record 5:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact005";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"1234";
CCI:							'FF';
Ext1:							None.
Coding for record 5:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	35
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	21
	43
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



The global phonebook shall contain an:
EFPBR (Phonebook Reference File) were only EFADN is present:
EFADN (Abbreviated dialling numbers)
Logically:
8 records, record 3 and record 6 are empty, each record non-empty is unique.
Record 1:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact001";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"001";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 1:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	31
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	00
	F1
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



Record 2:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact002";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"002";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 2:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	32
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	00
	F2
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



Record 4:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact004";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"0041";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 4:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	34
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	00
	14
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



Record 5:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact005";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"1234";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 5:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	35
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	21
	43
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



Record 7:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact007";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"007";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 7:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	37
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	00
	F7
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



Record 8:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact008";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"008";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 7:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	38
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	00
	F8
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



The TT does not need to transmits on any BCCH.
Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case and runs an initial activation.
[bookmark: _Toc10738887][bookmark: _Toc20396739][bookmark: _Toc29398392][bookmark: _Toc29399514][bookmark: _Toc36649524][bookmark: _Toc36655366][bookmark: _Toc44961669][bookmark: _Toc50983332][bookmark: _Toc50985503][bookmark: _Toc57112763][bookmark: _Toc138677591]8.1.4.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	ME
	READ EFUST
	The ME shall have read the status of the local phonebook in EFUST
	CR 1
	A.2/1 OR A.2/2 

	2
	USER
	Select the global phonebook
	The user shall use an MMI dependent procedure to select the global phonebook
	
	

	3
	TT
	READ EFPBR
	The ME shall have read EFPBR of the global phonebook.
	CR 1
	A.2/1 OR A.2/2

	4
	USER
	Read "Contact005"
	The global phonebook record with the alpha identifier "Contact005" and the dialling number "+1234" shall be presented to the user
	CR 1
	

	5
	USER
	Change "Contact005"
	The dialling number of the global phonebook record with the alpha identifier "Contact005" shall be set to "+1122330"
	
	

	6
	TT
	READ EFADN
	The ME shall have given an indication to the user that the phonebook update has been performed successfully
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	7
	USER
	Add an entry "Contact006"
	The new entry with alpha identifier "Contact006" and "+9876543210" as associated dialling number shall be added to the global phonebook
	
	

	8
	TT
	READ EFADN
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	9
	USER
	Select the local phonebook
	The user shall use an MMI dependent procedure to select the local phonebook
	
	

	10
	TT
	READ EFPBR
	The ME shall have read EFPBR of the local phonebook.
	CR 1
	A.2/1 OR A.2/2

	11
	USER
	Read "Contact005"
	The local phonebook record with the alpha identifier "Contact005" and the dialling number "+1234" shall be presented to the user
	CR 1
	

	12
	USER
	Change BCD number of the entry "Contact005" from EFADN
	The user shall change the BCD number of the entry "Contact005" to "+11223345".
	
	

	13
	TT
	READ EFADN
	The ME shall have given an indication to the user that the phonebook update has been performed successfully
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	14
	USER
	Create a new entry in EFADN
	The user shall try to add a new entry with the values "Contact007" as alpha identifier and "+007" as associated dialling number to the local phonebook
	
	

	15
	TT
	READ EFADN
	The ME shall have given an indication to the user that the phonebook update cannot be performed
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	16
	USER
	Delete the entry "Contact004" from EFADN
	
	
	

	17
	TT
	READ EFADN
	The ME shall have given an indication to the user that the deletion in the phonebook has been performed successfully
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	18
	USER
	Create a new entry in EFADN
	The user shall try to add a new entry with the values "Contact007" as alpha identifier and "+007" as associated dialling number to the local phonebook
	
	

	19
	TT
	READ EFADN
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	20
	USER
	Select the global phonebook
	The user shall use an MMI dependent procedure to select the global phonebook
	
	

	21
	TT
	READ EFPBR
	The ME shall have read EFPBR of the global phonebook.
	CR 1
	A.2/1 OR A.2/2

	22
	USER
	Delete the entry "Contact007" from EFADN
	
	
	

	23
	TT
	READ EFADN
	The ME shall have given an indication to the user that the deletion in the phonebook has been performed successfully
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)



8.1.4.5	Acceptance criteria
In step 4), step 11) and step 15) CR 1 is verified via the MMI. The requirement is met if:
in steps 4) and 11), the correct phonebook entry is presented to the user;
in step 15) an appropriate error message is presented to the user.
CR 1 is explicitly verified in (or after, when using method A.2/3) steps 6), 8), 13), 17), 19) and 23), by any verification method listed in Table A.2. The requirement is met if:
in step 6), the user gets the indication that global phonebook update has been performed successfully, and if the global phonebook contains an ADN record with the alpha identifier "Contact005" and a dialling number set to "+1122330".
in step 8), the global phonebook contains an ADN record with the alpha identifier "Contact006" and a dialling number set to "+9876543210".
in step 13), the user gets the indication that the update of the local phonebook has been performed successfully, and if the local phonebook contains an ADN record with the alpha identifier "Contact005" and a dialling number set to "+11223345".
in step 17), the user gets the indication that the deletion from the local phonebook has been performed successfully, and if the record which was used to store the entry "Contact004" is empty.
in step 19), the local phonebook contains an ADN record with the alpha identifier "Contact007" and a dialling number set to "+007".
in step 23), the user gets the indication that the deletion from the global phonebook has been performed successfully, and if the record which was used to store the entry "Contact007" is empty.
If A.2/3 is the only method used, the reading of EFUST in step 1) and of EFPBR in steps 3), 10) and 21) can be handled as implicitly verified if all the following phonebook actions can be executed successfully.
FFS
[bookmark: _Toc103688520][bookmark: _Toc143704776][…]
***** next change *****
8.1.5	Local Phonebook handling
8.1.5.1	Definition and applicability
The UICC may contain a global phonebook, or application specific phonebooks, or both in parallel.
8.1.5.2	Conformance requirement
CR 1	The ME shall support the the local phonebook.
Reference:
-	TS 31.102 [4], clauses 4.4.2.
8.1.5.3	Test purpose
The purpose of this test is to verify that:
1)	the ME supports the local phonebook without existence of the global phonebook;
2)	the data contained in the local phonebook can be read and updated correctly;
8.1.5.4	Method of test
8.1.5.4.1	Initial conditions
The values of the Default UICC as defined in clause 4.5.2 of the present document are used with the following exceptions:
Only the local phonebook is present, containing an EFPBR (Phonebook Reference File) were only EFADN and EFEXT1 are present.
EFADN (Abbreviated dialling numbers)
Logically:
10 records, each record non-empty and unique.
Record 4:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact004";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"004";
CCI:							'FF';
Ext1:							'FF'.
Coding for record 4:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	34
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	00
	F4
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



Record 5:
		Length of alpha identifier:	32 characters;
Alpha identifier:				"Contact005";
Length of BCD number:		3;
TON and NPI:				Telephony and International;
Dialled number:				"1234";
CCI:							'FF';
Ext1:							None.
Coding for record 5:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	43
	6F
	6E
	74
	61
	63
	74
	30
	30
	35
	FF
	…

	
	B32
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40
	B41
	B42
	B43

	
	FF
	03
	91
	21
	43
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B44
	B45
	B46

	
	FF
	FF
	FF



The TT does not need to transmits on any BCCH.
Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case and run an initial activation before step 1).
8.1.5.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	USER
	Select the global phonebook
	The user shall use an MMI dependent procedure to select the global phonebook.
	
	

	2
	TT
	READ EFPBR
	
	CR 1
	A.2/1 OR A.2/2

	3
	USER
	Change BCD number of the entry "Contact002" from EFADN
	The user shall change the BCD number of the entry "Contact002" to "22446622446622446600777888999".
If the maximum number of BCD digits supported for the global phonebook update is less than in the requested input BCD number string, then the user shall enter the BCD number string as requested, but only up to the maximum number of BCD digits which are supported for updating.
	
	

	4
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	5
	USER
	Extend the BCD number of the entry "Contact007" from EFADN
	The user shall extend the BCD number of the entry "Contact007" to "01234567890123456789777888999".
If the maximum number of BCD digits supported for the global phonebook update is less than in the requested input BCD number string, then the user shall enter the BCD number string as requested, but only up to the maximum number of BCD digits which are supported for updating.
	
	

	6
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	7
	USER
	Delete the entry "Contact001" from EFADN
	
	
	

	8
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	9
	USER
	Change BCD number of the entry "Contact002" from EFADN
	The user shall change the BCD number of the entry "Contact002" to "22446622446600".
	
	

	10
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	11
	USER
	Create a new entry in EFADN
	The user shall create the new phonebook entry "NewContact" with the BCD number "1234567890123456789012345678901234567890123456789012".
If the maximum number of BCD digits supported for the global phonebook update is less than in the requested input BCD number string, then the user shall enter the BCD number string as requested, but only up to the maximum number of BCD digits which are supported for updating.
	
	

	12
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)

	13
	USER
	Delete the entry "Contact003" from EFADN
	
	
	

	14
	TT
	READ EFADN and EFEXT1
	
	CR 1
	A.2/1 OR A.2/2 (OR A.2/3)



8.1.5.5	Acceptance criteria
CR 1 is explicitly verified in step 2) by using the methods A.2/1 or A.2/2 CR 1 the requirement is met if the ME has selected the global phonebook and has read EFPBR.
CR 1 is explicitly verified in (or after, when using method A.2/3) steps 4), 6), 8), 10), 12) and 14), by any verification method listed in Table A.2. The requirement is met if:
in step 4), the global phonebook contains a record with "22446622446622446600" as BCD number and "04" as extension record identifier. EFEXT1 shall contain a record with "Additional data" as record type, the BCD number extension "777888999" and "FF" as identifier to indicate the end of the chain.
NOTE:	If the maximum number of BCD digits supported for global phonebook updating is less than in the requested input BCD number, then EFADN and EFEXT1 shall contain the BCD number as entered on the MMI.has selected selected the global phonebook and shall have read EFPBR in the global phonebook.
in step 6), the ME acted to prevent storage of the extended BCD number, e.g. by giving an indication to the user or not allowing to enter the extended number. EFEXT1 has not been updated and the extension record identifier of the entry "Contact007" remains as "FF".
in step 8), the records of EFADN and EFEXT1 for the phonebook entry "Contact001" are empty, i.e. the EFADN record shall be "FF… FF" and the EFEXT1 record shall be "00FF… FF."
in step 10), the record of EFEXT1 which was used to store the BCD number extension "777888999" is empty and the record of EFADN used for storing the entry with the alpha identifier "Contact002" contains the BCD number "22446622446600" and the extension record identifier "FF".
in step 12), a record of EFADN contains "NewContact" as alpha identifier, "12345678901234567890" as BCD number and uses an extension record identifier unequal to "FF".
NOTE:	The EFEXT1 record which was indicated in the EFADN record used in this case shall contain "Additional data" as record type, "12345678901234567890" as BCD number and an extension record identifier unequal to "FF", while the EFEXT1 record used to continue the chain inside EFEXT1 shall contain "Additional data" as record type, "123456789012" as BCD number and "FF" as extension record identifier.
If the maximum number of BCD digits supported for global phonebook updating is less than the requested input BCD number, then EFADN and EFEXT1 shall contain the BCD number as entered on the MMI.
in step 14), the EFADN record, which was used to store the data for "Contact003" and the related records of EFEXT1 are empty.
If A.2/3 is the only method used, the reading of EFPBR in step 2) can be handled as implicitly verified if all the following phonebook actions can be executed successfully.
FFS
[…]
[bookmark: _Toc150449080][bookmark: _Hlk150866606]***** next change *****
8.3	MMS related tests
8.3.0	General condition
Currently MMS related test cases defined in TS 31.121 [2] are not used for device certification by any of the certification organisations. As long as there is no demand the tests from this clause will not be defined and set to FFS.
[…]
[bookmark: _Toc103688580][bookmark: _Toc143704940]13.3	UICC interface in PSM handling for E-UTRAN – UICC deactivation in PSM
[bookmark: _Hlk150439200]A reliable verification of the activation/deactivation of the UICC in PSM can be done with a physical connection to supply contacts only. Unless a suitable and sufficient environment is introduced the definition of this test isFFS.
[…]
[bookmark: _Toc103688588][bookmark: _Toc143704969]15.1	Authentication procedure for EAP-AKA'
[…]
***** next change *****
[bookmark: _Toc103688589][bookmark: _Toc143704970]15.1A.1	Authentication procedure for EAP-AKA' - Authentication is successful
[bookmark: _Toc143704971][bookmark: _Toc103688590][bookmark: _Toc517476896][bookmark: _Toc502364631][bookmark: _Toc44962051][bookmark: _Toc50983715][bookmark: _Toc50985886][bookmark: _Toc57113116][bookmark: _Toc57209389][bookmark: _Hlk722478][bookmark: _Hlk150439290]15.1A.1.1	Definition and applicability
[bookmark: _Hlk9856563][bookmark: _Hlk805790]The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures. The UE and the AMF shall support the EAP based primary authentication and key agreement procedure.
In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message.
[bookmark: _Hlk7020179][bookmark: _Hlk9856617]The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in TS 31.102 [19]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in TS 24.501 [25], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
The EF5GSAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described inTS 33.501 [24]. If service n°133 is "available" in EFUST, the EF5GAUTHKEYS also contains SOR counter and UE parameter update counter associated with the key KAUSF as described in 3GPP TS 33.501 [24] and 3GPP TS 31.102 [19].

[bookmark: _Toc103688591][bookmark: _Toc143704972]15.1A.1.2	Conformance requirement
CR 1	The UE shall support the EAP based primary authentication and key agreement procedure.
CR 2	The ME shall forward the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge within the AUTHENTICATION REQUEST message to the USIM.
CR 3	The ME shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
CR 4	As a result of successful authentication procedure and upon receipt of the EAP-Success message, the 5G NAS security context parameters shall be stored on the USIM if the corresponding file is present on the USIM when entering state 5GMM-DEREGISTERED.
CR 5	If service n°122 is available, the ME shall store KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values in EF5GS3GPPNSC on the USIM. 
CR 6	If service n°123 is available, and service n°133 is available the ME shall store the KAUSF, KSEAF, SOR counter and UE parameter update counter in the EF5GAUTHKEYS on the USIM.
CR 7	The UE can successfully register to the network.
Reference:
-	TS 31.102 [19], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6; 
-	TS 33.501 [24], clause 6.1.3.1;
-	TS 24.501 [25], clause 5.4.1.2 and Annex C.
[bookmark: _Toc143704973][bookmark: _Toc103688592]15.1A.1.3	Test purpose
The purpose of this test is to verify that:
1)	the ME forwards the RAND and AUTN received in EAP-request/AKA'-challenge within EAP message IE to the USIM.
2)	the ME returns the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message indicating the response calculated in the USIM (RES).
3)	the ME stores 5G NAS security context parameters, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4)	the ME stores the KAUSF, KSEAF, SOR counter and UE parameter update in the EF5GAUTHKEYS on the USIM if services n°123 and n°133 are available.
5)	the UE can successfully register to the network.
[bookmark: _Toc143704974]15.1A.1.4	Method of test
[bookmark: _Toc103688593][bookmark: _Toc143704975]15.1A.1.4.1	Initial conditions
[bookmark: _Hlk145658081]The values of the 5G-NR UICC – support of Rel-16 featurs as defined in clause 4.5.11 of the present document are used.
The TT (NG-SS) is configured to transmit on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):		244/083/000001
-	Access control:				unrestricted.
Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case.
[bookmark: _Toc127364602][bookmark: _Toc143704976]15.1A.1.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	TT
	Activate NG-SS cell 
	The NG-SS cell on the TT is activated with SIB1 as defined in the initial conditions
	
	

	2
	UE
	Run initial activation
	
	
	

	3
	UE <> TT
	Establish RRC connection
	UE camps on NG-SS cell and establishes RRC connection
	
	

	4
	UE > TT
	Send REGISTRATION REQUEST
	
	
	

	5
	TT > UE
	Send AUTHENTICATION REQUEST
	The TT sends an AUTHENTICATION REQUEST message with EAP message IE with EAP request/AKA' challenge message with:
 - ngKSI:
	- NAS key set identifier:	'000'
	- TSC:						'0'
 - EAP message:
	- EAP-request/AKA'‑challenge
The NG-SS on the TT generates KAMF, KAUSF and KSEAF values, and initiates the EAP-AKA' authentication procedure
	
	

	6
	ME > USIM
	Pass RAND and AUTN values to the USIM
	The ME provides the EAP request/AKA' challenge data received in the AUTHENTICATION REQUEST to the USIM
	CR 1
CR 2
	A.2/1 OR A.2/2

	7
	UE > TT
	Send AUTHENTICATION RESPONSE
	The UE sends an AUTHENTICATION RESPONSE message with EAP message IE with EAP response/AKA' challenge message:
-	Authentication response parameter: 
	message identity: ‘0101 0111’
	4 – 16 octets RES value calculated 
	according to TS 24.501 [25]
The UE shall return RES equal to the XRES calculated at the NG-SS with the parameters provided/indicated in the AUTHENTICATION REQUEST at step 4
	CR 3
	

	8
	TT > UE
	Sends SECURITY MODE COMMAND message with EAP-success
	The NG-SS sends a SECURITY MODE COMMAND message with EAP-success
	
	

	9
	UE > TT
	Send SECURITY MODE COMPLETE 
	UE updates EF5GAUTHKEYS in parallel or after the NAS message
	CR 6
	A.2/1 OR A.2/2

	10
	TT > UE
	Send REGISTRATION ACCEPT
	NG-SS sends a REGISTRATION ACCEPT message with:
 - 5G-GUTI: 	24408300010266436587
 - TAI:			244/83/000001
	
	

	11
	UE > TT
	UE sends REGISTRATION COMPLETE 
	
	CR 7
	

	12
	UE
	The UE is powered off and/or deactivated, performs the DEREGISTRATION procedure.
	UE enters the 5GMM-DEREGISTERED state and updates EF5GS3GPPNSC
	CR 4
	A.2/1 OR A.2/2



	Optional step if CR 4, CR 5 and CR 6 verification cannot be performed at step 9) and 12)

	13
	TT
	READ EF5GS3GPPNSC and EF5GAUTHKEYS
	The TT or the test operator shall perform whatever action is needed to get read access to EF5GS3GPPNSC and EF5GAUTHKEYS
	CR 4 CR 5
CR 6
	A.2/3



[bookmark: _Toc127364603][bookmark: _Toc143704977]15.1A.1.5	Acceptance criteria
CR 1 is verified if CR 2 is met, and the ME forwards the RAND and AUTN received in EAP-Request/AKA'-Challenge message to the USIM.
CR 3 requirements are met if the NG-SS receives an EAP message IE with EAP-response/AKA'-challenge in the AUTHENTICATION RESPONSE message sent in response to the AUTHENTICATION REQUEST in step 6).
CR 4 can be verified in step 12) or 13) after the state 5GMM-DEREGISTERED is entered and if an appropriate method to monitor the APDU for EF update or read the EF content is provided by the UE manufacturer.
CR 5 can be verified in step 12) or 13) if an appropriate method to monitor the APDU for EF update or read the EF content is provided by the UE manufacturer.
CR 6 can be verified in step 9) or 13) if an appropriate method to monitor the APDU for EF update or read the EF content is provided by the UE manufacturer.
CR 7 is verified if the UE is capable to register to the NG-SS at step 11).
The EF contents to be verified at step 9), 12) and/or 13) for CR 5 and 6 are listed as below:
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	32 bytes, value not checked
KSEAF:	32 bytes, value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:
	Byte
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	...
	By

	Hex
	80
	L1
	xx
	..
	81
	L2
	xx
	…
	xx

	
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	
	83
	L3
	xx
	..
	84
	L4
	xx
	..
	xx



EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:					00
KAMF:						32 bytes, value not checked
Uplink NAS count:		any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx


FFS
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***** next change *****
[bookmark: _Toc103688600][bookmark: _Toc143705004]15.2A.1	Authentication procedure for 5G AKA - Authentication is successful
[bookmark: _Hlk150439487]15.2A.1.1	Definition and applicability
[bookmark: _Hlk9934263]The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in TS 31.102 [19]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in TS 24.501 [25], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in TS 33.501[24]
15.2A.1.2	Conformance requirement
CR 1	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
CR 2	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
CR 3	The ME shall compute RES* from RES according to Annex A.4 TS 33.501[24] and return it in AUTHENTICATION RESPONSE message.
CR 4	If service n°122 is "available", when entering state 5GMM-DEREGISTERED, the ME shall store the KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values in EF5GS3GPPNSC on the USIM. 
CR 5	If services n°123 and n°133 are available, the ME shall store the KAUSF, KSEAF, SOR counter and UE parameter update counter in EF5GAUTHKEYS on the USIM.
CR 6	The UE can successfully register to the network.
Reference:
-	TS 31.102 [19], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	TS 33.501 [24], clause 6.1.3.2;
-	TS 24.501 [25], clause 5.4.1.3 and Annex C.
15.2A.1.3	Test purpose
The purpose of this test is to verify that:
1)	the ME forwards the RAND and AUTN received in 5G authentication challenge data within AUTHENTICATION REQUEST message to the USIM.
2)	the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
3)	the ME stores 5G NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4)	the ME stores the KAUSF, KSEAF, SOR counter and UE parameter update counter in EF5GAUTHKEYS on the USIM if services n°123 and n°133 are available.
[bookmark: _Toc130991031][bookmark: _Toc143705005]15.2A.1.4	Method of test
[bookmark: _Toc130991032][bookmark: _Toc143705006]15.2A.1.4.1	Initial conditions
The values of the 5G-NR UICC – support of Rel-16 featurs as defined in clause 4.5.11 of the present document are used.
The TT (NG-SS) is configured to transmit on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):		244/083/000001
-	Access control:				unrestricted.
Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case.
15.2A.1.4.2	Procedure
	Step
	Direction
	Action
	Comment
	REQ
	SA

	1
	TT
	NG-SS Cell is powered up with SIB1 as defined in the initial conditions
	The NG-SS on the TT is activated
	
	

	2
	UE
	Run initial activation
	
	
	

	3
	UE<>TT
	UE camps on NG-SS Cell and establishes RRC connection
	
	
	

	4
	UE > TT
	UE sends REGISTRATION REQUEST
	
	
	

	5
	TT > UE
	NG-SS sends AUTHENTICATION REQUEST with 5G AKA-Challenge message:
 - ngKSI:
   - NAS key set identifier:	'000'
   - TSC:						'0'
 - Authentication parameter RAND (5G authentication challenge): 128 bits value
 - Authentication parameter AUTN (5G Authentication challenge). 128 bits value
	The NG-SS on the TT generates KAMF, KAUSF and KSEAF values, and initiates the 5G AKA authentication procedure
	
	

	6
	ME > USIM
	ME passes the RAND and AUTN values to the USIM
	The ME provides the authentication challenge data received in the AUTHENTICATION REQUEST to the USIM
	CR 1 CR 2
	A.2/1 OR A.2/2

	7
	UE > TT
	UE sends AUTHENTICATION RESPONSE message with:
- Authentication response parameter: 16 octets RES* value calculated according to TS 24.501 [25]
	The UE shall return RES* equal to the XRES* calculated at the NG-SS with the parameters provided/indicated in the AUTHENTICATION REQUEST
	CR 3
	

	8
	TT > UE
	NG-SS sends SECURITY MODE COMMAND message including the ngKSI of the new 5G NAS security context (as provided in step 4)
	
	
	

	9
	UE > TT
	UE send SECURITY MODE COMPLETE integrity protected and ciphered with the new 5G NAS security context identified by the ngKSI received in the SECURITY MODE COMMAND message in step 7 
	UE updates EF5GAUTHKEYS in parallel or after the NAS message
	CR 5
	A.2/1 OR A.2/2 OR A.2/3

	10
	TT > UE
	NG-SS sends REGISTRATION ACCEPT message with:
 - 5G-GUTI:	24408300010266436587
 - TAI:			42 34 80 00 00 01
	
	
	

	11
	UE > TT
	UE sends REGISTRATION COMPLETE 
	
	CR 6
	

	12
	UE <> TT
	The UE is powered off and/or deactivated, performs the DEREGISTRATION procedure
	UE enters the 5GMM-DEREGISTERED during this step, and updates EF5GS3GPPNSC
	CR 4
	A.2/1 OR A.2/2 OR A.2/3



	Optional step if CR 4, and CR 5 verification cannot be performed at step 9) and 12)

	13
	TT
	READ EF5GS3GPPNSC and EF5GAUTHKEYS
	The TT or the test operator shall perform whatever action is needed to get read access to EF5GS3GPPNSC and EF5GAUTHKEYS
	CR 4 CR 5
	A.2/3



[bookmark: _Toc143705007]15.2A.1.5	Acceptance criteria
CR 1 is verified if CR 2 is met, and the ME forwards the RAND and AUTN received in received in the AUTHENTICATION REQUEST to the USIM.
CR 3 requirements are met if the NG-SS receives RES* in the AUTHENTICATION RESPONSE message sent in response to the AUTHENTICATION REQUEST in step 6).
CR 4 can be verified in step 12) or 13) if an appropriate method to monitor the APDU for EF update or read the EF content is provided by the UE manufacturer.
CR 5 can be verified in step 9) or 13) if an appropriate method to monitor the APDU for EF update or read the EF content is provided by the UE manufacturer.
CR 6 is verified if the UE is capable to register to the NG-SS at step 11).
The EF contents to be verified at step 9), 12) and/or 13) for CR 4 and CR 5 are listed as below:
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	32 bytes, value not checked
KSEAF:	32 bytes, value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:
	Byte
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	...
	By

	Hex
	80
	L1
	xx
	..
	81
	L2
	xx
	…
	xx

	
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	
	83
	L3
	Xx
	..
	84
	L4
	xx
	..
	xx



EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:					00
KAMF:						32 bytes, value not checked
Uplink NAS count:		any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



FFS
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***** next change *****
[bookmark: _Toc143705009]15.2A.2	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC
[bookmark: _Toc143705010][bookmark: _Hlk150439623]15.2A.2.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in TS 31.102 [19]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
During the authentication procedure if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [53], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME.
[bookmark: _Toc143705011]15.2A.2.2	Conformance requirement
CR 1	The ME shall ignore the GPRS Kc and not store the GPRS Kc on USIM if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [53].
CR 2	The ME shall ignore the GPRS Kc and not store the GPRS Kc in ME if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [53].
CR 3	If Service n°122 and Service n°123 are not available on the USIM, the 5GS 3GPP access NAS security context parameters and the 5G authentication keys shall be stored in the non-volatile memory of the ME.
Reference:
-	TS 33.501 [24], clause 6.1.3.1;
-	TS 24.501 [25], clause 5.4.1.2 and Annex C.
[bookmark: _Toc143705012]15.2A.2.3	Test purpose
The purpose of this test is to verify that:
1)	the ME will ignore the GPRS Kc and will not store the GPRS Kc on USIM or in ME when the USIM computes a Kc (i.e. GPRS Kc) from CK and IK.
2)	the ME stores the 5GS 3GPP access NAS security context parameters and the 5G authentication keys inside the ME non-volatile memory when Services n°122, n°123 and n°133 are not available on the USIM.
[bookmark: _Toc143705013]15.2A.2.4	Method of test
[bookmark: _Toc143705014]15.2A.2.4.1	Initial conditions
[bookmark: _Hlk150413204][bookmark: _Hlk150339033]The values of the default UICC as defined in clause 4.5.2 of the present document are used.
The NR-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case.
[bookmark: _Toc143705015]15.2A.2.4.2	Procedure
	Step
	Direction
	Action
	Comment
	REQ
	SA

	1
	TT
	NG-SS Cell is powered up
	The NG-SS on the TT is activated
	
	

	2
	UE
	Run initial activation
	
	
	

	3
	UE<>TT
	UE camps on NG-SS Cell and establishes RRC connection
	
	
	

	4
	UE > TT
	UE sends REGISTRATION REQUEST
	
	
	

	5
	TT > UE
	NG-SS sends REGISTRATION REJECT (cause: #13 Roaming not allowed in this tracking area) and release RRC connection
	UE shall delete 5G-GUTI, last visited registered TAI, TAI list and ngKSI.
	
	

	6
	UE
	The UE is powered off and then on again
	
	
	

	7
	UE<>TT
	UE camps on NG-SS Cell and establishes RRC connection
	
	
	

	8
	UE > TT
	UE sends REGISTRATION REQUEST message with:
 - ngKSI:
   - NAS key set identifier:	'111'
	UE shall indicate in the REGISTRATION REQUEST that no key is available for the NAS key set identifier
	
	

	9
	TT > UE
	NG-SS sends AUTHENTICATION REQUEST with 5G AKA-Challenge message:
 - ngKSI:
   - NAS key set identifier:	'000'
   - TSC:			'0'
 - Authentication parameter RAND (5G authentication challenge): 128 bits value
 - Authentication parameter AUTN (5G Authentication challenge). 128 bits value
	The NG-SS on the TT generates KAMF, KAUSF and KSEAF values, and initiates the 5G AKA authentication procedure
	
	

	10
	ME > USIM
	ME passes the RAND and AUTN values to the USIM
	The ME provides the 5G AKA challenge data received in the AUTHENTICATION REQUEST to the USIM; the USIM calculates the response parameter KC (i.e. GPRS Kc) from CK and IK using conversion function c3
	
	

	11
	UE > TT
	UE sends AUTHENTICATION RESPONSE message with:
- Authentication response parameter: 16 octets RES* value calculated according to TS 24.501 [25]
	ME does not store GPRS Kc, SOR counter or UE parameter update counter on the USIM through step 11 to 16
	CR 1
	

	12
	TT > UE
	NG-SS sends SECURITY MODE COMMAND including the ngKSI of the new 5G NAS security context (as provided in step 8)
	
	
	

	13
	UE > TT
	UE send SECURITY MODE COMPLETE 
	
	
	

	14
	TT > UE
	NG-SS sends REGISTRATION ACCEPT message with:
 - 5G-GUTI:	24408300010266436587
 - TAI:			42 34 80 00 00 01
	
	
	

	15
	UE > TT
	UE sends REGISTRATION COMPLETE 
	
	
	

	16
	UE <> TT
	The UE is powered off and/or deactivated, performs the DEREGISTRATION procedure 
	
	
	

	17
	UE
	Run initial activation and/or activated
	
	
	

	18
	UE<>TT
	UE camps on NG-SS Cell and establishes RRC connection
	
	
	

	19
	UE > TT
	UE sends REGISTRATION REQUEST message that is Security protected (indicated by Security header) with 
 - ngKSI:
   - NAS key set identifier:	'000'
   - TSC:						'0'
- 5GS mobile identity: 5G-GUTI type with value 24408300010266436587
	
	CR 1 CR 2 CR 3
	

	20
	TT > UE
	NG-SS sends REGISTRATION ACCEPT message with:
 - 5G-GUTI:	24408300010266436587
 - TAI:			42 34 80 00 00 01
	
	
	

	21
	UE > TT
	UE sends REGISTRATION COMPLETE 
	
	
	



[bookmark: _Toc143705016]15.2A.2.5	Acceptance criteria
CR 1, CR 2 and CR 3 can be implicitly verified in step 19) when UE sends REGISTRATION REQUEST message that is security protected and includes ngKSI and 5G-GUTI type 5GS mobile identity as specified in the test procedure.
Optionally, CR 1 can be explicitly verified in steps 11) to 15) with methods A.2/1 or A.2/2 ensuring that the ME does not try to store GPRS Kc, SOR counter or UE parameter update counter on the USIM through steps 11) to 16).
FFS
[…]
***** next change *****
[bookmark: _Toc132275122][bookmark: _Toc146300455]17	CAG list handling
17.1	CAG list handling for 5G
[bookmark: _Toc132275765][bookmark: _Toc146300456]17.1.1	Automatic CAG selection with preconfigured CAG list on USIM 
[bookmark: _Toc132275123][bookmark: _Toc146300457]17.1.1.1	Definition and applicability
If MS supports CAG and is pre-configured with a non-empty "CAG information list" stored in the USIM, the MS in automatic PLMN selection mode shall consider a PLMN indicated by an NG-RAN cell only if:
A) the cell is a CAG cell and broadcasts a CAG-ID for the PLMN such that there exists an entry with the PLMN ID of the PLMN in the "CAG information list" and the CAG-ID is included in the "Allowed CAG list" of the entry;
or
B) the cell is not a CAG cell and:
a. there is no entry with the PLMN ID of the PLMN in the "CAG information list";
or
b. there exists an entry with the PLMN ID of the PLMN in the "CAG information list" but the "indication that the MS is only allowed to access 5GS via CAG cells" is not included in the entry.
[bookmark: _Toc132275124][bookmark: _Toc146300458]17.1.1.2	Conformance requirement
CR 1	If service n°137 is available in EFUST and a preconfigured "CAG information list" is available on the USIM, then an ME that supports CAG shall read EFCAG and consider the PLMN indicated by the NG-RAN to perform automatic PLMN selection procedure.
Reference:
-	TS 31.102 [4], clause 4.4.11.14.
CR 2	If the available CAG cell broadcasts a CAG-ID for the PLMN such that there exists an entry with the PLMN ID of the PLMN in the "CAG information list" and the CAG-ID is included in the "Allowed CAG list" of the entry, then UE shall select the CAG cell.
Reference:
-	TS 23.122 [31], clauses 3.8, 4.4.3.1.1
[bookmark: _Toc132275125]-	TS 24.501 [42], clauses 9.11.3.18A
[bookmark: _Toc146300459]17.1.1.3	Test purpose
The purpose of this test is to verify that the ME only selects the CAG cell if the PLMN ID and CAG ID of the cell are found in the EFCAG (Pre-configured CAG information list) available on USIM.
[bookmark: _Toc132275126][bookmark: _Toc146300460]17.1.1.4	Method of tests
[bookmark: _Toc132275127][bookmark: _Toc146300461]17.1.1.4.1	Initial conditions
The values of the 5G-NR UICC – CAG support as defined in clause 4.5.13 of the present document are used.
The TT (NG-SS) is configured to transmit on the BCCH, with the following network parameters:
Cell A
-	TAI (MCC/MNC/TAC):		244/083/000001.
-	cag-Identity:					00 00 00 02
Cell B
-	TAI (MCC/MNC/TAC):		244/083/000002.
-	cag-Identity:					00 00 00 09
Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case and that both cells on the TT are switched off.
[bookmark: _Toc132275128][bookmark: _Toc146300462]17.1.1.4.2	Procedure
	Step
	Direction
	Action
	Information
	REQ
	SA

	1
	TT
	Activate NG-SS Cell B
	The NG-SS Cell B on the TT is activated as defined in the initial conditions
	
	

	2
	UE
	Run initial activation
	
	
	

	3
	
	Wait for 5 minutes
	While waiting, the ME shall not attempt to registration to Cell B
	CR 1
	

	4
	TT
	Activate NG-SS Cell A
	
	
	

	5
	UE > TT
	Send REGISTRATION REQUEST to Cell A
	The UE sends a REGISTRATION REQUEST with 5GS registration type IE as "initial registration"
	CR 2
	

	6
	TT > UE
	Send REGISTRATION ACCEPT from Cell A
	The TT sends a REGISTRATION ACCEPT with 5G‑GUTI
	
	

	7
	UE > TT
	Send REGISTRATION COMPLETE
	
	
	

	8
	UE
	Power off/deactivate the UE
	
	
	

	9
	TT
	Deactivate NG-SS Cell A and Cell B
	
	
	

	10 
	TT
	Activate NG-SS Cell B with SIB1 modified to indicate new cag-identity 00 00 00 07
	
	
	

	11
	UE
	Power on/activate the UE
	
	
	

	12
	UE > TT
	Send REGISTRATION REQUEST to Cell B
	The UE sends a REGISTRATION REQUEST with 5GS registration type IE as "initial registration"
	CR 2
	

	13
	TT > UE
	Send REGISTRATION ACCEPT from Cell B
	The TT sends a REGISTRATION ACCEPT with 5G‑GUTI
	
	

	14
	UE > TT
	Send REGISTRATION COMPLETE
	
	
	

	15
	UE
	Power off/deactivate the UE
	
	
	

	16
	TT
	Deactivate NG-SS Cell A and Cell B
	
	
	



[bookmark: _Toc132275129][bookmark: _Toc146300463]17.1.1.5	Acceptance criteria
CR 1 can be implicitly verified in step 3). The requirement is met if the UE is not sending a REGISTRATION REQUEST message to Cell B.
CR 2 can be implicitly verified in steps 5) and 12). The requirement is met if the UE sends REGISTRATION REQUEST message to Cell A in step 5) and to Cell B in step 6).
[bookmark: _Hlk150420685]***** end of changes *****
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