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3.3	Abbreviations
For the purposes of the present document, the following abbreviations apply:
2G	2nd Generation
3G	3rd Generation
3GPP	3rd Generation Partnership Project
5G	5th Generation
ACC	Access Class
ACL	APN Control List
ACM	Accumulated Call Meter
ACMmax	ACM maximal value
ACT	Access Technology
ADF	Application Dedicated File
AoC	Advice of Charge
AoCC	Advice of Charge Charging
APN	Access Point Name
ASME	Access Security Management Entity
ATR	Answer To Reset
BCCH	Broadcast Control Channel
BCD	Binary Coded Decimal
BDN	Barred Dialling Number
CCI	Capability / Configuration1 Identifier
CCI2	Capability / Configuration(2) Identifier
CCM	Current Call Meter
CK	Cipher key
CN	Core Network
CS	Circuit switched
CSG	Closed Subscriber Group
DF	Dedicated File
EPC	Evolved Packet Core
E-USS	Evolved Universal System Simulator
E-UTRA	Evolved UTRA
EF	Elementary File
eFDD	evolved Frequency Division Duplex
EMM	EPS Mobility Management
EMMI	Electrical Man Machine Interface
EPS	Evolved Packet System
eTDD	evolved Time Division Duplex
Ext n	Extension n
FDD	Frequency Division Duplex
FDN	Fixed Dialling Number
FPLMN	Forbidden PLMN
GSM	Global System for Mobile communications
HNB	Home NodeB
HeNB	Home eNodeB
HPLMN	Home PLMN
ICC	Integrated Circuit Card
ID	Identifier
IEC	International Electrotechnical Commission
IK	Integrity key
IMSI	International Mobile Subscriber Identity
ISO	International Organization for Standardization
KSI	Key Set Identifier
LAC	Location Area Code
LAI	Location Area Information
LSB	Least Significant Bit
MCC	Mobile Country Code
MCS	Mission Critical Services
MF	Master File
MM	Multimedia Message
MMI	Man Machine Interface
MMS	Multimedia Messaging Service
MNC	Mobile Network Code
MPS	Multimedia Priority Service
MS	Mobile Station
MSB	Most Significant Bit
NAS	Non Access Stratum
NB-IoT	Narrow Band Internet of Things
NB-SS	Narrow Band System Simulator
NG-RAN	Next Generation Radio Access Network
NG-SS	Next Generation System Simulator
NPI	Numbering Plan Identifier
OSI	Open System Interconnection
P1	Parameter 1
P2	Parameter 2
P3	Parameter 3
PIN	Personal Identification Number
PLMN	Public Land Mobile Network
PS	Packet switched
RACH	Random Access Channel
RFU	Reserved for Future Use
RRC	Radio Resource Control
SFI	Short File Identifier
SIB	System Information Block
SM	Short Message
SMS	Short Message Service
SOR	Steering of Roaming
SS	System Simulator (GSM)
SUCI	Subscription Concealed Identifier
SUPI	Subscription Permanent Identifier
TAI	Tracking Area Identity
TDD	Time Division Duplex
TE	Terminal Equipment
TLV	Tag Length Value
TMSI	Temporary Mobile Subscriber Identity
TON	Type Of Number
UAC	Unified Access Control
UE	User Equipment
URSP	UE Route Selection Policy
USIM	Universal Subscriber Identity Module
USS	UMTS System Simulator
UTRA	Universal Terrestrial Radio Access
UTRAN	UMTS Terrestrial Radio Access Network
VPLMN	Visitor PLMN

* * * Next Change * * * *
3.8	Applicability table
Table B.1: Applicability of tests
	Item
	Description
	Tested feature defined in Release
	Test sequence(s)
	R99 ME
	Rel-4 ME
	Rel-5 ME
	Rel-6 ME
	Rel-7 ME
	Rel-8 ME
	Rel-9 ME
	Rel-10 ME
	Rel-11 ME
	Rel-12 ME
	Rel-13 ME
	Rel-14-ME
	Rel-15 ME
	Rel-16 ME
	Network Dependency
	Support
	Additional test case execution recommendation

	1
	UE identification by short IMSI
	R99
	5.1.1
	M
	M
	M
	M
	M
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	UMTS System Simulator or System Simulator only
	
	AER005

	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…

	177
	Authentication procedure for EAP-AKA' - Authentication is successful
	Rel-16
	15.1A.1
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C056
	NG-SS
	
	

	178
	Authentication procedure for 5G-AKA – Authentication is successful
	Rel-15
	15.2A.1
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C056
	NG-SS
	
	

	179
	Authentication procedure for 5G-AKA – Authentication is successful - GSM UICC
	Rel-15
	15.2A.2
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C056
	NG-SS
	
	


Table B.1: Applicability of tests (continued)
[..]

[bookmark: _Toc44962050][bookmark: _Toc50983714][bookmark: _Toc50985885][bookmark: _Toc57113115][bookmark: _Toc130991000][bookmark: _Toc132274652]* * * Next Change * * * *
[bookmark: _Toc517476896][bookmark: _Toc502364631][bookmark: _Toc44962051][bookmark: _Toc50983715][bookmark: _Toc50985886][bookmark: _Toc57113116][bookmark: _Toc130991001]4.11	5G-NR UICC – support of Rel-16 features
4.11.1	Introduction
The 5G-NR test cases supporting Rel-16 features require to extend the 5G-NR UICC described in clause 4.9. In general, the values of the 5G-NR UICC apply with the following exceptions:
4.11.2	EFUST (USIM Service Table)
EFUST (USIM Service Table)
Logically:
Settings from clause 4.9.1 (5G-NR UICC) of the present document apply with the following changes:
	Service n°133
	
	5G Security Parameters extended
	available


Coding:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xxxx xx1x
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	B9
	B10
	B11
	…
	B16
	B17
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	...
	xxx0 111x
	xxx1 xxxx
	
	



* * * Next Change * * * *
15.1A.1	Authentication procedure for EAP-AKA' - Authentication is Successful
15.1A.1.1	Definition and applicability
The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures. The UE and the AMF shall support the EAP based primary authentication and key agreement procedure.
In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [41]. If service n°133 is "available" in EFUST, the EF5GAUTHKEYS also contains SOR counter and UE parameter update counter associated with the key KAUSF as described in 3GPP TS 33.501 [41] and 3GPP TS 31.102 [4].
[bookmark: _Toc517476897][bookmark: _Toc502364632][bookmark: _Toc44962052][bookmark: _Toc50983716][bookmark: _Toc50985887][bookmark: _Toc57113117][bookmark: _Toc130991002]15.1A.1.2	Conformance requirement
1)	The UE shall support the EAP based primary authentication and key agreement procedure.
2)	The ME shall forward the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge within the AUTHENTICATION REQUEST message to the USIM.
3)	The ME shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
4)	As a result of successful authentication procedure and upon receipt of the EAP Success message, the 5G NAS security context parameters shall be stored on the USIM if the corresponding file is present on the USIM when entering state 5GMM-DEREGISTERED.
5)	If service n°122 is "available", the ME shall store KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values in EF5GS3GPPNSC on the USIM.
6)	If service n°123 is "available" and service n°133 is "available" the ME shall store the KAUSF, KSEAF, SOR counter and UE parameter update counter in the EF5GAUTHKEYS on the USIM.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clause 5.4.1.2 and Annex C.
[bookmark: _Toc517476898][bookmark: _Toc502364633][bookmark: _Toc44962053][bookmark: _Toc50983717][bookmark: _Toc50985888][bookmark: _Toc57113118][bookmark: _Toc130991003]15.1A.1.3	Test purpose
1)	To verify that the ME forwards the RAND and AUTN received in EAP-request/AKA'-challenge within EAP message IE to the USIM.
2)	To verify that the ME returns the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message indicating the response calculated in the USIM (RES).
3)	To verify that the ME stores 5G NAS security context parameters, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4)	To verify that the ME stores the KAUSF, KSEAF, SOR counter and UE parameter update in the EF5GAUTHKEYS on the USIM if service n°123 is "available" and service n°133 is "available".
[bookmark: _Toc517476899][bookmark: _Toc502364634][bookmark: _Toc44962054][bookmark: _Toc50983718][bookmark: _Toc50985889][bookmark: _Toc57113119][bookmark: _Toc130991004][bookmark: _Toc517476902][bookmark: _Toc502364637][bookmark: _Toc44962057][bookmark: _Toc50983721][bookmark: _Toc50985892][bookmark: _Toc57113122][bookmark: _Toc130991007]15.1A.1.4	Method of test
[bookmark: _Toc517476900][bookmark: _Toc502364635][bookmark: _Toc44962055][bookmark: _Toc50983719][bookmark: _Toc50985890][bookmark: _Toc57113120][bookmark: _Toc130991005]15.1A.1.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The 5G-NR UICC - support of Rel-16 features is used and the UICC is installed into the ME and the UE is powered on.
[bookmark: _Toc130991006]15.1A.1.4.2	Procedure
[bookmark: _Hlk10472212]a)	Bring up Cell A and the UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message and it uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge
d)	Using the EAP-request/AKA'-challenge data received in AUTHENTICATION REQUEST message the ME passes the RAND and AUTN to the USIM.
e)	The UE shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
[bookmark: _Hlk10556136][bookmark: _Hlk10196922]f)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends EAP-success in SECURITY MODE COMMAND message, the UE sends a SECURITY MODE COMPLETE message.
g)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
h)	The UE sends a REGISTRATION COMPLETE message.
i)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
15.1A.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge message to the USIM.
4)	In step e) the ME shall send AUTHENTICATION RESPONSE message with EAP message IE with EAP-response/AKA'-challenge containing the response calculated in the USIM (RES):
-	Authentication response message identity:	'0101 0111’
-	Authentication response parameter:	4 – 16 octets RES value calculated according to 3GPP TS 24.501 [42]
5)	In step f) the UE shall send SECURITY MODE COMPLETE message.
6)	After step f) if service n°133 is "available", the ME updates EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	32 bytes, value not checked
KSEAF for 3GPP access:	32 bytes, value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx

	Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..
	xx



7)	After step i) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:	00
KAMF:	32 bytes, value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	XX
	80
	01
	00
	81
	xx
	xx
	…
	xx



* * * Next Change * * * *
15.2A.1	Authentication procedure for 5G AKA - Authentication is successful
15.2A.1.1	Definition and applicability
[bookmark: _Hlk9934263]The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS  31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [41]. If service n°133 is "available" in EFUST, the EF5GAUTHKEYS also contains SOR counter and UE parameter update counter associated with the key KAUSF as described in 3GPP TS 33.501 [41] and 3GPP TS 31.102 [4].
15.2A.1.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
3)	The ME shall compute RES* from RES according to Annex A.4 3GPP TS 33.501 [41] and return it in AUTHENTICATION RESPONSE message.
4)	As a result of successful authentication procedure if service n°122 is "available", the 5G NAS security context parameters shall be stored on the USIM.
5)	If service n°123 is "available" and service n°133 is "available", the ME shall store the KAUSF, KSEAF, SOR counter and UE parameter update counter in the EF5GAUTHKEYS on the USIM.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.2;
-	3GPP TS 24.501 [42], clause 5.4.1.3 and Annex C.
15.2A.1.3	Test purpose
1)	To verify that the ME forwards the RAND and AUTN received in 5G authentication challenge data within AUTHENTICATION REQUEST message to the USIM.
2)	To verify that the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
3)	To verify that the ME stores 5G NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4)	To verify that the ME stores the KAUSF, KSEAF, SOR counter and UE parameter update in EF5GAUTHKEYS on the USIM if service n°123 is "available" and service n°133 is "available".
15.2A.1.4	Method of test
[bookmark: _Toc130991032]15.2A.1.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The 5G-NR UICC - support of Rel-16 features is used and the UICC is installed into the ME.
[bookmark: _Hlk9934413]15.2A.1.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
[bookmark: _Hlk9867787][bookmark: _Hlk10196680]b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
d)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
e)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
g)	The UE sends a REGISTRATION COMPLETE message.
h)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
[bookmark: _Toc50983745][bookmark: _Toc50985916][bookmark: _Toc57113146]15.2.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step e) if service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	value not checked
KSEAF:	value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx

	Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:	00
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
[bookmark: MCCQCTEMPBM_00000289]
	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



[bookmark: _Toc130991033]* * * Next Change * * * *
15.2A.2	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC
[bookmark: _Toc130991034]15.2A.2.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
During the authentication procedure if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in 3GPP TS  33.102 [45], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME.
[bookmark: _Toc50983747][bookmark: _Toc50985918][bookmark: _Toc57113148][bookmark: _Toc130991035]15.2A.2.2	Conformance requirement
1)	The ME shall ignore the GPRS Kc and not store the GPRS Kc on USIM or in ME if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in 3GPP TS 33.102 [45].
2)	If Service n°122 and Service n°123 are not available on the USIM, the 5GS 3GPP access NAS security context parameters and the 5G authentication keys shall be stored in the non-volatile memory of the ME.
Reference:
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clause 5.4.1.2 and Annex C.
[bookmark: _Toc50983748][bookmark: _Toc50985919][bookmark: _Toc57113149][bookmark: _Toc130991036]15.2A.2.3	Test purpose
1)	To verify that the ME will ignore the GPRS Kc and will not store the GPRS Kc on USIM or in ME when the USIM computes a Kc (i.e. GPRS Kc) from CK and IK.
2)	To verify that the ME stores the 5GS 3GPP access NAS security context parameters, the 5G authentication keys, SOR counter and UE parameter update inside the ME non-volatile memory when Service n°122 and Service n°123 and Serivce n°133 are not available on the USIM.
[bookmark: _Toc50983749][bookmark: _Toc50985920][bookmark: _Toc57113150][bookmark: _Toc130991037]15.2A.2.4	Method of test
[bookmark: _Toc50983750][bookmark: _Toc50985921][bookmark: _Toc57113151][bookmark: _Toc130991038]15.2A.2.4.1	Initial conditions
The NR-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default UICC is used and installed into the ME.
15.2A.2.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c)	The UE is switched on.
d)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
e)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the 5G AKA authentication procedure and sends 5G-AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
[bookmark: _Hlk10553173]ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
f)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM, the USIM calculates the response parameter KC (i.e. GPRS Kc) from CK and IK using conversion function c3.
g)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
h)	The NG-SS sends a REGISTRATION ACCEPT message contains:
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
i)	The UE sends a REGISTRATION COMPLETE message.
j)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure, then the NG-SS sends the RRCRelease message.
k)	The UE is switched on.
l)	The UE sends REGISTRATION REQUEST message in protected mode using the last calculated KAMF, indicates the 5GS mobile identity information element type "5G-GUTI"
m)	The NG-SS sends REGISTRATION ACCEPT to the UE with:
5G-GUTI:	24408300010266436555
TAI:	42 34 80 00 00 01
n)	The UE sends a REGISTRATION COMPLETE message.
o)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
15.2A.2.5	Acceptance criteria
1)	After step c) the ME shall read EFUST.
2)	During step e) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
[bookmark: _Hlk9940797]3)	In step f) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step g) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42].
5)	During steps g) to i) the ME does not store GPRS Kc, SOR counter, or UE parameter update counter on the USIM.
6)	In step l) the UE shall indicate in protected mode the REGISTRATION REQUEST that NAS key set identifier is set to '000' and TSC is set to '0' and uses the 5GS mobile identity information element type "5G-GUTI" with value:
5G-GUTI:	24408300010266436587.
* * * End of Changes * * * *
