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***** first change *****
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
	For a specific reference, subsequent revisions do not apply.
	For a non-specific reference, the latest version in same release as the implementation release of the terminal under test applies.
[…]	…
[47]	RFC 4187; "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)".
[xx]	GSM Association, SGP.22; "RSP Technical Specification"
[xy]	GSM Association, SGP.02; "Remote Provisioning Architecture for Embedded UICC Technical Specification"
[xz]	ETSI TS 102 225: "Smart cards, Secured packet structure for UICC based applications"
[yx]	ETSI TS 102 226: "Smart cards; Remote APDU structure for UICC based applications"
[yy]	GlobalPlatform: "Remote Application Management over HTTP – Amendment B"
[yz]	3GPP TS 27.007: "AT command set for User Equipment (UE) "
***** next change *****
3.7	Table of optional features
Support of several features is optional or release dependent for the terminal equipment. However, if an ME states conformance with a specific 3GPP release, it is mandatory for the ME to support all mandatory functions of that release, as stated in table A.1 with the exception of the functions:
-	"Support of ACL"; and
-	"Support of local phonebook";
The supplier of the implementation shall state the support of possible options in table A.1.
Table A.1: Options
	Item
	Option
	Status
	Support
	Mnemonic

	…
	…
	…
	
	…

	44
	Support of NR access
	O
	
	pc_NR

	xx
	Support of removable UICC
	O
NOTE 3
	
	O_REMOVABLE_UICC

	xy
	Support of UICC/USIM profiles and file provisioning
	O
NOTE 4
	
	O_PROFILE_PROVISIONING

	
	
	
	
	

	C001	If terminal is 3G terminal then M else N/A
…

NOTE 1:	The support of this feature was made optional by CR#0214. See conditions in TS 31.102 [4]
NOTE 2:	The support of this feature was made optional by CR#0200.
NOTE 3: 	The support of this feature was made optional by <this CR#>
NOTE 4: 	To access the UICC/USIM and to provision test relevant data, file and profile provisioning shall be supported using one of the interfaces defined in Annex X.



***** next change *****
3.8	Applicability table
Table B.1: Applicability of tests
	Item
	Description
	Tested feature defined in Release
	Test sequence(s)
	R99 ME
	…
	Rel-15 ME
	Network Dependency
	Support
	Additional test case execution recommendation

	…
	…
	…
	…
	…
	…
	…
	…
	…
	…

	40
	Adding FPLMN to the forbidden PLMN list when accessing E-UTRAN
	Rel-8
	7.1.4
	N/A
	…
	C045 AND Cyyy
	E-USS
or
NB-SS
	
	

	
	
	
	7.1.4A
	N/A
	
	C045 AND Cxxx
	E-USS
or
NB-SS
	
	

	…
	…
	…
	…
	…
	…
	…
	…
	…
	…


Table B.1: Applicability of tests (continued)
	…
	…
	…

	Cxxx
	IF A.1/xy AND NOT A.1/xx THEN M ELSE N/A
	- O_PROFILE_PROVISIONING AND NOT O_REMOVABLE_UICC

	Cyyy
	IF A.1/xx THEN M ELSE N/A
	- O_REMOVABLE_UICC

	…
	…
	…

	
	
	

	
	
	

	



***** next change *****
[bookmark: _Toc50983136]7.1.4A	Adding FPLMN to the forbidden PLMN list when accessing E-UTRAN
[bookmark: _Toc10738692][bookmark: _Toc20396544][bookmark: _Toc29398197][bookmark: _Toc29399319][bookmark: _Toc36649329][bookmark: _Toc36655171][bookmark: _Toc44961474][bookmark: _Toc50983137]7.1.4A.1	Definition and applicability
See clause 7.1.4.1.
[bookmark: _Toc50983138]7.1.4A.2	Conformance requirement
See clause 7.1.4.2.
[bookmark: _Toc10738694][bookmark: _Toc20396546][bookmark: _Toc29398199][bookmark: _Toc29399321][bookmark: _Toc36649331][bookmark: _Toc36655173][bookmark: _Toc44961476][bookmark: _Toc50983139]7.1.4A.3	Test purpose
See clause 7.1.4.3.
[bookmark: _Toc50983140]7.1.4A.4	Method of test
[bookmark: _Toc50983141]7.1.4A.4.1	Initial conditions
See clause 7.1.4.4.1.
Prerequisites:
· UICC profile: default E-UTRAN UICC stored on non-removable UICC/USIM
· UE set to automatic PLMN selection mode
[bookmark: _Toc50983142]7.1.4A.4.2	Procedure
See clause 7.1.4.4.2.
[bookmark: _Toc50983143]7.1.4A.5	Acceptance criteria
See clause 7.1.4.5.
Where the EF values the USIM shall contain are verified in dedicated read operations, executed using the supported interface.
***** Alternatively - in a new specification *****
7.1.4	Adding FPLMN to the forbidden PLMN list when accessing E‑UTRAN
7.4.1.2	Test purpose
A list of forbidden PLMNs stored in the USIM and providing storage for at least 4 entries is managed by the UE. In automatic PLMN selection mode the UE controls registration attempts to appropriate networks with respect to this list of forbidden PLMNs. As a result of a registration reject with the cause "PLMN not allowed" the UE stores the PLMN which rejected the update request in the USIM and does not attempt to access PLMNs stored in EFFPLMN on the USIM.
During registration EFEPSLOCI has to be correctly updated by the ME.
Or
See clause 7.1.4.1 of 3GPP TS 31.121 [x].
[bookmark: _Toc10738693][bookmark: _Toc20396545][bookmark: _Toc29398198][bookmark: _Toc29399320][bookmark: _Toc36649330][bookmark: _Toc36655172][bookmark: _Toc44961475]7.1.4.2	Conformance requirement
CR 1 In automatic PLMN selection mode the UE shall only attempt an AttachRequest during registration on E‑UTRAN/EPS if it receives a BCCH containing a PLMN (MCC, MNC) that is not indicated in the EFFPLMN in the USIM
Reference:
· TS 22.011 [6], clause 2.3;
· TS 31.102 [4], clauses 5.1.1 and 5.2.7.
CR 2 After receipt of an AttachReject message during registration on E-UTRAN/EPS with the EMM cause "PLMN not allowed" the ME shall update the EFFPLMN in the USIM.
Reference:
· TS 22.011 [6], clause 3.2.2 2;
· TS 31.102 [4], clauses 5.1.1 and 5.2.7
CR 3 After receipt of an AttachReject message during registration on E-UTRAN/EPS with the EMM cause "PLMN not allowed" the Terminal shall update the EFEPSLOCI in the USIM.
Reference:
· TS 24.301 [26], clause 5.5.1.2.5;
· TS 31.102 [4], clauses 5.1.2 and 4.2.9.1.
CR 4 After registration on E-UTRAN/EPS the USIM shall contain the correct GUTI and TAI received by the UE.
Reference:
· TS 31.102 [4], clauses 5.1.2 and 4.2.9.1;
· TS 21.111 [6], clause 10.1.
[bookmark: _Toc10738695][bookmark: _Toc20396547][bookmark: _Toc29398200][bookmark: _Toc29399322][bookmark: _Toc36649332][bookmark: _Toc36655174][bookmark: _Toc44961477]7.1.4.3	Method of test
[bookmark: _Toc10738696][bookmark: _Toc20396548][bookmark: _Toc29398201][bookmark: _Toc29399323][bookmark: _Toc36649333][bookmark: _Toc36655175][bookmark: _Toc44961478]7.1.4.3.1	Initial conditions
7.1.4.3.1.1	Test operated in E-UTRAN mode
	Step
	Direction
	Action/Description

	0.0
	
	Connect the TT (Test Tool) and the UE via TT Connector

	0.1
	TT > UE
	Load default E-UTRAN UICC profile onto the not removable UICC in the UE

	0.2
	UE
	Activate the loaded profile

	0.3
	UE
	Power on the UE

	0.4
	UE
	Set the automatic PLMN selection mode


7.1.4.3.1.2	Test operated in NB-IoT mode
	Step
	Direction
	Action/Description

	0.0
	
	Connect the TT and the UE via TT Connector

	0.1
	TT > UE
	Load default NB-IoT UICC profile onto the not removable UICC in the UE

	0.2
	UE
	Activate the loaded profile

	0.3
	UE
	Power on the UE

	0.4
	UE
	Set the automatic PLMN selection mode


[bookmark: _Toc10738697][bookmark: _Toc20396549][bookmark: _Toc29398202][bookmark: _Toc29399324][bookmark: _Toc36649334][bookmark: _Toc36655176][bookmark: _Toc44961479]7.1.4.3.2	Procedure
	Step
	Direction
	Action
	Description
	REQ

	1
	TT
	Activate the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/002/0001
· Access control:
unrestricted
	The UE does not send an AttachRequest message as the PLMN provided by the TT is listed in EFFPLMN
	CR 1

	2
	TT
	Stop RF output on the BCCH
	The UE starts a reselection procedure
	

	3
	TT
	Resume the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/003/0001
· Access control:
unrestricted
	The UE does not send an AttachRequest message as the PLMN provided by the TT is it is listed in EFFPLMN
	CR 1

	4
	TT
	Stop RF output on the BCCH
	The UE starts a reselection procedure
	

	5
	TT
	Resume the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/004/0001
· Access control:
unrestricted
	The UE does not send an AttachRequest message as the PLMN provided by the TT is it is listed in EFFPLMN
	CR 1

	6
	TT
	Stop RF output on the BCCH
	The UE starts a reselection procedure
	

	7
	TT
	Resume the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/005/0001
· Access control:
unrestricted
	The UE does not send an AttachRequest message as the PLMN provided by the TT is it is listed in EFFPLMN
	CR 1

	8
	TT
	Stop RF output on the BCCH
	The UE starts a reselection procedure
	

	9
	TT
	Resume the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/007/0001
· Access control:
unrestricted
	The UE tries to connect to the PLMN provided by the TT
	CR 1

	10
	UE > TT
	Send RRCConnectionRequest / RRCConnectionRequest-NB
	The TT responds with a RRCConnectionSetup / RRCConnectionSetup-NB
	

	11
	UE > TT
	Send RRCConnectionSetupComplete / RRCConnectionSetupComplete-NB
	
	

	12
	UE > TT
	Send an AttachRequest
	The TT performs an authentication and starts NAS integrity protection
	

	13
	TT > UE
	Send AttachReject message with cause ’PLMN not allowed’
	The UE updates EFFPLMN
The UE updates EFEPSLOCI
	CR 2*1
CR 3

	14
	TT > UE
	Send RRCConnectionRelease / RRCConnectionRelease-NB
	
	

	15
	TT
	Stop RF output on the BCCH
	
	

	16
	UE
	Disable signalling on RAN
	
	

	17
	TT
	Read out EFEPSLOCI
	EFEPSLOCI content can be verified by the TT
	

	18
	UE
	Enable signalling on RAN
	The UE starts a reselection procedure
	

	19
	TT
	Resume the RF output on the BCCH with:
· TAI (MCC/MNC/TAC):
234/008/0001
· Access control:
unrestricted
	The UE tries to connect to the PLMN provided by the TT
	CR 1

	20
	UE > TT
	Send RRCConnectionRequest / RRCConnectionRequest-NB
	The TT responds with a RRCConnectionSetup / RRCConnectionSetup-NB
	

	21
	UE > TT
	Send RRCConnectionSetupComplete / RRCConnectionSetupComplete-NB
	
	

	22
	UE > TT
	Send AttachRequest
	The TT performs an authentication and starts NAS integrity protection
	

	23
	TT > UE
	Send AttachAccept message with:
· TAI (MCC/MNC/TAC):
234/008/0001
· GUTI (as generated from TT)
	The UE responds with an AttachComplete message
The UE updates EFEPSLOCI
	

	24
	TT > UE
	Send a RRCConnectionRelease / RRCConnectionRelease-NB
	
	

	25
	UE
	Disable signalling on RAN
	
	

	26
	TT
	Read out EFFPLMN and EFEPSLOCI
	
	CR 4

	27
	UE
	Soft power down the UE
	
	


[bookmark: _Toc10738698][bookmark: _Toc20396550][bookmark: _Toc29398203][bookmark: _Toc29399325][bookmark: _Toc36649335][bookmark: _Toc36655177][bookmark: _Toc44961480]7.1.4.4	Acceptance criteria
The requirement CR 2 is verified with the EFFPLMN read out at the end of the test procedure. All entries generated during test execution (CR2*1) shall be available, else the conformance requirement is not met.
The requirement CR 3 is verified only once. EFEPSLOCI read in step 17) shall contain the following values:
EFEPSLOCI (EPS Information)
Logically:
	GUTI:	as generated from TT in step 13)
	Last visited registered TAI:	234/007/0001
	EPS update status:	updated

Coding in Hex:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	0B
	F6
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	32
	74
	00
	00

	
	

	B17
	B18

	01
	00



The EFs of the USIM read in step 26) shall contain the following values:
EFFPLMN (Forbidden PLMNs)
Logically:
	PLMN1:	234 002 (MCC MNC)
	PLMN2:	234 003
	PLMN3:	234 004
	PLMN4:	234 005
	PLMN5:	234 006
	PLMN6:	234 007
Coding in Hex:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	32
	24
	00
	32
	34
	00
	32
	44
	00
	32
	54
	00
	32
	64
	00
	32

	
	

	B17
	B18

	74
	00



EFEPSLOCI (EPS Information)
Logically:
	GUTI:	as generated from TT in step j)
	Last visited registered TAI:	234/008/0001
	EPS update status:	updated
Coding in Hex:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	0B
	F6
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	32
	84
	00
	00

	
	

	B17
	B18

	01
	00



Annex X (informative)
Interfaces for Profile Provisioning/ EF Updates
X.1	RFM/RAM
The DUT SHALL support an OTA interface as defined in GSMA PRDs SGP.02 [xy] and SGP.22 [xx] (ES6 interface). This interface may be used to modify Generic Test Profile content by using standardized RFM/RAM commands as defined in ETSI 102 225 [xz], ETSI 102 226 [yx] and GlobalPlatform, Remote Application Management over HTTP – Amendment B [yy].
X.2 AT Commands 
AT commands may be sent over a USB interface to update the Generic Test Profile. 
AT+CSIM command defined in 3GPP 27.007 [yz] clause 8.17 and AT+CRSM commands defined in clause 8.18 can be used for selecting EFs and updating the files with given data. 
Note: Currently the usage of AT commends is not standardized and mandated in 3GPP specifications. 
X.3 Test Applet 
A Test Applet could be defined and used in combination with any Profile modification methods to update the Generic Test Profile. 
Use of the Test Applet along with EFTEST can simplify the method of updating the Generic Test Profile for executing any test case. 
Note: Requirements of EFTEST and the Test Applet need to be defined
EFTEST can be pre-loaded with EF deltas required for each test case and this file should be included in the Generic Test Profile. Different records in EFTEST can hold the EF delta (compared to the Generic Test Profile) for different test cases.
Test case level delta can also be saved in different records in EFTEST if preferred. 
Test Applet can read data from the required record and update EFs in the Generic Test Profile. The EF update in the Generic Test Profile can be triggered by updating the record numbers to be read from EFTEST in the first record of this file. This trigger data in record 1 can be updated in EFTEST by using AT command or any other file update method when required.
The Second record in EFTEST can hold the EF delta required to reset the Profile back to the original Generic Test Profile at any time.
X.4 CCID Interface 
Devices supporting CCID interface max execute tests by sending APDU commands through this interface.
X.5 Proprietary Interface
Further required proprietary interface to be listed and described here.
