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---------------------------- Start of Change -----------------------------

UE identification by SUCI during initial registration – SUCI calculation by USIM using profile A

5.3.12.1
Definition and applicability

If the operator's decision, indicated by the USIM, is that the USIM shall calculate the SUCI, then the USIM shall not give the ME any parameter for the calculation of the SUCI including the Home Network Public Key Identifier, the Home Network Public Key, and the Protection Scheme Identifier. If the ME determines that the calculation of the SUCI, indicated by the USIM, shall be performed by the USIM, the ME shall delete any previously received or locally cached parameters for the calculation of the SUCI including the Routing Indicator, the Home Network Public Key Identifier, the Home Network Public Key and the Protection Scheme Identifier.

5.3.12.2 
Conformance requirement

1)
SUCI calculation procedure shall be performed by the USIM if service n°124 is "available" in EFUST and service n°125 is "available" in EFUST.

2)
The ME shall use the GET IDENTITY command in SUCI context to retrieve the SUCI calculated by the USIM.

3)
This GET IDENTITY command shall be as per 7.5.2 in TS 31.102

Reference:

-
TS 31.102 [4], subclauses 4.4.11.8, 5.3.48 and 7.5;

-
TS 33.501 [41], subclause Annex C;

-
TS 24.501 [42], subclause 5.5.1.2.2.

5.3.12.3
Test purpose

1)
To verify that the GET IDENTITY command is performed correctly by the terminal.

2)
To verify that the terminal includes the SUCI received from the 5G-NR UICC within GET IDENTITY response in the 5GS mobile identity IE.

5.3.12.4
Method of test

5.3.12.4.1
Initial conditions

The NG-SS transmits on the BCCH, with the following network parameters:

-
TAI (MCC/MNC/TAC):
244/083/000001.

-
Access control:
unrestricted.

The default 5G-NR UICC is used and the UICC is installed into the Terminal.

The NG-SS shall be configured with Home Network Private Key for profile A:

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	C5
	3C
	22
	20
	8B
	61
	86
	0B

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	06
	C6
	2E
	54
	06
	A7
	B3
	30

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	C2
	B5
	77
	AA
	55
	58
	98
	15

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	10
	D1
	28
	24
	7D
	38
	BD
	1D


EFUST (USIM Service Table)

Logically:


User controlled PLMN selector available

Fixed dialling numbers available

The GSM Access available

The Group Identifier level 1 and level 2 not available

Service n° 33 (Packed Switched Domain) shall be set to '1'

Enabled Services Table available

EPS Mobility Management Information available

Allowed CSG Lists and corresponding indications available

5GS Mobility Management Information available

5G Security Parameters available

Subscription identifier privacy support available

SUCI calculation by USIM available

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xxxx xx1x
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	
	
	
	
	
	
	
	
	
	
	

	
	B9
	B10
	B11
	
	B16
	
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	.....
	xxx1 111x
	
	
	


5G-NR UICC is configured with:

Protection Scheme Identifier:
ECIES scheme profile A

Key Index:
1

Home Network Public Key Identifier:
30

Home Network Public Key:

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	5A
	8D
	38
	86
	48
	20
	19
	7C

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	33
	94
	B9
	26
	13
	B2
	0B
	91

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	63
	3C
	BD
	89
	71
	19
	27
	3B

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	F8
	E4
	A6
	F4
	EE
	C0
	A6
	50


EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF):
Not available to the ME

5.3.12.4.2
Procedure

a)
The UE is switched on.

b)
The UE sends REGISTRATION REQUEST to the NG-SS indicating the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI".

c)
Upon reception of REGISTRATION ACCEPT message with a 5G-GUTI, the UE sends REGISTRATION COMPLETE message to the NG-SS. 

5.3.12.5
Acceptance criteria

1)
After step a) the ME shall send GET IDENTITY command with Identity Context in P2 as SUCI (0x01) to the 5G-NR UICC
2)
After step b) the UE shall include the SUCI (coded below) in the 5GS mobile identity IE in the REGISTRATION REQUEST. 

SUPI format:
0

Home Network Identifier:
246/081

Routing indicator:
17

Protection scheme id: 
01

Home network public key Id:
30

Scheme output: 
ECC ephemeral public key, encryption of 357935793 and MAC tag value
---------------------------- End of Change -----------------------------

