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	Reason for change:
	As per reply LS C6-200618 for the GSMA LS (TSG eSIMTEST meeting #29) a new version of TCs will be required for Black Box tesing where the test system is unable to verify ME read EFIMSI, EFRouting_Indicator and EFSUCI_Calc_Info , using READ APDUs.This CR proposes the changes need for Black Box testing of the test case 5.3.2.

	
	

	Summary of change:
	Objectives of the changes are, 
· to confirm,if the ME has read the files EFIMSI, EFRouting_Indicator and EFSUCI_Calc_Info , without verifying the APDUs received at the UICC and 
· to introduce Black Box testing in Annex X

For Black Box testing with embedded / integrated / removable SIMs Test System shall update the EFs as needed for the TCs during TC initialization. With this proposal EFs will be updated with a minor modification to the EF data specified in the existing TC 5.3.2.

As metioned under the Example of Black Box testing in Annex X, Test system / ME may use removable / non-removable eSIMs or iSIM compliant with ETSI 102.221 and with Trusted Connectivity Alliance eUICC Profile Package Interoperable Format Technical Specification v2.3 or higher. If such eSIM/iSIM is used READ ADPUs send by the ME will be implicitly validated. Only additional requirements should be added (as described in this CR) to the test procedure to confirm correct EFs being read by the ME.

If Test System updates EFIMSI, EFRouting_Indicator and EFSUCI_Calc_Info with random values as the last digit of the IMSI, RI and HN Public Key Identifier every time the TC is initialized and the data extracted from ME based SUPI matches with what Test System updated in the UICC that implicitly confirms ME has read all three EFs.

Proposed changes in 5.3.2:

a) Test System is to update files EFIMSI and EFRouting_Indicator with random values choosen by the Test System at TC initialization time (see below for how Test System chooses the values).
b) Test System is to update EFSUCI_Calc_Info with a chosen HN Public Key Identifier. 
c) Test System shall update the files with different values x, y and z each time the TC is executed.
d) All the data related to SUCI calculation by USIM in the Test profile shall be updated with `FF‘ and shall not be updated during the test initialization.  
e) Test system to confirm that SUPI, HN Public Key identifier and RI received in SUCI matches with what Test System has upated. If it is, that implicitly confirms ME read all three files EFIMSI, EFRouting_Indicator and EFSUCI_Calc_Info from the UICC.

Updating the EFs:

1. EFIMSI shall be updated with 24608135793579x and last digit x will be chosen by the Test system and x will be a random digit between 0 – 9 (instead of fixed digit `3` as in existing TC 5.3.2). 
2. EFRouting_Indicator shall be updated with 1y and y will be a random digit between 0 – 9 (instead of fixed digit `7` as in in existing TC 5.3.2). 
3. EFSUCI_Calc_Info shall be updated with below data where the byte 13 `nn’ represents the HN Public Key Identifier chosen by the Test system. All the data except ‘nn` are exactly the same as in existing TC 5.3.2.

‘nn’ represents hex of 2z where z is a random digit between 0 – 9 (instead of fixed digit `7` as in existing TC 5.3.2).

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	A0
	06
	02
	01
	01
	02
	00
	00

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	A1
	6B
	80
	01
	nn
	81
	41
	04

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	72
	DA
	71
	97
	62
	34
	CE
	83

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	3A
	69
	07
	42
	58
	67
	B8
	2E

	
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40

	
	07
	4D
	44
	EF
	90
	7D
	FB
	4B

	
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48

	
	3E
	21
	C1
	C2
	25
	6E
	BC
	D1

	
	B49
	B50
	B51
	B52
	B53
	B54
	B55
	B56

	
	5A
	7D
	ED
	52
	FC
	BB
	09
	7A

	
	B57
	B58
	B59
	B60
	B61
	B62
	B63
	B64

	
	4E
	D2
	50
	E0
	36
	C7
	B9
	C8

	
	B65
	B66
	B67
	B68
	B69
	B70
	B71
	B72

	
	C7
	00
	4C
	4E
	ED
	C4
	F0
	68

	
	B73
	B74
	B75
	B76
	B77
	B78
	B79
	B80

	
	CD
	7B
	F8
	D3
	F9
	00
	E3
	B4

	
	B81
	B82
	B83
	B84
	B85
	B86
	B87
	B88

	
	80
	01
	1E
	81
	20
	5A
	8D
	38

	
	B89
	B90
	B91
	B92
	B93
	B94
	B95
	B96

	
	86
	48
	20
	19
	7C
	33
	94
	B9

	
	B97
	B98
	B99
	B100
	B101
	B102
	B103
	B104

	
	26
	13
	B2
	0B
	91
	63
	3C
	BD

	
	B105
	B106
	B107
	B108
	B109
	B110
	B111
	B112

	
	89
	71
	19
	27
	3B
	F8
	E4
	A6

	
	B113
	B114
	B115
	B116
	B117

	
	F4
	EE
	C0
	A6
	50




	
	

	Consequences if not approved:
	MEs and Test systems supporting Black Box testing with a removable/embedded eSIM or iSIMs will not be able to verify all the 5G 31.121 TCs.
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[bookmark: _Toc360780383]*** First change ***
[bookmark: _Toc10738239][bookmark: _Toc20396073][bookmark: _Toc29397655][bookmark: _Toc29398777][bookmark: _Toc36648787][bookmark: _Toc36654575][bookmark: _Toc44960846]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
….
[45]	3GPP TS 33.102: "3G security; Security architecture".
[46]	RFC 5480; "Elliptic Curve Cryptography Subject Public Key Information".
[aa]	GSMA TS.48; "Generic eUICC Test Profile for Device Testing ".
[bb]	TCA: “Trusted Connectivity Alliance eUICC Profile Package Interoperable Format”
[cc]	 ETSI TS 102 241: “UICC Application Programming Interface (UICC API) for Java Card™ “
[dd]	 3GPP 31.130: “(U)SIM Application Programming Interface (API);( U)SIM API for Java™ Card

*** Next change ***
3.1	Definitions
For the purposes of the present document, the following terms and definitions apply.
Application DF (ADF): entry point to an application
…..
eSIM: A removable or non-removable SIM/UICC which enables the remote and/or local management of Profiles in a secure way. NOTE: The term originates from "embedded SIM/UICC"
iSIM: An eSIM implemented on a Tamper Resistant Element (TRE) that is integrated into a System-on-Chip (SoC), optionally making use of remote volatile/non-volatile memory

*** Next change ***
[bookmark: _Toc20396264][bookmark: _Toc29397847][bookmark: _Toc29398969][bookmark: _Toc36648979][bookmark: _Toc36654767][bookmark: _Toc44961037]5.3.2	SUCI calculation by ME using Profile B
[bookmark: _Toc20396265][bookmark: _Toc29397848][bookmark: _Toc29398970][bookmark: _Toc36648980][bookmark: _Toc36654768][bookmark: _Toc44961038]5.3.2.1	Definition and applicability
If the operator's decision is that ME shall calculate the SUCI, the home network operator shall provision a list of the Protection Scheme Identifiers that the operator allows in the USIM. The list of Protection Scheme Identifiers in the USIM may contain one or more Protection Scheme Identifiers in order of their priority. The ME shall read the SUCI calculation information from the USIM, including the SUPI, the Home Network Public Key, the Home Network Public Key Identifier, and the list of Protection Scheme Identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list obtained from the USIM.
[bookmark: _Toc20396266][bookmark: _Toc29397849][bookmark: _Toc29398971][bookmark: _Toc36648981][bookmark: _Toc36654769][bookmark: _Toc44961039]5.3.2.2	Conformance requirement
1)	SUCI calculation procedure shall be performed by the ME if Service n°124 is "available" and Service n°125 is not "available" in EFUST
2)	As part of the SUCI calculation performed by the ME, the ME performs the reading procedure with EFSUCI_Calc_Info.
3)	The ME shall calculate the SUCI using the ECIES scheme profile B if highest priority of the protection schemes listed in the USIM is the ECIES scheme profile B.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.8, 4.4.11.11, 5.3.47 and 5.3.51;
- 	3GPP TS 33.501 [41], clause Annex C;
-	3GPP TS 24.501 [42], clause 5.5.1.2, 5.5.1.2.4.
[bookmark: _Toc20396267][bookmark: _Toc29397850][bookmark: _Toc29398972][bookmark: _Toc36648982][bookmark: _Toc36654770][bookmark: _Toc44961040]5.3.2.3	Test purpose
1)	To verify that the READ EFRouting_Indicator, EFSUCI_Calc_Info and EFIMSI commands are performed correctly by the terminal.
2)	To verify that the ME performs the SUCI calculation procedure using the profile with the highest priority (i.e. ECIES scheme profile B and the home network public key).
[bookmark: _Toc20396268][bookmark: _Toc29397851][bookmark: _Toc29398973][bookmark: _Toc36648983][bookmark: _Toc36654771][bookmark: _Toc44961041]5.3.2.4	Method of test
[bookmark: _Toc20396269][bookmark: _Toc29397852][bookmark: _Toc29398974][bookmark: _Toc36648984][bookmark: _Toc36654772][bookmark: _Toc44961042]5.3.2.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is used and the UICC is installed into the ME. 
The NG-SS shall be configured with Home Network Private Key as following:
	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	F1
	AB
	10
	74
	47
	7E
	BC
	C7

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	F5
	54
	EA
	1C
	5F
	C3
	68
	B1

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	61
	67
	30
	15
	5E
	00
	41
	AC

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	44
	7D
	63
	01
	97
	5F
	EC
	DA



[bookmark: _Hlk51602983][bookmark: _Hlk55411903]If test System supports Black Box testing as defined in Annex X, it shall update following EFs.
[bookmark: _Hlk4002484]EFIMSI
Logically:	24608135793579x
· Test System shall update EFIMSI with 24608135793579x, where x is any random digit between 0 – 9 and it shall be different every time the test case is initialized.

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9

	Hex
	08
	29
	64
	80
	31
	75
	39
	75
	x9



EFRouting_Indicator
Logically:	
Routing Indicator: 1y where y is a random digit between 0 - 9
	Coding:
	B1
	B2
	B3
	B4

	Hex
	y1
	FF
	FF
	FF



[bookmark: _Hlk55411937]Test System to update EFRouting_Indicator with above data and y shall be different every time the test case is initialized.
EFSUCI_Calc_Info
Logically:
Protection Scheme Identifier List data object
Protection Scheme Identifier 1 – ECIES scheme profile B
Key Index 1: 1
Protection Scheme Identifier 2 – ECIES scheme profile A
Key Index 2: 2
Protection Scheme Identifier 3 – null-scheme
Key Index 3: 0
Home Network Public Key List data object
Home Network Public Key 1 Identifier: 2z, 
· where z is a random digit between 0 – 9.
Home Network Public Key 1:	
04 72 DA 71 97 62 34 CE 83 3A 69 07 42 58 67 B8 2E 07 4D 44 EF 90 7D FB 4B 3E 21 C1 C2 25 6E BC D1 5A 7D ED 52 FC BB 09 7A 4E D2 50 E0 36 C7 B9 C8 C7 00 4C 4E ED C4 F0 68 CD 7B F8 D3 F9 00 E3 B4
Home Network Public Key 2 Identifier: 30
Home Network Public Key 2: 	
· 5A 8D 38 86 48 20 19 7C 33 94 B9 26 13 B2 0B 91 63 3C BD 89 71 19 27 3B F8 E4 A6 F4 EE C0 A6 50
	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	A0
	06
	02
	01
	01
	02
	00
	00

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	A1
	6B
	80
	01
	nn
Note 1
	81
	41
	04

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	72
	DA
	71
	97
	62
	34
	CE
	83

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	3A
	69
	07
	42
	58
	67
	B8
	2E

	
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40

	
	07
	4D
	44
	EF
	90
	7D
	FB
	4B

	
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48

	
	3E
	21
	C1
	C2
	25
	6E
	BC
	D1

	
	B49
	B50
	B51
	B52
	B53
	B54
	B55
	B56

	
	5A
	7D
	ED
	52
	FC
	BB
	09
	7A

	
	B57
	B58
	B59
	B60
	B61
	B62
	B63
	B64

	
	4E
	D2
	50
	E0
	36
	C7
	B9
	C8

	
	B65
	B66
	B67
	B68
	B69
	B70
	B71
	B72

	
	C7
	00
	4C
	4E
	ED
	C4
	F0
	68

	
	B73
	B74
	B75
	B76
	B77
	B78
	B79
	B80

	
	CD
	7B
	F8
	D3
	F9
	00
	E3
	B4

	
	B81
	B82
	B83
	B84
	B85
	B86
	B87
	B88

	
	80
	01
	1E
	81
	20
	5A
	8D
	38

	
	B89
	B90
	B91
	B92
	B93
	B94
	B95
	B96

	
	86
	48
	20
	19
	7C
	33
	94
	B9

	
	B97
	B98
	B99
	B100
	B101
	B102
	B103
	B104

	
	26
	13
	B2
	0B
	91
	63
	3C
	BD

	
	B105
	B106
	B107
	B108
	B109
	B110
	B111
	B112

	
	89
	71
	19
	27
	3B
	F8
	E4
	A6

	
	B113
	B114
	B115
	B116
	B117

	
	F4
	EE
	C0
	A6
	50



Note 1: nn represents hex of 2z where z is a random digit between 0 – 9
Test system to update EFSUCI_Calc_Info with above data and z shall be different every time test case is initialized.
[bookmark: _Hlk55412037]Test System shall update data required for SUCI calculation by USIM in the test profile with:

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40

	
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48

	
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B49
	B50
	B51
	B52
	B53
	B54
	B55
	B56

	
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B57
	B58
	B59
	B60
	B61
	B62
	B63
	B64

	
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	B65

	
	FF



Note: A Test Profile with access to update data required for SUCI calculation by USIM shall be available in the UICC. 

[bookmark: _Toc20396270][bookmark: _Toc29397853][bookmark: _Toc29398975][bookmark: _Toc36648985][bookmark: _Toc36654773][bookmark: _Toc44961043]5.3.2.4.2	Procedure
a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS indicating the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI".
c)	Upon reception of REGISTRATION ACCEPT message with a new 5G-GUTI, the UE sends REGISTRATION COMPLETE message to the NG-SS.
[bookmark: _Toc29397854][bookmark: _Toc29398976][bookmark: _Toc36648986][bookmark: _Toc36654774][bookmark: _Toc44961044]5.3.2.5	Acceptance criteria
1)	After step a) the ME shall read EFIMSI, EFRouting_Indicator and EFSUCI_Calc_Info.
      1a)  If test system supports Black Box testing as in Annex X
NG-SS shall verify below using the SUCI received from ME.

IMSI : 24608135793579x
Routing Indicator: 1y  
Home Network Public Key 1 Identifier: 2z
    
x,y,z shall be matched with what Test System updated in the USIM during TC initialization.

2)  After step b) the UE shall include the SUCI (coded below) in the 5GS mobile identity IE in the REGISTRATION REQUEST.
SUPI format:	0 
Home Network Identifier:	246/081
Routing indicator:	1y
Where y shall be same as what Test System updated in EFRouting_Indicator during TC initialization
Protection scheme id:	02
Home network public key Id:  2z
Where z shall be same as what Test System updated in EFSUCI_Calc_Info during TC initialization
Scheme output: 	ECC ephemeral public key, encryption of 35793579x and MAC tag value
Where x shall be same as what Test System updated in EFIMSI during TC initialization

*** Next change ***
Annex X (informative):
Black Box testing
Black Box testing may be performed on an ME with UICC inserted or embedded or integrated where the physical interface between the ME and the UICC is not exposed to a SIM Simulator for monitoring the APDUs or for triggering any command.
Test Systems supporting Black Box testing shall use the procedures described in individual test cases to verify the Acceptance Criterias. Test System may update the EFs in the Test Profile as needed during the test case initialization.
X.1 Requirements for Black Box testing
· Acceptance Criterias of a test case related to Elementery Files read shall be verified without monitoring the structure and content of the APDUs send to the UICC.
· Triggering of toolkit commands if needed shall be performed from the UICC itself.
· EFs in UICC shall be reset back to the orginal default contents for the test cases if needed.

Implementation of above requirements for Black Box testing is vendor specific but it shall make sure APDU structure and the contents in SIM-ME interface adhere to relevant specifications.
X.2 Example of Black Box testing
Test System and ME may include a standatd Test profile and an UICC compliant with relavent specifications and implement the procedures described in the individual test cases. It shall implicitly confirm the necessary APDU structure being received at UICC and the implementation of UICC features such as SUCI Calculation by USIM is compliance with the standards. 
To achive that Test Systems may use removable/embedded eSIM or iSIM loaded with GSMA TS.48 Generic Test profile v3.0 [aa] or higher. 
An eSIM/iSIM compliant with Trusted Connectivity Alliance eUICC Profile Package Interoperable Format  v2.3 [bb] or higher and ETSI 102.221 Rel 15 [5] or highr may be inserted or embedded in the ME. 
Having GSMA TS.48 Generic Test Profile loaded in the eSIM/iSIM will also allow Test System to be able to update the TCA defined EF under DF-SAIP with data required for SUCI calculation by USIM.
Test Applets compliant with ETSI 102.241 [cc] and 3GPP 31.130 [dd] may be installed on to the eSIM/iSIM. It may be used to trigger Toolkit commands and to verify APDU structure and content in TERMINAL RESPONSE or ENVELOP commands or any other operations such as resetting content in EFs back to the original default UICC content as needed.


[bookmark: _Toc29398773][bookmark: _Toc29399895][bookmark: _Toc36649905][bookmark: _Toc36655753][bookmark: _Toc44962083][bookmark: _Toc50983770]Annex YB (informative):
Change history

