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1. Introduction
<Introduction part (optional)>
2. Reason for Change
When there are separate registrations of 3GPP access and Non-3GPP access in HSS and UDM, there is a need for the UDM to be updated with the latest PGW from HSS when the PGW used for a given APN is changed in EPS.
This pCR proposes a subscribe/notify service operation offered by HSS, so the UDM can subscribe and get notified when there is a change on the resource "ue-context-in-pgw-data".
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.563 v1.0.0


* * * First Change * * * *
[bookmark: _Toc27584967][bookmark: _Toc18838913][bookmark: _Toc21951050][bookmark: _Toc24973434][bookmark: _Toc26199966]5.3.2.x	Subscribe
[bookmark: _Toc11338363][bookmark: _Toc27584968]5.3.2.x.1	General
The following procedures using the Subscribe service operation are supported:
-	Subscription to notification of data change
[bookmark: _Toc11338364][bookmark: _Toc27584969]5.3.2.x.2	Subscription to notifications of data change
Figure 5.3.2.x.2-1 shows a scenario where the NF service consumer (e.g. UDM) sends a request to the HSS to subscribe to notifications of data change. The request contains a callback URI and the URI of the monitored resource.


Figure 5.3.2.3.2-1: NF service consumer subscribes to notifications
1.	The NF service consumer sends a POST request to the parent resource (collection of subscriptions) (.../{ueId}/subscriptions), to create a subscription as present in message body.
2a.	On success, the HSS responds with "201 Created" with the message body containing a representation of the created subscription. The Location HTTP header shall contain the URI of the created subscription. 
2b.	If there is no valid subscription data for the UE, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
2c.	If the UE subscription data exist, but the requested subscription to data change notification cannot be created (e.g. due to an invalid/unsupported data reference to be monitored, contained in the SubscriptionData parameter), HTTP status code "501 Not Implemented" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
[bookmark: _Toc11338366][bookmark: _Toc27584971]5.3.2.y	Unsubscribe
[bookmark: _Toc11338367][bookmark: _Toc27584972]5.3.2.y.1	General
The following procedures using the Unsubscribe service operation are supported:
-	Unsubscribe to notification of data change
[bookmark: _Toc11338368][bookmark: _Toc27584973]5.3.2.y.2	Unsubscribe to notifications of data change
Figure 5.3.2.y.2-1 shows a scenario where the NF service consumer sends a request to the HSS to unsubscribe from notifications of data changes. The request contains the URI previously received in the Location HTTP header of the response to the subscription.


Figure 5.3.2.y.2-1: NF service consumer unsubscribes to notifications
1.	The NF service consumer sends a DELETE request to the resource identified by the URI previously received during subscription creation.
2a.	On success, the HSS responds with "204 No Content".
2b.	If there is no valid subscription available (e.g. due to an unknown subscriptionId value), HTTP status code "404 Not Found" should be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the DELETE response body.
[bookmark: _Toc11338370][bookmark: _Toc27584975]5.3.2.z	Notification
[bookmark: _Toc11338371][bookmark: _Toc27584976]5.3.2.z.1	General 
The following procedures using the Notification service operation are supported:
-	Data change notification to NF.
[bookmark: _Toc11338372][bookmark: _Toc27584977]5.3.2.z.2	Data Change Notification To NF
Figure 5.3.2.z.2-1 shows a scenario where the HSS notifies the NF service consumer (that has subscribed to receive such notification) about subscription data change. The request contains the callbackReference URI as previously received in the SubscriptionData.


Figure 5.3.2.z.2-1: Subscription Data Change Notification
1.	The HSS sends a POST request to the callbackReference as provided by the NF service consumer during the subscription.
2.	The NF service consumer responds with "204 No Content".
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *
6.2.3.1	Overview



 Figure 6.2.3.1-1: Resource URI structure of the nhss-sdm API
Table 6.2.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.2.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	UeContextInPgwData
(Document)
	/{ueId}/ue-context-in-pgw-data
	GET
	Retrieve the UE's Context in PGW Data

	Subscriptions
(Collection)
	/{ueId}/subscriptions
	POST
	Create a subscription

	Individual Subscription
(Document)
	/{ueId}/subscriptions/{subscriptionId}
	DELETE
	Delete the subscription identified by {subscriptionId}, i.e. unsubscribe

	
	
	PATCH
	Modify the subscription identified by {subscriptionId}



* * * Next Change * * * *
[bookmark: _Toc11338480][bookmark: _Toc27585112]6.2.3.x	Resource: Subscriptions
[bookmark: _Toc11338481][bookmark: _Toc27585113]6.2.3.x.1	Description
This resource is used to represent subscriptions to notifications.
[bookmark: _Toc11338482][bookmark: _Toc27585114]6.2.3.x.2	Resource Definition
Resource URI: {apiRoot}/nhss-sdm/<apiVersion>/{ueId}/subscriptions
This resource shall support the resource URI variables defined in table 6.2.3.x.2-1.
Table 6.2.3.x.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.1.1

	apiVersion
	See clause 6.1.1

	ueId
	Represents the IMSI of the subscriber.
	pattern: "^(imsi-[0-9]{5,15})$"



[bookmark: _Toc11338483][bookmark: _Toc27585115]6.2.3.x.3	Resource Standard Methods
[bookmark: _Toc11338484][bookmark: _Toc27585116]6.2.3.x.3.1	POST
This method shall support the URI query parameters specified in table 6.2.3.x.3.1-1.
Table 6.2.3.x.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.2.3.x.3.1-2 and the response data structures and response codes specified in table 6.2.3.x.3.1-3.
Table 6.2.3.x.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	SubscriptionData
	M
	1
	The subscription that is to be created.



Table 6.2.3.x.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SubscriptionData
	M
	1
	201 Created
	Upon success, a response body containing a representation of the created Individual subscription resource shall be returned.

The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:

- USER_NOT_FOUND


	ProblemDetails
	O
	0..1
	501 Not Implemented
	The "cause" attribute may be used to indicate one of the following application errors:

- UNSUPPORTED_RESOURCE_URI

This response shall not be cached.

	NOTE:	In addition, common data structures as listed in table 6.1.7-1 are supported.


[bookmark: _Toc11338485][bookmark: _Toc27585117]
6.2.3.y	Resource: Individual subscription
[bookmark: _Toc11338486][bookmark: _Toc27585118]6.2.3.y.1	Description
This resource is used to represent an individual subscription to notifications.
[bookmark: _Toc11338487][bookmark: _Toc27585119]6.2.3.y.2	Resource Definition
Resource URI: {apiRoot}/nhss-sdm/<apiVersion>/{ueId}/subscriptions/{subscriptionId}
This resource shall support the resource URI variables defined in table 6.1.3.4.2-1.
Table 6.2.3.y.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.1.1

	apiVersion
	See clause 6.1.1

	ueId
	Represents the IMSI of the subscriber
	pattern: "^(imsi-[0-9]{5,15})$"

	subscriptionId
	The subscriptionId identifies an individual subscription to notifications.



[bookmark: _Toc11338488][bookmark: _Toc27585120]6.2.3.y.3	Resource Standard Methods
[bookmark: _Toc11338489][bookmark: _Toc27585121]6.2.3.y.3.1	DELETE
This method shall support the URI query parameters specified in table 6.2.3.y.3.1-1.
Table 6.2.3.y.3.1-1: URI query parameters supported by the DELETE method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.2.3.y.3.1-2 and the response data structures and response codes specified in table 6.2.3.y.3.1-3.
Table 6.2.3.y.3.1-2: Data structures supported by the Delete Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	The request body shall be empty.



Table 6.2.3.y.3.1-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:

- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND (see 3GPP TS 29.500 [4] table 5.2.7.2-1)


	NOTE:	In addition, common data structures as listed in table 6.1.7-1 are supported.



[bookmark: _Toc11338490][bookmark: _Toc27585122]6.2.3.y.3.2	PATCH
This method shall support the URI query parameters specified in table 6.2.3.y.3.2-1.
Table 6.2.3.y.3.2-1: URI query parameters supported by the PATCH method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.2.3.y.3.2-2 and the response data structures and response codes specified in table 6.2.3.y.3.2-3.
Table 6.2.3.y.3.2-2: Data structures supported by the PATCH Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	array(PatchItem)
	M
	1
	It contains the list of changes to be made to the resource representing the individual subscription, according to the JSON PATCH format specified in IETF RFC 6902 [13].



Table 6.2.3.y.3.2-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, a response with no content is returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:

- USER_NOT_FOUND
- SUBSCRIPTION_NOT_FOUND (see 3GPP TS 29.500 [4] table 5.2.7.2-1)


	ProblemDetails
	O
	0..1
	403 Forbidden
	One or more attributes are not allowed to be modified.

The "cause" attribute may be used to indicate one of the following application errors:

- MODIFICATION_NOT_ALLOWED (see 3GPP TS 29.500 [4] table 5.2.7.2-1)


	NOTE:	In addition, common data structures as listed in table 6.1.7-1 are supported.



* * * Next Change * * * *
6.2.5	Notifications
In this release of this specification, no notifications are defined for the Nhss_SubscriberDataManagement service.
[bookmark: _Toc11338574][bookmark: _Toc27585226]6.2.5.1	General
This clause specifies the use of notifications and corresponding protocol details.
[bookmark: _Toc11338575][bookmark: _Toc27585227]6.2.5.2	Data Change Notification
The POST method shall be used for Data Change Notifications and the URI shall be as provided during the subscription procedure.
Resource URI: {callbackReference} 
Support of URI query parameters is specified in table 6.2.5.2-1.
Table 6.2.5.2-1: URI query parameters supported by the POST method 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Support of request data structures is specified in table 6.2.5.2-2 and of response data structures and response codes is specified in table 6.2.5.2-3.
Table 6.2.5.2-2: Data structures supported by the POST Request Body 
	Data type
	P
	Cardinality
	Description

	ModificationNotification
	M
	1
	



Table 6.2.5.2-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:

- CONTEXT_NOT_FOUND

See table 6.2.7.3-1 for the description of this error.


	NOTE:	In addition, common data structures as listed in table 6.1.7-1 are supported.



[bookmark: _Toc11338873][bookmark: _Toc21951067][bookmark: _Toc24973451][bookmark: _Toc26199983]* * * Next Change * * * *
6.2.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nhss_SubscriberDataManagement service. The following application errors listed in Table 6.x.7.3-1 are specific for the Nhss_SubscriberDataManagement service.
Table 6.2.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	USER_NOT_FOUND
	404 Not Found
	The user does not exist.

	DATA_NOT_FOUND
	404 Not Found
	The requested data is not found/does not exist.

	CONTEXT_NOT_FOUND
	404 Not Found
	It is used during the modification of an existing subscription when no corresponding context exists.



[bookmark: _Toc21951072][bookmark: _Toc24973486][bookmark: _Toc26200018]* * * Next Change * * * *
A.3	Nhss_SubscriberDataManagement API
openapi: 3.0.0

info:
  version: '1.0.0.alpha-1'
  title: 'Nhss_SDM'
  description: |
    HSS Subscriber Data Management.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.563 Home Subscriber Server (HSS) Services for Interworking With UDM, version 016.40.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.563/'

servers:
  - url: '{apiRoot}/nhss-sdm/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nhss-sdm
  - {}

paths:
  /{ueId}/ue-context-in-pgw-data:
    get:
      summary: Retrieve the UE Context In PGW
      operationId: GetUeCtxInPgwData
      tags:
        - UE Context In PGW Data Retrieval
      parameters:
        - name: ueId
          in: path
          description: Identifier of the UE
          required: true
          schema:
            type: string
            pattern: '^(imsi-[0-9]{5,15})$'
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UeContextInPgwData'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

  /{ueId}/subscriptions:
    post:
      summary: subscribe to notifications
      operationId: Subscribe
      tags:
        - Subscription Creation
      parameters:
        - name: ueId
          in: path
          description: IMSI of the user
          required: true
          schema:
            type: string
            pattern: '^(imsi-[0-9]{5,15})$'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SubscriptionData'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SubscriptionData'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nhss-sdm/<apiVersion>/{ueId}/subscriptions/{subscriptionId}'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
      callbacks:
        datachangeNotification:
          '{request.body#/callbackReference}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/ModificationNotification'
              responses:
                '204':
                  description: Successful Notification response
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error

  /{ueId}/subscriptions/{subscriptionId}:
    delete:
      summary: unsubscribe from notifications
      operationId: Unsubscribe
      tags:
        - Subscription Deletion
      parameters:
        - name: ueId
          in: path
          description: IMSI of the user
          required: true
          schema:
            type: string
            pattern: '^(imsi-[0-9]{5,15})$'
        - name: subscriptionId
          in: path
          description: Id of the Subscription
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Successful response
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
    patch:
      summary: modify the subscription
      operationId: Modify
      tags:
        - Subscription Modification
      parameters:
        - name: ueId
          in: path
          description: IMSI of the user
          required: true
          schema:
            type: string
            pattern: '^(imsi-[0-9]{5,15})$'
        - name: subscriptionId
          in: path
          description: Id of the Subscription
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json-patch+json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
              minItems: 1
        required: true
      responses:
        '204':
          description: Successful modification
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows: 
        clientCredentials: 
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nhss-sdm: Access to the nhss-sdm API


  schemas:

# COMPLEX TYPES:

    UeContextInPgwData:
      type: object
      properties:
        pgwInfo:
          type: array
          items:
            $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/PgwInfo'
          minItems: 1



# SIMPLE TYPES:


# ENUMS:


* * * End of Changes * * * *
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