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1. Overall Description:

CT3 thanks CT4 for the LS on NAS Cause Mapping specification for review and for asking for feedback on the proposed mapping in the TS 29.524.
CT3 has reviewed TS 29.524 V15.1.0 and has the following comments/answers:

A.
Mapping between 5GC interfaces causes and 5GMM Cause Codes by AMF
TS 29.524 specifies the mapping performed by the AMF between HTTP responses (Status Codes and Protocol or Application Errors) returned by 5GC NFs to the AMF and 5GMM Cause values sent to UEs.

CT3 specifies two Npcf services consumed by the AMF, the Npcf_AMPolicyControl (described in TS 29.507) and the Npcf_UEPolicyControl (described in TS 29.525), which need analysis of the possible NAS cause code mapping.

CT3 has discussed the possible mapping between the response status codes and error codes returned by these Npcf services to the AMF and the possible 5GMM Cause values sent to the UE and has concluded that there are no message interactions between them and NAS: no status or error messages would directly be forwarded to the UE as result of the policy procedures, and consequently such a mapping is not required.
Comment 1:
Clause 4.1 of TS 29.524 also specifies 5G NF service for which no mapping is required. Since the Npcf_UEPolicyControl and Npcf_AMPolicyControl services are not included in the list of services for which such mapping is not required, CT3 recommends update clause 4.1 of TS 29.524 to clearly state that mapping for these services is not required.

B.
Mapping between Npcf service causes on N7 and 5GSM causes, missing application error
Table 5.2.2.2-1 does not specify mapping for a "403 Forbidden" HTTP response containing the application error "POLICY_CONTEXT_DENIED" (see clause 5.7.3 in TS 29.512, Npcf_SMPolicyControl).
TS 29.512 clause 4.2.2.2 states:
"If the PCF, based on local configuration and/or operator policies, denies the creation of the Individual SM Policy resource, the PCF may reject the request and include in an HTTP "403 Forbidden" response message the "cause" attribute of the ProblemDetails data structure set to "POLICY_CONTEXT_DENIED". Based on configured failure action, the SMF at reception of this error code may reject the PDU session establishment or allow the PDU session establishment applying local policies."
I.e., depending on SMF configuration, this application failure could be mapped to a NAS SM Cause.
The error "POLICY_CONTEXT_DENIED" is returned by the PCF to the SMF when the UE attempt to connect to a DN (identified by a DNN and a slice) is not authorized due to network operator policies. The UE is a legal UE, authenticated by the PLMN, known and valid in the policy system.
Any subsequent UE attempt to connect to the DN would be rejected until the rejection policy stops applying.
This situation is similar to DN-AAA access revocation to DN-AAA authenticated users, for which the mapping to Cause #29 is defined.

Comment 2:
Based on the above description, it is CT3's understanding that the 5GSM cause value #29 "User authentication or authorization failed", with the appropriate extensions, can be used to support the application error "POLICY_CONTEXT_DENIED" depending on SMF configuration.
In addition, CT3 has discussed LS Reply from CT1 in C3-192042(/C1-192665) and has the following additional comments and answers on Questions 2, 3 and 5:

C.
Mapping between Npcf service causes on N7 and 5GSM causes by SMF
Question 2: In Table 5.2.2.2-1, application errors "ERROR_INITIAL_PARAMETERS" and "ERROR_TRIGGER_EVENT" are mapped to 5GSM cause value #45 "Syntactical error in packet filter(s)", and "TRAFFIC_MAPPING_INFO_REJECTED" is mapped to 5GSM cause value #44 "Semantic error in packet filter(s)". However, so far the 5GSM cause values #44 and #45 are only used by the UE for QoS rule verification and not used by the network even in the cause value definition it can be used by the network. CT1 intended to extend the usage of the 5GSM cause value #44 and #45. Please confirm if this is acceptable.

Application errors "ERROR_INITIAL_PARAMETERS" and "ERROR_TRIGGER_EVENT" are returned by the PCF to the SMF when the set of session or subscriber information needed by the PCF to apply policies to the PDU session is incomplete, erroneous, not available or incoherent. The UE attempts for PDU session establishment and modification are rejected commonly due to network misconfiguration or NF misbehaviour.

Any subsequent UE attempt is rejected until the network behaviour is recovered.

Comment 3 / answer to Question 2:
For these scenarios, it is CT3 understanding that the 5GSM cause value #31 "Request rejected, unspecified" is the most appropriate cause value to use.
Application error "TRAFFIC_MAPPING_INFO_REJECTED" is returned by the PCF to the SMF when the PCF does not accept one or more of the traffic mapping filters included in the request. The UE attempt for PDU session modification is rejected due to the services requested by the UE are not known to the PCF and local policies do not authorize their use.

Comment 4 / answer to Question 2:
For these scenarios, it is CT3 understanding that the 5GSM cause value #29 "User authentication or authorization failed" is the most appropriate cause value to use.

Question 3: In Table 5.2.2.2-1, application error "ERROR_CONFLICTING_REQUEST" is mapped to 5GSM cause value #26 "insufficient resources". Can "ERROR_CONFLICTING_REQUEST" be additionally mapped to 5GSM cause values #67 "insufficient resources for specific slice and DNN" and #69 "insufficient resources for specific slice"?

Application error "ERROR_CONFLICTING_REQUEST" is returned by the PCF to the SMF when the PCF detects that the packet filters in the request for new PCC rules are already covered by the ongoing provisioning of PCC rules. The UE attempt for PDU session modification is rejected due to network collision or race condition. This error only happens in the scope of a specific slice and a DNN.

Comment 5 / answer to Question 3:
It is CT3 understanding that the application error "ERROR_CONFLICTING_REQUEST" can be mapped to the 5GSM cause value #67 "Insufficient resources for specific slice and DNN" and there is no need to define additional mappings.

Question 5: Application errors "ROAMING_NOT_ALLOWED" and "USER_NOT_FOUND" which is indicated by the UDM to the SMF and an application error "USER_UNKNOWN" which is indicated by the PCF to the SMF are mapped to 5GSM cause value #29 "user authentication or authorization failed". However, so far the 5GSM cause value #29 is used by the network to indicate that the requested service was rejected by the external DN due to a failed user authentication or revoked by the external DN or revoked by the external packet data network. CT1 intended to extend the usage of the 5GSM cause value #29. Please confirm if this is acceptable.

Application error "USER_UNKNOWN" is returned by the PCF when the UE attempt to connect is rejected because the UE is not known in the PCF. Any subsequent UE attempt is rejected until the appropriates policies for policy control are defined for the UE (e.g., the UE is defined in the PCF/UDR).

Comment 6 / answer to Question 5:
It is CT3 understanding that the 5GSM cause value #29 "User authentication or authorization failed" can be extended to support the application error "USER_UNKNOWN".

2. Actions:

To CT1 group and CT4 group.

ACTION: 
CT3 kindly asks CT1 to consider the answers to Question 2, Question 3 and Question 5 described above and CT4 to apply the corresponding comments (Comment 3, Comment 4, Comment 5 and Comment 6) accordingly.

To CT4 group.

ACTION: 
CT3 kindly asks CT4 to consider update of TS 29.524 to clearly state that mapping for the Npcf_AMPolicyControl and Npcf_UEPolicyControl services is not required. CT3 kindly asks CT4 to consider update of table 5.2.2.2-1 to include mapping for a "403 Forbidden" HTTP response containing the application error "POLICY_CONTEXT_DENIED" with a NOTE indicating that the SMF may not reject the session.  
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