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* * * First Change * * * *

7.2.1.1
General

This procedure is used between the SCEF and the HSS for:

-
the configuration/deletion of Monitoring events for a UE or a Group of UEs;
-
the configuration/deletion of Communication Patterns;

-
the configuration/query of Enhanced Coverage Restrictions;

-
the configuration of Network Configuration parameters;
-
the translation of an External Group Identifier(s) to IMSI Group Id(s).
The following events may be configured for monitoring:

-
the association of the UE and UICC and/or new IMSI-IMEI-SV association;
-
the UE reachability;
-
location of the UE, and change in location of the UE;
-
loss of connectivity;
-
Communication failure;
-
Roaming status (i.e. Roaming or No Roaming, VPLMN-ID) of the UE, and change in roaming status of the UE. 
-
Availability after DDN failure.

-
Idle Status Indication in addition to UE reachability or Availability after DDN failure.
This procedure is mapped to the commands Configuration-Information-Request/Answer in the Diameter application specified in clause 8. The tables 7.2.1.1-1 and 7.2.1.1-2 detail the involved information elements.

Table 7.2.1.1-1: Configuration Information Request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(see 6.4.2)
	User-Identifier 
	M
	This Information Element shall contain the identity of the UE or the identity of a group of UEs. This is a grouped AVP containing either an External Identifier or an MSISDN (exactly one, and only one, of those identifiers shall be included in the request).
When requesting event monitoring configuration for a group of UEs, and when requesting translation from External Group Identifier to IMSI Group ID, the SCEF shall include the External Group Identifier (see 3GPP TS 23.003 [11]) in the External-Identifier AVP.

	Group Reporting Guard Timer (See 8.4.59)
	Group-Reporting-Guard-Timer
	C
	If present, this Information Element indicates that the collected Status Indications and/or reports for UEs belonging to a group shall be reported no later than at the interval indicated by the Group Reporting Guard Timer.
Shall be present if the User-Identifier contains an External Group Identifier.

	Supported Features

(See 3GPP TS 29.229 [7])
	Supported-Features
	O
	If present, this Information Element shall contain the list of features supported by the origin host.

	Monitoring Event Configuration

(see 8.4.2)
	Monitoring-Event-Configuration
	O
	If present, this Information Element shall contain the details of Monitoring event(s). Multiples instances covering different monitoring events may be present.

	AESE Communication Pattern
(see 8.4.25)
	AESE-Communication-Pattern
	O
	If present, this Information Element shall contain the details of Communication Pattern(s). Multiples instances covering different communication patterns may be present.

	CIR-Flags 
(see 8.4.39)
	CIR-Flags 
	O
	If present, this Information Element shall contain a bit mask. See 8.4.39 for the meaning of the bits.

	Enhanced Coverage Restriction

(see 8.4.51)
	Enhanced-Coverage-Restriction
	O
	If present, this Information Element shall contain the updates of the Enhanced Coverage Restriction.

	Suggested Network Configuration
(see 8.4.66)
	Suggested-Network-Configuration
	O
	If present, this Information Element shall contain the suggested network configuration.

	Additional Identifiers

(see 8.4.69)
	AdditionalIdentifiers
	C
	If the request is used to retrieve multiple IMSI Group IDs for multiple External Group Identifiers, this information element shall be present and shall contain all the External Group Identifiers for which the IMSI Group IDs are requested, except the one conveyed in the User-Identifier AVP.


Table 7.2.1.1-2: Configuration Information Answer

	Information Element Name
	Mapping to Diameter AVP
	Cat
	Description

	Result

(See 6.3)
	Result-Code / Experimental-Result
	M
	Result of the request.

Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [23]).

Experimental-Result AVP shall only be used for S6t errors which are applicable regardless of the services requested (e.g. DIAMETER_ERROR_USER_UNKNOWN). This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

Otherwise, this IE shall reflect the outcome of the procedure at Diameter base protocol level and Result-Code AVP shall be used.

	User Identity

(see 6.4.2)
	User-Identifier 
	C
	This information element shall contain the User Identity of the UE. This is a grouped AVP containing an External Identifier or an MSISDN for a UE.

This IE shall not be present if the External-Identifier of User-Identifier in CIR message contains the identity of a Group of UEs (i.e. External Group Identifier).
This IE shall be present only when the Result-Code is DIAMETER_SUCCESS.

	Supported Features

(See 3GPP TS 29.229 [7])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Monitoring Event Report

(see 8.4.3)
	Monitoring-Event-Report
	O
	If an immediate report is available this information element shall contain the requested data available in the HSS.

	AESE Communication Pattern Config Status

(see 8.4.32)
	AESE-Communication-Pattern-Config-Status
	O
	If present, this Information Element shall contain the details of Communication Pattern-Config-Status (s). Multiples instances covering different communication patterns configuration statuses may be present.

	Monitoring Event-Config Status

(see 8.4.24)
	Monitoring-Event-Config-Status
	C
	This IE shall be present if Monitoring Event Configuration IE is included in CIR and if the Result-Code AVP in Configuration Information Answer is DIAMETER_SUCESS. Multiple instances of this IE may be present; they shall contain the configuration status for all monitoring event configurations that were requested.

	Supported Services 
(see 8.4.40)
	Supported-Services
	O
	If present, this Information Element shall contain AVPs indicating details of the services supported by the HSS.

	S6t-HSS Cause

(see 8.4.50)
	S6t-HSS-Cause
	C
	This information element shall contain an indication of Absent Subscriber. It shall be present if the user is not registered in any serving node.

	Enhanced Coverage Restriction Data
(see 8.4.52)
	Enhanced-Coverage-Restriction-Data
	C
	This information element shall contain the result of a status query for Enhanced Coverage restriction control. It shall be present if the request contained a CIR-Flag AVP with the bit for Enhanced-Coverage-Query set.

	CIA-Flags 
(see 8.4.60)
	CIA-Flags 
	O
	If present, this Information Element shall contain a bit mask. See 8.4.60 for the meaning of the bits.

	Active Network Configuration
(see 8.4.66)
	Suggested-Network-Configuration
	O
	If present, this Information Element shall contain the parameters which are active in the HSS.

	IMSI Group Id

(See 3GPP TS 29.272 [14])
	IMSI-Group-Id
	C
	This information element shall be present if the CIR-Flag for IMSI Group Retrieval was set in the request and the Result-Code is DIAMETER_SUCCESS.


* * * Next Change * * * *

7.2.1.2
Detailed Behaviour of the HSS

When the Configuration Information Request is received from the SCEF, the HSS shall, in the following order:

1.
Check that the User Identity for whom data is asked exists in HSS. If not, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN (5001) in the Configuration Information Answer.

2.
Check whether the requesting SCEF is authorized to request the specified service (e.g. presence of Monitoring Event Configuration AVPs indicates the MONTE service). If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5510) in the Configuration Information Answer.
3.
Check that the requested service (e.g. MONTE, indicated by the presence of Monitoring-Event-Configuration AVPs) is authorized for the UE or the group of UEs. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511) in the Configuration Information Answer.
3a.
If the request is IMSI Group Id Retrieval (as indicated by the CIR-Flags AVP), the HSS shall return the IMSI Group Id(s) in the order of sequence that corresponds to the order of sequence of the received External Group Identifier(s) received in the User-Identifier AVP and AdditionalIdentifiers AVP. The Result Code shall be set to DIAMETER_SUCCESS. Stop processing.

Otherwise, continue to step 4.
NOTE:
Applicable steps 4-8 are performed for each monitoring event type or communication pattern requested.
4.
Check whether the limits on number of monitoring events that can be requested per monitoring type and SCEF-ID is reached. If so, Result-Code in Monitoring-Event-Config-Status for the affected service(s) shall be set to DIAMETER_RESOURCES_EXCEEDED (5006). The Result-Code shall be set to DIAMETER_SUCCESS in the Configuration Information Answer.
4a.
Check whether the requesting SCEF is authorized to request the specific service configuration(s) (e.g. Monitoring Event Type indicates a specific monitoring event configuration). If not, Experimental-Result-Code in Monitoring-Event-Config-Status for the affected service configuration(s) shall be set to DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5510). The Result-Code shall be set to DIAMETER_SUCCESS in the Configuration Information Answer.
4b.
Check that the requested specific service configuration(s) (e.g. Monitoring Event Type) is authorized for the UE or the group of UEs. If not, Experimental-Result-Code in Monitoring-Event-Config-Status for the affected service(s) shall be set to DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511). The Result-Code shall be set to DIAMETER_SUCCESS in the Configuration Information Answer.
5.
When the request is for a group, i.e. because the External-Identifier AVP of the User-Identifier AVP contain an External Group Identifier, the HSS applies the Monitoring-Event-Configurtion AVP to each UE of the Group and includes the CIA-Flags AVP with the Group-Configuration-In-Progress bit set in the Configuration Information Answer. The Result-Code shall be set to DIAMETER_SUCCESS in the Configuration Information Answer.
6.
If a serving node is registered and is involved in the reporting of the configured monitoring event, the HSS shall forward the monitoring event configuration to the serving node and wait for the answer before sending the Configuration Information Answer to the SCEF. The monitoring event configuration status from the serving node for each event shall be conveyed by the HSS to the SCEF. The Result-Code shall be set to DIAMETER_SUCCESS in the Configuration Information Answer.
7.
If the user is not registered in any serving node, the HSS shall store the configuration data related to the service; also, it shall indicate to the SCEF that the user is absent, in the Configuration Information Answer, by setting the relevant bit in the S6t-HSS-Cause IE. The Result-Code shall be set to DIAMETER_SUCCESS in the Configuration Information Answer.
8.
For Monitoring if the data related to an immediate reporting is available in the HSS, the HSS (e.g. as being received from the MME/SGSN in the Insert Subscriber Data answer) shall include this data in the Configuration Information Answer. 

If the HSS is aware that the UE is registered in an MME and an SGSN and the services supported by the MME and SGSN are different, the HSS shall report the capabililities of the different nodes with Node-Type indication to the SCEF. If the capabilities are the same reported from the MME, the SGSN and the HSS, the HSS shall report the service capabilities without Node-Type to the SCEF. If the Supported-Services of the SGSN and MME were reported differently to the SCEF and the UE is purged in SGSN or MME the HSS shall report the Supported-Service to the SCEF excluding the Supported-Service from the purged node.

If the HSS receives CIR command from SCEF and has sent IDR commands over S6a/S6d to an MME and an SGSN, the HSS shall check the Result-Codes in Monitoring-Event-Config-Status AVPs reported by the MME and the SGSN:
-
if they are different, the HSS shall include both Service-Report AVPs with the respective Node-Type (indicating the type of serving node) in the Monitoring-Event-Config-Status AVP to the SCEF in the CIA command;
-
otherwise, the HSS shall include one Service-Report AVP without Node-Type in the Monitoring-Event-Config-Status AVP to the SCEF in the CIA command.

If the configuration data in the CIR command are out of the allowed range, the HSS shall set the Experimental-Result-Code in Monitoring-Event-Config-Status for the affected service(s) to DIAMETER_ERROR_REQUESTED_RANGE_IS_NOT ALLOWED (5512).

If the received SCEF Reference ID for Deletion does not exist, the HSS shall set the Experimental-Result-Code in Monitoring-Event-Config-Status for the affected service(s) to DIAMETER_ERROR_CONFIGURATION_EVENT_NON_EXISTANT (5514).

If the SCEF Reference ID exists and the old configuration data could not be replaced by new Configuration event data, the HSS shall set the Experimental-Result-Code in Monitoring-Event-Config-Status for the affected service(s) to DIAMETER_ERROR_CONFIGURATION_EVENT_STORAGE_NOT_SUCCESSFUL (5513).

If the HSS cannot fulfil the received request for reasons not stated in the above steps (e.g. due to a database error), it shall stop processing the request and set Result-Code in Configuration Information Answer to DIAMETER_UNABLE_TO_COMPLY. 
If the HSS detects that configuration data provided by a Monitoring-Event-Configuration are overwritten by a CIR command and both configurations were initated by the same SCEF, the HSS shall include in the CIA command the Monitoring Event Report AVP including the SCEF Reference ID of the overwritten configuration data in the SCEF-Reference-ID and SCEF-Reference-ID-for-Deletion AVPs.
If the HSS needs to report loss of connectivity it shall include the Monitoring-Type AVP set to "LOSS_OF_CONNECTIVITY" in the Monitoring Event Report. In addition, the HSS may also include the Loss-Of-Connectivity-Reason AVP in the Monitoring Event Report.

If the SCEF indicates the support of Monitoring event feature to the HSS and the HSS supports Monitoring. The HSS shall include the Supported-Services AVP with the Supported-Monitoring-Events AVP indicating the authorized monitoring events for the requesting SCEF in the CIA command.
If CIR message includes multiple SCEF Reference ID and one, several or all SCEF Reference ID Monitoring events cannot be handled, or fail to be configured at the registered serving node(s), the HSS shall report all SCEF-Reference-ID requested to the SCEF with an appropriate Experimental-Result-Code or Result-Code in Monitoring-Event-Config-Status AVP(s).
NOTE:
In order to avoid reattempts from the SCS/AS when some configuration failed at the serving node(s), based on operator’s choice, the HSS can still store the configuration data, return a successful response to SCEF and report the SCEF with monitoring event(s) suspended. The configuration data can then be forwarded whenever traffic is received from MME/SGSN and event(s) can be reported to SCEF as resumed, as described in chapter 7.2.2.
If a CIR message includes multiple SCEF Reference ID and for a SCEF Reference ID at least one CP parameter set cannot be handled, the HSS shall reply within the AESE-Communication-Pattern-Config-Status all SCEF Reference ID requested to the SCEF with an appropriate Experimental-Result-Code or Result-Code.

If an SCEF Reference ID received in a CIR command match with an SCEF Reference ID stored in the HSS and both SCEF Reference ID are provided by the same SCEF ID, the HSS shall delete the stored CP sets associated with the SCEF reference Id and store the new CP set(s).

If CIR message contains combinations of monitoring events and CP parameter set it shall handle each set belonging to an SCEF Reference ID separately and shall send a combined answer to the SCEF with all SCEF Reference IDs requested.

If the SCEF-Reference-ID-for-Deletion is present, the receiving node shall delete the corresponding monitoring event configuration, if stored. 
If the SCEF-Reference-ID is present, the receiving node shall store the configuration event.
IF CIR message contains the CIR-Flags with delete all monitoring events, the HSS shall delete all Monitoring events configured by the SCEF for the subscriber. This includes forwarding the deletion to involved serving nodes. 
If the CIR command contains the CIR-Flags AVP with the bit for Enhanced Coverage Query set, the HSS shall return the current settings of Enhanced Coverage together with the current Serving PLMN-ID (if any) in the CIA command.

If the CIR command contains Enhanced-Coverage-Restriction AVP, the HSS shall update the subscription data for Enhanced Coverage; the update shall be a complete replacement of any stored information with the received information. This may result in the need to update the MME/SGSN via S6a/d/MAP-Gr with the new value for access restriction; there is however no need for the HSS to delay sending of CIA until updates of serving nodes are confirmed.

If the CIR command contains Suggested-Network-Configuration AVP, the HSS shall check whether the suggested parameters are acceptable, and if so, update the stored UE’s subscription parameters accordingly and overwrites the old SCEF-Reference-ID and SCEF-ID with the new values. This may result in Insert Subscriber Data Signalling towards the UE’s serving node. If the HSS modifies parameters received in Suggested-Network-Configuration AVP, the HSS shall inform the SCEF about the active parameters.

If a Monitoring-Event-Report is included in a CIA command and the Monitoring-Event-Report is related to a One-time Monitoring event request, the HSS shall delete the related Monitoring event for the UE or the individual group member UE locally after sending the Monitoring-Event-Report.
* * * End of Change * * * *

