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1. Introduction
<Introduction part (optional)>
2. Reason for Change
The KI#1 in TR29.857 is aiming to study on Excessive Data Exposure over SBI. One more scenario related to BSF discovery has been identified.
Consider the case of BSF discovery via Nnrf_NFDiscovery service on NRF. The BSF registers its NFprofile with NRF, including attributes such as IPv4 address range, IPv6 address prefix range, ipdomainID, DNN, and/or SUPI/GPSI in each bsfInfo. These attributes and attribute combinations can be used by different NF consumer (e.g. AF, NEF, PCF, DRA, IMS P-CSCF) to discover the proper BSF. Even as an NF-consumer (e.g. DRA, P-CSCF) may only need to obtain the IPv6 address segment registered by the BSF for an IMS DNN, and then match the user IP address, when it downloads the NF-Profile of the NF-Producer, it gets to know all the other IP address registered by BSF for non-IMS DNN. Also, even an NF-consumer may only need to obtain the IP addresses registered by the BSF for DNN used for a specific vertical customer, when it downloads the NF-Profile of the NF-Producer, it gets to know all the other IP address registered by BSF for IMS DNN and other DNNs.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.857 v0.2.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc39050169][bookmark: _Toc152144414][bookmark: _Toc136842766][bookmark: _Toc152144408]7.X	Solution#X:Service scenario indication based NF discovery
[bookmark: _Toc49769261][bookmark: _Toc56438070][bookmark: _Toc56438212][bookmark: _Toc56438286][bookmark: _Toc57274156][bookmark: _Toc57274625][bookmark: _Toc66461568][bookmark: _Toc70926360][bookmark: _Toc86043863][bookmark: _Toc136842770][bookmark: _Toc152144415][bookmark: _Toc105762979]7.X.1	Description
The solution is to address the Key Issue #1: Excessive Data Exposure over SBI. It addresses following aspects which only applied to all the similar scenarios for Nnrf_Discovery service like BSF discovery scenarios illustrated in example A:
i.	Whether and how to restrict the information provided by an NF-Producer to different NF-consumers.
ii.	How to differentiate among NF-Consumers who possess same scope of authorization to a resource.
The general idea for this solution works as:
-	The operator may plan different xxInfo(es) registration to NRF, each of which may related to a specific service scenario.
-	extend the NF profile by introducing a service scenario indication as new attribute in each NF information data type (e.g. UpfInfo, SmfInfo, BsfInfo) to identify the specific service scenario. The service scenario indication can be flexible specified by operators depending on different implementation purpose.
-	during the NF service discovery, NRF shall only provide the mapped NF information or the other NF information(es) with the same service scenario indications in NF-Discovery response.
Note:	The new introduced attribute can be applied to the NF information data type including UdrInfo, UdmInfo, AusfInfo, AmfInfo, SmfInfo, UpfInfo, PcfInfo, BsfInfo, ChfInfo, UdsfInfo, NefInfo. NwdafInfo, PcscfInfo, HssInfo, AanfInfo, EasdfInfo, NsacfInfo, MbSmfInfo, TsctsfInfo, MbUpfInfo, DcsfInfo, MrfInfo, MrfpInfo, MfInfo etc as specified in NFProfile of Nnrf_NFManagement service and Nnrf_NFDiscovery Service API.
7.X.2	Example solution for BSF discovery
Take the BSF discovery scenarios illustrated in example A as an example, the solution works on following principles:
-	The operator may plan:
-	different bsfInfo registration to NRF, each of which may related to data services and/or voice services with data service session binding information and/or voice service session binding information.
-	different bsfInfo registration to NRF, each of which may related to different DNN which belongs to specific PNI-NPN or vertical application, or related to different IP address ranges, GPSI/SUPI ranges belong to specific PNI-NPN or vertical application.
[bookmark: OLE_LINK2]-	Extend the bsfInfo to identify the different service scenarios, e.g. extended with an attribute named service scenario indication, group indication, or domain indication. (the service scenario indication will be used in the following description).
-	During the BSF service discovery, NRF only provide the mapped bsfInfo or the other bsfInfo(es) with same service scenario indications in NF-Discovery response.
[bookmark: _Toc152144416]7.X.3	Example Flows for BSF discovery
Example A: Following is an example flow of events with this solution for Example A in Key Issue #1Description:

Figure 7.1.2-1: Example 1 Flow of Events
Step #1: NF-Producer BSF registers its profile into NRF with a new parameter indicating the service scenario which the bsfInfo targeting for. NF-Producers and NRF may define a feature-bit to indicate support of this functionality as part of feature negotiation mechanism.

Table 7.x.2-1: Definition of type BsfInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ipv4AddressRanges
	array(Ipv4AddressRange)
	O
	1..N
	List of ranges of IPv4 addresses handled by BSF.
If not provided, the BSF can serve any IPv4 address.

	dnnList
	array(Dnn)
	O
	1..N
	List of DNNs handled by the BSF. The DNN shall contain the Network Identifier and it may additionally contain an Operator Identifier. If the Operator Identifier is not included, the DNN is supported for all the PLMNs in the plmnList of the NF Profile.
If not provided, the BSF can serve any DNN.

	ipDomainList
	array(string)
	O
	1..N
	List of IPv4 address domains, as described in clause 6.2 of 3GPP TS 29.513 [28], handled by the BSF.
If not provided, the BSF can serve any IP domain.

	ipv6PrefixRanges
	array(Ipv6PrefixRange)
	O
	1..N
	List of ranges of IPv6 prefixes handled by the BSF.
If not provided, the BSF can serve any IPv6 prefix.

	rxDiamHost
	DiameterIdentity
	C
	0..1
	This IE shall be present if the BSF supports Rx interface.

When present, this IE shall indicate the Diameter host of the Rx interface for the BSF.

	rxDiamRealm
	DiameterIdentity
	C
	0..1
	This IE shall be present if the BSF supports Rx interface.

When present, this IE shall indicate the Diameter realm of the Rx interface for the BSF.

	groupId
	NfGroupId
	O
	0..1
	Identity of the BSF group that is served by the BSF instance.
If not provided, the BSF instance does not pertain to any BSF group.
(NOTE)

	supiRanges
	array(SupiRange)
	O
	1..N
	List of ranges of SUPI's served by the BSF instance (NOTE)

	gpsiRanges
	array(IdentityRange)
	O
	1..N
	List of ranges of GPSIs served by the BSF instance (NOTE)

	serviceScenarioIn
	ServiceScenarioIn
	O
	0..1
	When present, this IE shall indicate the service scenario which the bsfInfo targeting for.

	NOTE:	If none of these parameters are provided, the BSF can serve any SUPI or GPSI managed by the PLMN of the BSF instance. If "supiRanges" and "gpsiRanges" attributes are absent, and "groupId" is present, the SUPIs / GPSIs served by this BSF instance is determined by the NRF.



Further, the service scenario indication can be defined as enumeration values as:
Table 7.x.2-2: Enumeration ServiceScenarioIn
	Enumeration value
	Description

	"VOICE SERVICE"
	The bsfInfo registered in NRF is targeting for voice service related session binding information.

	"DATA SERVICE"
	The bsfInfo registered in NRF is targeting for data service related session binding information.

	"VOICE AND DATA SERVICE"
	The bsfInfo registered in NRF is targeting for voice and data service related session binding information.



Step #3: NF-Consumer sends Nnrf_NFDiscovery_Get request to NRF to discover BSF.
Step #4: NRF only provide the mapped bsfInfo or the other bsfInfo(es) with same service scenario indications in NF-Discovery response.
[bookmark: _Toc49769262][bookmark: _Toc56438071][bookmark: _Toc56438213][bookmark: _Toc56438287][bookmark: _Toc57274157][bookmark: _Toc57274626][bookmark: _Toc66461569][bookmark: _Toc70926361][bookmark: _Toc86043864][bookmark: _Toc136842771][bookmark: _Toc152144417]7.X.4	Impacts on services, entities and interfaces
NF-Producers:
-	Categorize xxInfo information based on difference service scenario.
-	Register the xxInfo with service scenario indication.
NRF:
[bookmark: _Toc49769263][bookmark: _Toc56438072][bookmark: _Toc56438214][bookmark: _Toc56438288][bookmark: _Toc57274158][bookmark: _Toc57274627][bookmark: _Toc66461570][bookmark: _Toc70926362][bookmark: _Toc86043865][bookmark: _Toc136842772]-	Support to register the service scenario indication for each xxInfo.
-	Support to only provide the mapped xxInfo or the other xxInfo(es) with same service scenario indications in NF-Discovery response.

[bookmark: _Toc152144418]7.X.5	Pros
This solution provides a simple and efficient way to reduce information exposure.
[bookmark: _Toc49769264][bookmark: _Toc56438073][bookmark: _Toc56438215][bookmark: _Toc56438289][bookmark: _Toc57274159][bookmark: _Toc57274628][bookmark: _Toc66461571][bookmark: _Toc70926363][bookmark: _Toc86043866][bookmark: _Toc136842773][bookmark: _Toc152144419]7.X.6	Cons
None.
* * * End of Changes * * * *
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