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1. Introduction
<Introduction part (optional)>
2. Reason for Change
The KI#1 in TR29.857 is aiming to study on Excessive Data Exposure over SBI. One more scenario related to BSF discovery has been identified.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.857 v0.2.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc136842766][bookmark: _Toc152144408]6.1.1	Description of Use-case
In the Service Based Architecture, when NF-Consumers are allowed access to an NF-Producer's resources, they are typically allowed access to the entire resource representation exposed by the NF-Producer, unless some information can be excluded due to, e.g. NF-Consumer or NF-Producer capabilities, or the information provided by the NF-Consumers (e.g. query parameters). This was the basic design principle of SBI that entire resource representation is provided to an NF-Consumer if it presents a valid access-token. 
However, in some scenarios, it may not be acceptable or desirable, as it may lead to excessive data exposure and result in potential security/privacy exposure. Following are few examples:
Example 1: Consider the case of Nudm_UECM service on UDM. When a UE registers to AMF via 3gpp access, the AMF registers a lot of UE information into the UDM, e.g. PEI, Current RAT-Type, UE capabilities, SUPI etc. (contained in data-structure "Amf3GppAccessRegistration"); by performing a PUT operation on the resource "~/registrations/amf-3gpp-access". Subsequently, other NF-Consumers can perform GET operation on the resources to fetch UE's registration information when needed. For example, an NSSAAF can perform GET operation on this resources to know the current serving AMF of the UE. Similarly, another AMF can perform a GET operation on this resources to fetch the entire resource representation.
However, even if a consumer NF just needs to know the current serving AMF of the UE (e.g. an NSSAAF), and performs a GET operation on the above resources, it will be provided with entire representation of the Amf3GppAccessRegistration data-structure. Every consumer NF may not need to know such sensitive information as SUPI & PEI of the UE.
Example 2: Consider the case of Nnrf_NFDiscovery service on NRF. An NF Producer has registered, say, 3 S-NSSAIs in its profile into NRF, and allows NF-Consumers belonging to any of these S-NSSAIs discover its profile (by using allowedNssai parameter in the NF-Profile). 
Even as an NF-Consumer may belong to only one of these S-NSSAIs, when it downloads the NF-Profile of the NF Producer, it gets to know all the other S-NSSAIs too that the NF-Producer supports.
Example 3: Consider the case of Namf_EE or Namf_Location Service. An NF-Consumer belonging to S-NSSAI=1 can subscribe to UE's location in AMF, and can get access to its location even if UE has not registered to S-NSSAI = 1.
[bookmark: _Hlk158891293][bookmark: _Hlk159241975][bookmark: OLE_LINK1]Example A: Consider the case of BSF discovery via Nnrf_NFDiscovery service on NRF. The BSF registers its NFprofile with NRF, including attributes such as IPv4 address range, IPv6 address prefix range, ipdomainID, DNN, and/or SUPI/GPSI in each bsfInfo. These attributes and attribute combinations can be used by different NF consumer (e.g. AF, NEF, PCF, DRA, IMS P-CSCF) to discover the proper BSF. Even as an NF-consumer (e.g. DRA, P-CSCF) may only need to obtain the IPv6 address segment registered by the BSF for an IMS DNN, and then match the user IP address, when it downloads the NF-Profile of the NF-Producer, it gets to know all the other IP address registered by BSF for non-IMS DNN. Also, even an NF-consumer may only need to obtain the IP addresses registered by the BSF for DNN used for a specific vertical customer, when it downloads the NF-Profile of the NF-Producer, it gets to know all the other IP address registered by BSF for IMS DNN and other DNNs.

* * * End of Changes * * * *

